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Preface

The 4th International Conference on Information System Security (ICISS 2007)
was held December 16–20, 2008 at the Jawaharlal Nehru Technological Univer-
sity (JNTU) in Hyderabad, India. Although this conference is held in India, it
is a decidedly international conference, attracting papers from all around the
world. This year, there were 81 submissions from 18 different countries. The fi-
nal program contained papers from Australia, Austria, France, Germany, India,
Poland, UK, and USA.

From the 81 submissions, the Program Committee accepted 15 full papers, 4
short papers, and 2 ongoing research reports. The accepted papers span a wide
range of topics, including access control, cryptography, forensics, formal methods
and language-based security, intrusion detection, malware defense, network and
Web security, operating system security, and privacy.

The conference featured four keynote talks, with written papers accompanying
most of them. We would like to thank the speakers Somesh Jha, Basant Rajan,
Amit Sahai, and Dawn Song for accepting our invitation to deliver keynote talks
at this year’s conference. The conference was preceded by two days of tutorials.

We would like to thank JNTU for hosting the conference, and EasyChair
(http://www.easychair.org/) for providing conference management services to
handle the paper review and selection process. Lastly, we wish to express our
deepest thanks to the members of the Program Committee who give their per-
sonal free time to perform the often thankless job of reviewing many papers
under extremely short deadlines, and to the external reviewers, volunteers and
local assistants who made this program a success.

December 2008 R. Sekar
Arun Pujari
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BitBlaze: A New Approach to Computer Security via
Binary Analysis

Dawn Song1, David Brumley2, Heng Yin1,2,3, Juan Caballero1,2, Ivan Jager2,
Min Gyung Kang1,2, Zhenkai Liang2, James Newsome2, Pongsin Poosankam1,2,

and Prateek Saxena1

1 UC Berkeley
2 Carnegie Mellon University

3 College of William and Mary

Abstract. In this paper, we give an overview of the BitBlaze project, a new ap-
proach to computer security via binary analysis. In particular, BitBlaze focuses
on building a unified binary analysis platform and using it to provide novel so-
lutions to a broad spectrum of different security problems. The binary analysis
platform is designed to enable accurate analysis, provide an extensible architec-
ture, and combines static and dynamic analysis as well as program verification
techniques to satisfy the common needs of security applications. By extracting
security-related properties from binary programs directly, BitBlaze enables a prin-
cipled, root-cause based approach to computer security, offering novel and effec-
tive solutions, as demonstrated with over a dozen different security applications.

Keywords: Binary analysis, malware analysis and defense, vulnerability analysis
and defense, reverse engineering.

1 Introduction

In BitBlaze, we propose a new approach to computer security via binary analysis. In
particular, we make the simple and yet important observation that for many security
problems, their root cause and the key to their solutions lie directly in the relevant
programs (e.g., vulnerable programs and malicious code). Thus, by designing and de-
veloping techniques and tools to automatically extract security-related properties from
programs and devise solutions based on them, we can enable a principled approach to
many security problems, focusing on their root cause, and offer more effective solutions
than previous approaches which rely on heuristics or symptoms of an attack.

To enable the above approach, one technical challenge is that for security applica-
tions, we often need to directly deal with binary code. For many programs such as com-
mon off-the-shelf (COTS) programs, users do not have access to their source code. For
malicious code attacks, attackers simply do not attach the source code with the attack.
And binary code is what gets executed, and hence analyzing binary code will give the
ground truth important for security applications whereas analyzing source code may
give the wrong results due to compiler errors and optimizations. However, analyzing
binary code is commonly considered as an extremely challenging task due to its com-
plexity and the lack of higher-level semantic information. As a result, very few tools

R. Sekar and A.K. Pujari (Eds.): ICISS 2008, LNCS 5352, pp. 1–25, 2008.
c© Springer-Verlag Berlin Heidelberg 2008



2 D. Song et al.

exist for binary analysis that are powerful enough for general security applications, and
this has been a big hurdle preventing security researchers and practitioners from taking
the aforementioned root-cause based approach.

Thus, the above observations have motivated us to conduct the BitBlaze project,
building a unified binary analysis platform and using it to provide novel solutions to
a broad spectrum of different security problems. In this paper, we give an overview of
the two main research foci of BitBlaze: (1) the design and development of a unified,
extensible binary analysis infrastructure for security applications; (2) novel solutions
to address a spectrum of different security problems by taking a principled, root-cause
based approach enabled by our binary analysis infrastructure.

In the rest of this paper, we describe the challenges and design rationale behind the
BitBlaze Binary Analysis Platform and its overall architecture, and then describe its
three main components Vine , TEMU, and Rudder. Finally, we give an overview of the
different security applications that we have enabled using the BitBlaze Binary Analysis
Platform and discuss some related work.

2 The Architecture of the BitBlaze Binary Analysis Platform

In this section, we first describe the challenges of binary analysis for security appli-
cations, then the desired properties of a binary analysis platform catering to security
applications, and finally outline the architecture of the BitBlaze Binary Analysis Plat-
form.

2.1 Challenges

There are several main challenges for binary code analysis, some of which are specific
to security applications.

Complexity. The first major challenge for binary analysis is that binary code is com-
plex. Binary analysis needs to model this complexity accurately in order for the analysis
itself to be accurate. However, the sheer number and complexity of instructions in mod-
ern architectures makes accurate modeling a significant challenge. Popular modern ar-
chitectures typically have hundreds of different instructions, with new ones added at
each processor revision. Further, each instruction can have complex semantics, such as
single instruction loops, instructions which behave differently based upon their operand
values, and implicit side effects such as setting processor flags. For example, the IA-32
manuals describing the semantics of x86 weigh over 11 pounds.

As an example, consider the problem of determining the control flow in the following
x86 assembly program:

/ / i n s t r u c t i o n ds t , s r c
add a , b / / a = a+b
s h l a , x / / a << x
j z t a r g e t / / jump i f z e r o t o a d d r e s s t a r g e t

The first instruction, add a,b, computes a := a+b. The second instruction, shl
a,x, computes a := a << x. The last instruction, jz a, jumps to address a if the
processor zero flag is set.
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One problem is that both the add and shl instruction have implicit side effects. Both
instructions calculate up to six other bits of information that are stored as processor
status flags. In particular, they calculate whether the result is zero, the parity of the
result, whether there is an auxiliary carry, whether the result is signed, and whether an
overflow has occurred.

Conditional control flow, such as the jz instruction, is determined by the implicitly
calculated processor flags. Thus, either the add instruction calculates the zero flag, or
the shl will. However, which instruction, add or shl, determines whether the branch
is taken? Answering this question is not straight-forward. The shl instruction behaves
differently depending upon the operands: it only updates the zero flag if x is not zero.

Lack of Higher-Level Semantics. The second major challenge is that binary code is
different than source code, and in particular, lacking higher-level semantics present in
source code. Thus, we need to adapt and develop program analysis techniques and tools
that are suitable for the setting of binary code (where debugging information is often
unavailable). In particular, binary code lacks abstractions that are often fundamental to
source code and source code analysis, as shown in the following examples:

– No Functions. The function abstraction does not exist at the binary level. Instead,
control flow in a binary program is performed by jumps. For example, the x86
instruction call x is just shorthand for storing the current instruction pointer
(register eip) at the address named by the register esp, decrementing esp by the
architecture word size, then loading the eip with number x. Indeed, it is perfectly
valid in assembly, and sometimes happens in practice, that code may call into the
middle of a “function”, or have a single “function” separated into non-contiguous
pieces.

– Memory vs. Buffers. Binary code does not have buffers, it has memory. While the
OS may determine a particular memory page is not valid, memory does not have
the semantics of a user-specified type and size. One implication of the difference
between buffers and memory is that in binary code there is no such thing as a buffer
overflow. While we may say a particular store violates a higher-level semantics
given by the source code, such facts are inferences with respect to the higher-level
semantics, not part of the binary code itself.

– No Types. New types cannot be created or used since there is no such thing as a
type constructor in binary code. The only types available are those provided by the
hardware: registers and memory. Even register types are not necessarily informa-
tive, since it is common to store values from one register type (e.g., 32-bit register)
and read them as another (e.g., 8-bit register).

Overall, an assembly-specific approach is unattractive because writing analysis over
modern complex instruction tends to be tedious and error-prone. Verifying a program
analysis is correct over such a large and complicated instruction set seems even more
difficult. Further, an assembly-specific approach is specific to a single architecture. All
analysis would have to be ported each time we want to consider a new architecture.
Thus, analysis could not take advantage of the common semantics across many different
assembly languages.
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Whole-System View. Many security applications requires the ability to analyze oper-
ations in the operating system kernel and interactions between multiple processes, thus
require a whole-system view, presenting greater challenges than in traditional single-
program analysis.

Code Obfuscation. Some security applications require analyzing malicious code. Ma-
licious code may employ anti-analysis techniques such as code packing, encryption,
and obfuscation to make program analysis difficult, posing greater challenges than an-
alyzing benign programs.

2.2 Design Rationale

The goal of the BitBlaze Binary Analysis Platform is to design and develop techniques
and the core utilities that cater the common needs of security applications and enable
others to build upon and develop new solutions to security problems more easily and
effectively. Given the aforementioned challenges, we have a few design guidelines mo-
tivating the architecture of the BitBlaze Binary Analysis Platform:

Accuracy. We would like to enable accurate analysis, motivating us to build precise,
formal models of instructions that allow the tool to accurately model the program exe-
cution behavior symbolically.

Extensibility. Given the complexity of binary analysis, we would like to develop core
utilities which can then be re-used and easily extended to enable other more sophisti-
cated analysis on binaries, or easily re-targeted to different architectures.

Fusion of Static and Dynamic Analysis. Static and dynamic analysis both have ad-
vantages and disadvantages. Static analysis can give more complete results as it covers
different execution paths, however, it may be difficult due to the complexity of pointer
aliasing, the prevalence of indirect jumps, and the lack of types and other higher-level
abstractions in binaries. Even telling what is code and what is data statically is an unde-
cidable problem in general. Moreover, it is particularly challenging for static analysis
to deal with dynamically generated code and other anti-static-analysis techniques em-
ployed in malicious code. Furthermore, certain instructions such as kernel and floating
point instructions may be extremely challenging to accurately model. On the other hand,
dynamic analysis naturally avoid many of the difficulties that static analysis needs to
face, at the cost of analyzing one path at a time. Thus, we would like to combine static
and dynamic analysis whenever possible to have the benefits of both.

Vine TEMU Rudder

BitBlaze

Fig. 1. The BitBlaze Binary Analysis Platform Overview
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2.3 Architecture

Motivated by the aforementioned challenges and design rationale, the BitBlaze Bi-
nary Analysis Platform is composed of three components: Vine, the static analysis
component, TEMU, the dynamic analysis component, and Rudder, the mixed concrete
and symbolic analysis component combining dynamic and static analysis, as shown in
Figure 1.

Vine translates assembly to a simple, formally specified intermediate language (IL)
and provides a set of core utilities for common static analysis on the IL, such as control
flow, data flow, optimization, symbolic execution, and weakest precondition calculation.

TEMU performs whole-system dynamic analysis, enabling whole-system fine-
grained monitoring and dynamic binary instrumentation. It provides a set of core utili-
ties for extracting OS-level semantics, user-defined dynamic taint analysis, and a clean
plug-in interface for user-defined activities.

Rudder uses the core functionalities provided by Vine and TEMU to enable mixed
concrete and symbolic execution at the binary level. For a given program execution
path, it identifies the symbolic path predicates that symbolic inputs need to satisfy to
follow the program path. By querying solvers such as decision procedures, it can de-
termine whether the path is feasible and what inputs could lead the program execution
to follow the given path. Thus, Rudder can automatically generate inputs leading pro-
gram execution down different paths, exploring different parts of the program execution
space. Rudder provides a set of core utilities and interfaces enabling users to snapshot
and reload the exploration state and provide user-specified path selection policies.

3 Vine: The Static Analysis Component

In this section, we give an overview of Vine, the static analysis component of BitBlaze
Binary Analysis Platform, describing its intermediate language (IL), its front end and
back end components, and implementation.

3.1 Vine Overview

Figure 2 shows a high-level picture of Vine. The Vine static analysis component is di-
vided into a platform-specific front-end and a platform-independent back-end. At the
core of Vine is a platform-independent intermediate language (IL) for assembly. The
IL is designed as a small and formally specified language that faithfully represents
the assembly languages. Assembly instructions in the underlying architecture are lifted
up to the Vine IL via the Vine front-end. All back-end analyses are performed on the
platform-independent IL. Thus, program analyses can be written in an architecture-
independent fashion and do not need to directly deal with the complexity of an instruc-
tion set such as x86. This design also provides extensibility—users can easily write
their own analysis on the IL by building on top of the core utilities provided in Vine.

The Vine front-end currently supports translating x86 [23] and ARMv4 [4] to the
IL. It uses a set of third-party libraries to parse different binary formats and produce
assembly. The assembly is then translated into the Vine IL in a syntax-directed manner.
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Instruction
Lifting

Binary Format
Interface

Front End

Code Generator

Optimizations

Vine

Language
Intermediate

Back End

Program
Verification

Graphs Additional
Program
Analysis

Fig. 2. Vine Overview

The Vine back-end supports a variety of core program analysis utilities. The back-
end has utilities for creating a variety of different graphs, such as control flow and
program dependence graphs. The back-end also provides an optimization framework.
The optimization framework is usually used to simplify a specific set of instructions.
We also provide program verification capabilities such as symbolic execution, cal-
culating weakest preconditions, and interfacing with decision procedures. Vine can
also write out lifted Vine instructions as valid C code via the code generator
back-end.

To combine static and dynamic analysis, we also provide an interface for Vine to
read an execution trace generated by a dynamic analysis component such as TEMU.
The execution trace can be lifted to the IL for various further analysis.

3.2 The Vine Intermediate Language

The Vine IL is the target language during lifting, as well as the analysis language for
back-end program analysis. The semantics of the IL are designed to be faithful to as-
sembly languages. Table 1 shows the Vine IL.

The base types in the Vine IL are 1, 8, 16, 32, and 64-bit registers (i.e., n-bit vec-
tors) and memories. A memory type is qualified by its endianness, which can be either
little (e.g., for little-endian architectures like x86), big (e.g., for big-endian archi-
tectures such as PowerPC), or norm for normalized memory (explained later in this
section). A memory type is also qualified by the index type, which must be a regis-
ter type. For example mem t(little, reg32 t) denotes a memory type which is
little endian and is addressed by 32-bit numbers.

There are three types of values in Vine. First, Vine has numbers n of type τreg. Sec-
ond, Vine has memory values {na1 → nv1, na2 → nv2, ...}, where nai denotes a
number used as an address, and nvi denotes the value stored at the address. Finally,
Vine has a distinguished value ⊥. ⊥ values are not exposed to the user and cannot
be constructed in the presentation language. ⊥ is used internally to indicate a failed
execution.

Expressions in Vine are side-effect free. The Vine IL has binary operations ♦b (“&”
and “|” are bit-wise), unary operations ♦u, constants, let bindings, and casting. Cast-
ing is used when the semantics requires a change in the width of a value. For example,
the lower 8 bits of eax in x86 are known as al. When lifting x86 instructions, we use
casting to project out the lower-bits of the corresponding eax register variable to an al
register variable when al is accessed.
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Table 1. The Vine Intermediate Language (Since ’|’ is an operator, for clarity we use commas to
separate all operator elements in the productions for ♦b and ♦u.)

program ::= decl* instr*

instr ::= var = exp | jmp exp | cjmp exp,exp,exp | halt exp | assert exp

| label integer | special ids

exp ::= load(exp, exp, τreg) | store(exp, exp, exp,τreg) | exp ♦b exp | ♦u exp

| const | var | let var = exp in exp | cast(cast kind,τreg,exp)

cast kind ::= unsigned | signed | high | low
decl ::= var var

var ::= (string, idv , τ )

♦b ::= +,−, ∗, /, /s, mod, mods,�,�,�a, &, |,⊕, ==, �=, <,≤, <s,≤s

♦u ::= − (unary minus), ! (bit-wise not)

value ::= const | { na1 → nv1, na2 → nv2, . . .}: τmem | ⊥
const ::= n : τreg

τ ::= τreg | τmem | Bot | Unit

τ reg ::= reg1 t | reg8 t | reg16 t | reg32 t | reg64 t

τmem ::= mem t(τendian, τreg)

τendian ::= little | big | norm

In Vine, both load and store operations are pure. While load is normally pure,
the semantics of store are often not. Each store expression must specify which
memory to load or store from. The resulting memory is returned as a value. For exam-
ple, a Vine store operation is written mem1 = store(mem0, a, y), where mem1
is the same as mem0 except address a has value y. The advantage of pure memory
operations in Vine notation is that it makes it possible to syntactically distinguish what
memory is modified or read. One place where we take advantage of this is in computing
Single Static Assignment (SSA) where both scalars and memory have a unique single
static assignment location.

A program in Vine is a sequence of variable declarations, followed by a sequence of
instructions. There are 7 different kinds of instructions. The language has assignments,
jumps, conditional jumps, and labels. The target of all jumps and conditional jumps
must be a valid label in our operational semantics, else the program halts with ⊥. Note
that a jump to an undefined location (e.g., a location that was not disassembled such as
to dynamically generated code) results in the Vine program halting with ⊥. A program
can halt normally at any time by issuing the halt statement. We also provide assert,
which acts similar to a C assert: the asserted expression must be true, else the machine
halts with ⊥.

A special in Vine corresponds to a call to an externally defined procedure or
function. The id of a special indexes what kind of special, e.g., what system call. The
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// x86 instr dst,src
1. mov [eax], 0xaabbccdd
2. mov ebx, eax
3. add ebx, 0x3
4. mov eax, 0x1122
5. mov [ebx], ax
6. sub ebx, 1
7. mov ax, [ebx]

(a)

eax+4

memory

0xdd

0xcc

0xaa

0xbb

address

eax+1

eax+2

eax+3

eax

(b)

0x22

memory

0xdd

0xcc

0xbb

address

eax+1

eax+2

eax+3

eax

eax+4 0x11

(c)

Fig. 3. An example of little-endian stores as found in x86 that partially overlap. (b) shows memory
after executing line 1, and (c) shows memory after executing line 5. Line 7 will load the value
0x22bb.

semantics of special is up to the analysis; its operational semantics are not defined.
We include special as an instruction type to explicitly distinguish when such calls
may occur that alter the soundness of an analysis. A typical approach to dealing with
special is to replace special with an analysis-specific summary function written
in the Vine IL that is appropriate for the analysis.

Normalized Memory
The endianness of a machine is usually specified by the byte-ordering of the hardware.
A little endian architecture puts the low-order byte first, and a big-endian architecture
puts the high-order byte first. x86 is an example of a little endian architecture, and
PowerPC is an example of a big endian architecture.

We must take endianness into account when analyzing memory accesses. Consider
the assembly in Figure 3a. The mov operation on line 2 writes 4 bytes to memory
in little endian order (since x86 is little endian). After executing line 2, the address
given by eax contains byte 0xdd, eax+1 contains byte 0xcc, and so on, as shown
in Figure 3b. Lines 2 and 3 set ebx = eax+2. Line 4 and 5 write the 16-bit value
0x1122 to ebx. An analysis of these few lines of code needs to consider that the write
on line 4 overwrites the last byte written on line 1, as shown in Figure 3c. Considering
such cases requires additional logic in each analysis. For example, the value loaded on
line 7 will contain one byte from each of the two stores.

We say a memory is normalized for a b-byte addressable memory if all loads and
stores are exactly b-bytes and b-byte aligned. For example, in x86 memory is byte ad-
dressable, so a normalized memory for x86 has all loads and stores at the byte level.
The normalized form for the write on Line 1 of Figure 3a in Vine is shown in Figure 4.
Note the subsequent load on line 7 are with respect to the current memory mem6.

Normalized memory makes writing program analyses involving memory easier.
Analyses are easier because normalized memory syntactically exposes memory updates
that are otherwise implicitly defined by the endianness. The Vine back-end provides
utilities for normalizing all memory operations.
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1. mem4 = let mem1 = store(mem0,eax, 0xdd, reg8_t) in
let mem2 = store(mem1, eax+1, 0xcc, reg8_t) in
let mem3 = store(mem2, eax+2, 0xbb, reg8_t) in

store(mem3, eax+3, 0xcc, reg8_t);
...
5. mem6 = let mem5 = store(mem4, ebx, 0x22, reg8_t) in

store(mem5, ebx+1, 0x22, reg8_t)
...
7. value = let b1 = load(mem6, ebx, reg8_t) in

let b2 = load(mem6, ebx+1, reg8_t) in
let b1’ = cast(unsigned, b1, reg16_t) in
let b2’ = cast(unsigned, b2, reg16_t) in

(b2’ � 8) | b1’;

Fig. 4. Vine normalized version of the store and load from Figure 3a

3.3 The Vine Front-End

The Vine front-end is responsible for translating binary code to the Vine IL. In addition,
the front-end interfaces with libraries such as the GNU Binary File Descriptor (libbfd)
library for parsing the low-level details of binary files.

Translating binary code to the IL consists of three steps:

– Step 1. First the binary file is disassembled. Vine currently interfaces with three
disassemblers: IDA Pro [19], a commercial disassembler, a research disassembler
from Kruegel et al. [26] that can disassemble x86 obfuscated code, and our own
linear-sweep disassembler built on top of GNU libopcodes. Interfacing with other
disassemblers is straightforward.

– Step 2. The disassembly is passed to VEX, a third-party library which turns as-
sembly instructions into the VEX intermediate language. The VEX IL is part of the
Valgrind dynamic instrumentation tool [31]. The VEX IL is also similar to a RISC-
based language. As a result, the lifted IL has only a few instruction types, similar to
Vine. However, the VEX IL itself is inconvenient for performing program analysis
because its information about side effects of instructions such as what EFLAGS
are set by x86 instructions is implicit. This step is mainly performed in order to
simplify the development of Vine: we let the existing tool take care of the task of
reducing assembly instructions to a basic IL, then in step 3 expose all side-effects
so that the analysis is faithful.

– Step 3. We translate the VEX IL to Vine. The resulting Vine IL is intended to be
faithful to the semantics of the disassembled assembly instructions.

Translated assembly instructions have all side-effects explicitly exposed as Vine instruc-
tions. As a result, a single typical assembly instruction will be translated as a sequence
of Vine instructions. For example, the add eax,0x2 x86 instruction is translated as
the following instructions:
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tmp1 = EAX; EAX = EAX + 2;
//eflags calculation
CF:reg1_t = (EAX<tmp1);
tmp2 = cast(low, EAX, reg8_t);
PF =(!cast(low,

((((tmp2>>7)ˆ(tmp2>>6))ˆ((tmp2>>5)ˆ(tmp2>>4)))ˆ
(((tmp2>>3)ˆ(tmp2>>2))ˆ((tmp2>>1)ˆtmp2)))), reg1_t);

AF = (1==(16&(EAXˆ(tmp1ˆ2))));
ZF = (EAX==0);
SF = (1==(1&(EAX>>31)));
OF = (1==(1&(((tmp1ˆ(2ˆ0xFFFFFFFF))&(tmp1ˆEAX))>>31)));

The translated instructions expose all the side-effects of the add instruction, including
all 6 eflags that are updated by the operation. As another example, an instruction
with the rep prefix is translated as a sequence of instructions that form a loop.

In addition to binary files, Vine can also translate an instruction trace to the IL. Con-
ditional branches in a trace are lifted as assert statements to check that the executed
branch is followed. This is done to prevent branching outside the trace to an unknown
instruction. Vine and TEMU are co-designed so that TEMU currently generates traces
in a trace format that Vine can read.

3.4 The Vine Back-End

In the Vine back-end, new program analyses are written over the Vine IL. Vine provides
a library of common analyses and utilities which serve as building blocks for more
advanced analyses. Below we provide an overview of some of the utilities and analyses
provided in the Vine back-end.

Evaluator. Vine has an evaluator which implements the operational semantics of the
Vine IL. The evaluator allows us to execute programs without recompiling the IL back
down to assembly. For example, we can test a raised Vine IL for an instruction trace
produced by an input by evaluating the IL on that input and verifying we end in the
same state.

Graphs. Vine provides routines for building and manipulating control flow graphs
(CFG), including a pretty-printer for the graphviz DOT graph language [2]. Vine also
provides utilities for building data dependence and program dependence graphs [30].

One issue when constructing a CFG of an assembly program is determining the suc-
cessors of jumps to computed values, called indirect jumps. Resolving indirect jumps
usually requires program analyses that require a CFG, e.g., Value Set Analysis
(VSA) [5]. Thus, there is a potential circular dependency. Note that an indirect jump
may potentially go anywhere, including the heap or code that has not been previously
disassembled.

Our solution is to designate a special node as a successor of unresolved indirect jump
targets in the CFG. We provide this so an analysis that depends on a correct CFG can
recognize that we do not know the subsequent state. For example, a data-flow analysis
could widen all facts to the lattice bottom. Most normal analyses will first run an indirect
jump resolution analysis in order to build a more precise CFG that resolves indirect
jumps to a list of possible jump targets. Vine provides one such analysis, VSA [5].
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Single Static Assignment. Vine supports conversion to and from single static assign-
ment (SSA) form [30]. SSA form makes writing analysis easier because every variable
is defined statically only once. We convert both memory and scalars to SSA form. We
convert memories because then one can syntactically distinguish between memories
before and after a write operation instead of requiring the analysis itself to maintain
similar bookkeeping. For example, in the memory normalization example in Figure 3.2,
an analysis can syntactically distinguish between the memory state before the write on
line 1, the write on line 5, and the read on line 7.

Chopping. Given a source and sink node, a program chop [24] is a graph showing the
statements that cause definitions of the source to affect uses of the sink. For example,
chopping can be used to restrict subsequent analysis to only a portion of code relevant
to a given source and sink instead of the whole program.

Data-flow and Optimizations. Vine provides a generic data-flow engine that works on
user-defined lattices. Vine also implements several data-flow analysis. Vine currently
implements Simpson’s global value numbering [37], constant propagation and fold-
ing [30], dead-code elimination [30], live-variable analysis [30], integer range analysis,
and Value set analysis (VSA) [5]. VSA is a data-flow analysis that over-approximates
the values for each variable at each program point. Value-set analysis can be used to help
resolve indirect jumps. It can also be used as an alias analysis. Two memory accesses
are potentially aliased if the intersection of their value sets is non-empty.

Optimizations are useful for simplifying or speeding up subsequent analysis. For
example, we have found that the time for the decision procedure STP to return a satis-
fying answer for a query can be cut in half by using program optimization to simplify
the query first [9].

C Code Generator. Vine can generate valid C code from the IL. For example, one
could use Vine as a rudimentary decompiler by first raising assembly to Vine, then
writing it out as valid C. The ability to export to C also provides a way to compile Vine
programs: the IL is written as C, then compiled with a C compiler.

The C code generator implements memories in the IL as arrays. A store operation
is a store on the array, and a load is a load from the array. Thus, C-generated code
simulates real memory. For example, consider a program vulnerable to a buffer overflow
attack is raised to Vine, then written as C and recompiled. An out-of-bound write on the
original program will be simulated in the corresponding C array, but will not lead to a
real buffer overflow.

Program Verification Analyses. Vine currently supports formal program verification
in two ways. First, Vine can convert the IL into Dijkstra’s Guarded Command Language
(GCL), and calculate the weakest precondition with respect to GCL programs [20]. The
weakest precondition for a program with respect to a predicate q is the most general
condition such that any input satisfying the condition is guaranteed to terminate (nor-
mally) in a state satisfying q. Currently we only support acyclic programs, i.e., we do
not support GCL while.
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Vine also interfaces with decision procedures. Vine can write out expressions (e.g.,
weakest preconditions) in CVC Lite syntax [1], which is supported by several decision
procedures. In addition, Vine interfaces directly with the STP [22] decision procedure
through calls from Vine to the STP library.

3.5 Implementation of Vine

The Vine infrastructure is implemented in C++ and OCaml. The front-end lifting is
implemented primarily in C++, and consists of about 17,200 lines of code. The back-
end is implemented in OCaml, and consists of about 40,000 lines of code. We interface
the C++ front-end with the OCaml back-end using OCaml via IDL generated stubs.

The front-end interfaces with Valgrind’s VEX [31] to help lift instructions, GNU
BFD for parsing executable objects, and GNU libopcodes for pretty-printing the
disassembly.

The implemented Vine IL has several constructors in addition to the instructions in
Figure 1:

– The Vine IL has a constructor for comments. We use the comment constructor to
pretty-print each disassembled instruction before the IL, as well as a place-holder
for user-defined comments.

– The Vine IL supports variable scoping via blocks. Vine provides routines to de-
scope Vine programs via α-varying as needed.

– The Vine IL has constructs for qualifying statements and types with user-defined
attributes. This is added to help facilitate certain kinds of analysis such as taint-
based analysis.

4 TEMU: The Dynamic Analysis Component

In this section, we give an overview of TEMU, the dynamic analysis component of
BitBlaze Binary Analysis Platform, describing its components for extracting OS-level
semantics, performing whole-system dynamic taint analysis, its Plugins and
implementation.

4.1 TEMU Overview

TEMU is a whole-system dynamic binary analysis platform that we developed on the
basis of a whole-system emulator, QEMU [36]. We run an entire system, including the
operating system and applications in this emulator, and observe in a fine-grained manner
how the binary code of interest is executed. The whole-system approach in TEMU is
motivated by several considerations:

– Many analyses require fine-grained instrumentation (i.e., at instruction level) on
binary code. By dynamically translating the emulated code, the whole-system em-
ulator enables fine-grained instrumentation.

– A whole-system emulator presents us a whole-system view. The whole-system
view enables us to analyze the operating system kernel and interactions between
multiple processes. In contrast, many other binary analysis tools (e.g., Valgrind,
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DynamoRIO, Pin) only provide a local view (i.e., a view of a single user-mode pro-
cess). This is particularly important for analyzing malicious code, because many
attacks involve multiple processes, and kernel attacks such as rootkits have become
increasingly popular.

– A whole-system emulator provides an excellent isolation between the analysis com-
ponents and the code under analysis. As a result, it is more difficult for the code
under analysis to interfere with analysis results.

The design of TEMU is motivated by several challenges and considerations:

– The whole-system emulator only provides us only the hardware-level view of the
emulated system, whereas we need a software-level view to get meaningful analysis
results. Therefore, we need a mechanism that can extract the OS-level semantics
from the emulated system. For example, we need to know what process is currently
running and what module an instruction comes from.

– In addition, many analyses require reasoning about how specific data depends on
its data sources and how it propagates throughout the system. We enable this using
whole-system dynamic taint analysis.

– We need to provide a well-designed programming interface (i.e., API) for users
to implement their own plugins on TEMU to perform their customized analysis.
Such an interface can hide unnecessary details from users and reuse the common
functionalities.

With these considerations in mind, we have designed the architecture of TEMU, as
shown in Figure 5. We build the semantics extractor to extract OS-level semantics in-
formation from the emulated system. We build the taint analysis engine to perform dy-
namic taint analysis. We define and implement an interface (i.e, TEMU API) for users to
easily implement their own analysis modules (i.e. TEMU plugins). These modules can
be loaded and unloaded at runtime to perform designated analyses. We implemented
TEMU in Linux, and at the time of writing, TEMU can be used to analyze binary code
in Windows 2000, Windows XP, and Linux systems. Below we describe these three
components respectively.
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4.2 Semantics Extractor

The semantics extractor is responsible for extracting OS-level semantics information of
the emulated system, including process, module, thread, and symbol information.

Process and Module Information. For the current execution instruction, we need to
know which process, thread and module this instruction comes from. In some cases,
instructions may be dynamically generated and executed on the heap.

Maintaining a mapping between addresses in memory and modules requires infor-
mation from the guest operating system. We use two different approaches to extract
process and module information for Windows and Linux.

For Windows, we have developed a kernel module called module notifier. We load
this module into the guest operating system to collect the updated memory map infor-
mation. The module notifier registers two callback routines. The first callback routine is
invoked whenever a process is created or deleted. The second callback routine is called
whenever a new module is loaded and gathers the address range in the virtual mem-
ory that the new module occupies. In addition, the module notifier obtains the value of
the CR3 register for each process. As the CR3 register contains the physical address
of the page table of the current process, it is different (and unique) for each process. All
the information described above is passed on to TEMU through a predefined I/O port.

For Linux, we can directly read process and module information from outside, be-
cause we know the relevant kernel data structures, and the addresses of relevant symbols
are also exported in the system.map file. In order to maintain the process and module
information during execution, we hook several kernel functions, such as do fork and
do exec.

Thread Information. For windows, we also obtain the current thread information to
support analysis of multi-threaded applications and the OS kernel. It is fairly straight-
forward, because the data structure of the current thread is mapped into a well-known
virtual address in Windows. Currently, we do not obtain thread information for Linux
and may implement it in future versions.

Symbol Information. For PE (Windows) binaries, we also parse their PE headers and
extract the exported symbol names and offsets. After we determine the locations of all
modules, we can determine the absolute address of each symbol by adding the base
address of the module and its offset. This feature is very useful, because all windows
APIs and kernel APIs are exported by their hosting modules. The symbol information
conveys important semantics information, because from a function name, we are able
to determine what purpose this function is used for, what input arguments it takes, and
what output arguments and return value it generates. Moreover, the symbol informa-
tion makes it more convenient to hook a function—instead of giving the actual address
of a function, we can specify its module name and function name. Then TEMU will
automatically map the actual address of the function for the user.

Currently, this feature is only available for PE binaries. Support for ELF (Linux)
binaries will be available in future versions.
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4.3 Taint Analysis Engine

Our dynamic taint analysis is similar in spirit to a number of previous systems [16, 35,
18, 38, 17]. However, since our goal is to support a broad spectrum of different appli-
cations, our design and implementation is the most complete. For example, previous
approaches either operate on a single process only [17,35,38], or they cannot deal with
memory swapping and disks [16, 18].

Shadow Memory. We use a shadow memory to store the taint status of each byte of
the physical memory, CPU registers, the hard disk and the network interface buffer.
Each tainted byte is associated with a small data structure storing the original source
of the taint and some other book keeping information that a TEMU plugin wants to
maintain. The shadow memory is organized in a page-table-like structure to ensure
efficient memory usage. By using shadow memory for the hard disks, the system can
continue to track the tainted data that has been swapped out, and also track the tainted
data that has been saved to a file and is then read back in.

Taint Sources. A TEMU plugin is responsible for introducing taint sources into the
system. TEMU supports taint input from hardware, such as the keyboard, network in-
terface, and hard disk. TEMU also supports tainting a high-level abstract data object
(e.g. the output of a function call, or a data structure in a specific application or the OS
kernel).

Taint Propagation. After a data source is tainted, the taint analysis engine monitors
each CPU instruction and DMA operation that manipulates this data in order to de-
termine how the taint propagates. The taint analysis engine propagates taint through
data movement instructions, DMA operations, arithmetic operations, and table lookups.
Considering that some instructions (e.g., xor eax, eax) always produce the same
results, independent of the values of their operands, the taint analysis engine does not
propagate taint in these instructions.

Note that TEMU plugins may employ very different taint policies, according to their
application requirements. For example, for some applications, we do not need to prop-
agate taint through table lookups. For some applications, we want to propagate taint
through an immediate operand, if the code region occupied by it is tainted. Therefore,
during taint propagation, the taint analysis engine lets TEMU plugins determine how
they want to propagate taint into the destination.

This design provides valuable flexibility to TEMU plugins. They can specify dif-
ferent taint sources, maintain an arbitrary record for each tainted byte, keep track of
multiple taint sources, and employ various taint policies.

4.4 TEMU API and Plugins

In order for users to make use of the functionalities provided by TEMU, we define a
set of functions and callbacks. By using this interface, users can implement their own
plugins and load them into TEMU at runtime to perform analysis. Currently, TEMU
provides the following functionalities:
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– Query and set the value of a memory cell or a CPU register.
– Query and set the taint information of memory or registers.
– Register a hook to a function at its entry and exit, and remove a hook. TEMU

plugins can use this interface to monitor both user and kernel functions.
– Query OS-level semantics information, such as the current process, module, and

thread.
– Save and load the emulated system state. This interface helps to switch between dif-

ferent machine states for more efficient analysis. For example, this interface makes
multiple path exploration more efficient, because we can save a state for a specific
branch point and explore one path, and then load this state to explore the other path
without restarting the program execution.

TEMU defines callbacks for various events, including (1) the entry and exit of a basic
block; (2) the entry and exit of an instruction; (3) when taint is propagating; (4) when a
memory is read or write; (5) when a register is read or written to; (6) hardware events
such as network and disk inputs and outputs.

Quite a few TEMU plugins have been implemented by using these functions and
callbacks. These plugins include:

– Panorama [43]: a plugin that performs OS-aware whole-system taint analysis to
detect and analyze malicious code’s information processing behavior.

– HookFinder [42]: a plugin that performs fine-grained impact analysis (a variant of
taint analysis) to detect and analyze malware’s hooking behavior.

– Renovo [25]: a plugin that extracts unpacked code from packed executables.
– Polyglot [14]: a plugin that make use of dynamic taint analysis to extract protocol

message format.
– Tracecap: a plugin that records an instruction trace with taint information for a

process or the OS kernel.
– MineSweeper [10]: a plugin that identifies and uncovers trigger-based behaviors in

malware by performing online symbolic execution.
– BitScope: a more generic plugin that make use of symbolic execution to perform

in-depth analysis of malware.
– HookScout: a plugin that infers kernel data structures.

4.5 Implementation of TEMU

The TEMU infrastructure is implemented in C and C++. In general, performance-
critical code is implemented in C due to efficiency of C, whereas analysis-oriented code
is written in C++ to leverage the abstract data types in STL and stronger type checking
in C++. For example, the taint analysis engine insert code snippets into QEMU micro
operations to check and propagate taint information. Since taint analysis is performance
critical, we implemented it in C. On the other hand, we implemented the semantics ex-
tractor in C++ using string, list, map and other abstract data types in STL, to
maintain a mapping between OS-level view and hardware view. The TEMU API is de-
fined in C. This gives flexibility to users to implement their plugin in either C, C++,
or both. The TEMU core consists of about 37,000 lines of code, excluding the code
originally from QEMU (about 306,000 lines of code). TEMU plugins consist of about
134,000 lines of code.
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5 Rudder: The Mixed Concrete and Symbolic Execution
Component

In this section, we give an overview of Rudder, the mixed concrete and symbolic
execution component of BitBlaze Binary Analysis Platform, describing its compo-
nents for performing mixed execution and exploring program execution space and its
implementation.

5.1 System Overview

We have designed and developed Rudder, to perform mixed concrete and symbolic
execution at the binary level. Given a binary program and a specification of symbolic
inputs, Rudder performs mixed concrete and symbolic execution and explores multiple
execution paths whenever the path conditions are dependent on symbolic inputs. By
doing so, Rudder is able to automatically uncover hidden behaviors that only exhibit
under certain conditions.

Figure 6 shows a high level picture of Rudder. Rudder consists of the following
components: the mixed execution engine that performs mixed concrete and symbolic
execution, the path selector that prioritizes and determines the execution paths, and the
solver that performs reasoning on symbolic path predicates and determines if a path is
feasible. Rudder takes as inputs a binary program and a symbolic input specification. In
TEMU, the binary program is executed and monitored. Rudder runs as a TEMU plugin
to instrument the execution of the binary program. During the execution, Rudder marks
some of the inputs as symbolic according to the symbolic input specification. Then
the mixed execution engine symbolically executes the operations on symbolic inputs
and data calculated from symbolic inputs. When a symbolic value is used in a branch
condition, the path selector determines, with assistance of the solver, which branches
are feasible and selects a branch to explore.

5.2 Mixed Execution Engine

Determine Whether to Symbolically Execution an Instruction. For each instruction,
the mixed execution engine performs the following steps. First, it checks the source
operands of that instruction, and answers whether they are concrete or symbolic. If
all source operands are concrete, this instruction will be executed concretely on the
emulated CPU. Otherwise, the mixed execution engine marks the destination operand
as symbolic, and calculate symbolic expressions for the destination operand. To mark

Engine
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Symbolic Input
Specification

Binary
Program

Path Selector

Solver

Rudder

Fig. 6. Rudder Overview



18 D. Song et al.

and propagate symbolic data, the mixed execution engine relies on the dynamic taint
analysis functionality provided by TEMU.

Formulate a Symbolic Program. Ideally, we would like to calculate symbolic ex-
pressions on the fly. However, this naive approach would incur significant performance
overhead at runtime. Considering that many expressions would not be used in path pred-
icates, we take a “lazy” approach. The basic idea is to collect necessary information in
the symbolic machine during the symbolic execution. At a later time, when some sym-
bolic variables are used in path predicates, we can extract the corresponding symbolic
expressions from the symbolic machine.

More specifically, we enqueue this instruction, along with the relevant register and
memory states into our symbolic machine. That is, if an instruction to be symboli-
cally executed has any concrete operands, we must update those concrete values inside
the symbolic machine. In the case of registers, this is trivial – we simply update their
concrete values in the symbolic machine. Memory accesses with concrete addresses
are handled similarly. However, we also have to deal with memory accesses where the
memory address itself is symbolic, which is described below.

A symbolic memory address means that the data specifying which memory is to be
read or written is symbolic. If this address is symbolic, we do not know which memory
location is about to be accessed, because a symbolic address may potentially take any
concrete value. To solve this problem, we use the solver to determine the range of pos-
sible values of this address. In some cases, the range that the solver returns is too large
to be effective. In this case, we add a constraint to the system to limit its size, therefore
limiting the complexity that is introduced. In practice, we found that most symbolic
memory accesses are already constrained to small ranges, making this unnecessary. For
example, consider code that iterates over an array. Each access to the array is bounded
by the constraints imposed by the iteration itself. Note that this is a conservative ap-
proach, meaning that all solutions found are still correct. Once a range is selected, we
update the symbolic machine with the necessary information.

We leverage the functionality of Vine to perform symbolic execution. That is, when
symbolically executing an instruction, we lift it into Vine IL and formulate a symbolic
program in form of Vine IL.

Extract Symbolic Expressions. Given the symbolic program and a symbolic variable
of interest, we can extract a symbolic expression for it. Extracting a symbolic expression
takes several steps. First, we perform dynamic slicing on the symbolic program. This
step removes the instructions that the symbol does not depend upon. After this step,
the resulted symbolic program is reduced drastically. Then we generate one expression
by substituting intermediate symbols with their right-hand-side expressions. Finally, we
perform constant folding and other optimizations to further simplify the expression.

5.3 Path Selector

When a branch condition becomes symbolic, the path selector is consulted to determine
which branch to explore. There is an interface for users to supply their own path selec-
tion priority function. As we usually need to explore as many paths that depend upon
symbolic inputs as possible, the default is a breadth-first search approach.
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To make the path exploration more efficient, we make use of the functionality of state
saving and restoring provided by TEMU. That is, when a symbolic conditional branch
is first encountered, the path selector saves the current execution state, and determines
which feasible direction to explore. Later, when it decides to explore a different direc-
tion from this branch, the path selector restores the execution state on this branch and
explores the other branch.

5.4 Solver

The solver is a theorem prover or decision procedure, which performs reasoning on
symbolic expressions. In Rudder, the solver is used to determine if a path predicate is
satisfiable, and to determine the range of the memory region with a symbolic address.
We can make use of any appropriate decision procedures that are available. Thus, if
there is any new progress on decision procedures, we can benefit from it. Currently in
our implementation, we use STP as the solver [21].

5.5 Implementation of Rudder

Rudder is implemented in C, C++ and Ocaml. The implementation consists of about
3,600 lines of C/C++ code and 2,600 lines of Ocaml code. The C/C++ code is mainly
for implementing a TEMU plugin, and marking and tracking symbolic values, and the
Ocaml code is used to interface with Vine and perform symbolic analysis. We also have
an offline mode for Rudder where we take an execution trace and then perform symbolic
execution on the trace to obtain the path predicate and then solve for inputs for different
branches to be taken.

6 Security Applications

In this section, we give an overview of the different security applications that we have
enabled using the BitBlaze Binary Analysis Platform, ranging from automatic vulner-
ability detection, diagnosis, and defense, to automatic malware analysis and defense,
to automatic model extraction and reverse engineering. For each security application,
we give a new formulation of the problem based on the root cause in the relevant pro-
gram. We then demonstrate that this problem formulation leads us to new approaches
to address the security application based on the root cause. The results demonstrate
the utility and effectiveness of the BitBlaze Binary Analysis Platform and its vision—it
was relatively easy to build different applications on top of the BitBlaze Binary Analysis
Platform and we could obtain effective results that previous approaches could not.

6.1 Vulnerability Detection, Diagnosis, and Defense

Sting: An Automatic Defense System against Zero-Day Attacks. Worms such as
CodeRed and SQL Slammer exploit software vulnerabilities to self-propagate. They
can compromise millions of hosts within hours or even minutes and have caused bil-
lions of dollars in estimated damage. How can we design and develop effective defense
mechanisms against such fast, large scale worm attacks?
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We have designed and developed Sting [40,33], a new end-to-end automatic defense
system that aims to be effective against even zero-day exploits and protect vulnerable
hosts and networks against fast worm attacks. Sting uses dynamic taint analysis to de-
tect exploits to previously unknown vulnerabilities [35] and can automatically generate
filters for dynamic instrumentation to protect vulnerable hosts [34].

Automatic Generation of Vulnerability Signatures. Input-based filters (a.k.a. signa-
tures) provide important defenses against exploits before the vulnerable hosts can be
patched. Thus, to automatically generate effective input-based filters in a timely fash-
ion is an important task. We have designed and developed novel techniques to automat-
ically generate accurate input-based filters based on information about the vulnerability
instead of the exploits, and thus generating filters that have zero false positives and can
be effective against different variants of the exploits [11, 13].

Automatic Patch-based Exploit Generation. Security patches do not only fix secu-
rity vulnerabilities, they also contain sensitive information about the vulnerability that
could enable an attacker to exploit the original vulnerable program and lead to severe
consequences. We have demonstrated that this observation is correct—we have devel-
oped new techniques showing that given the patched version and the original vulnera-
ble program, we can automatically generate exploits in our experiments with real world
patches (often in minutes) [12]. This opens the research direction of how to design and
develop a secure patch dissemination scheme where attacker cannot use information in
the patch to attack vulnerable hosts before they have a chance to download and apply
the patch.

6.2 Malware Analysis and Defense

Panorama: Capturing System-wide Information Flow for Malware Detection and
Analysis. A myriad of malware such as keyloggers, Browser-helper Objects (BHO)
based spyware, rootkits, and backdoors accesses and leaks users’ sensitive information
and breaches users’ privacy. Can we have a unified approach to identify such privacy-
breaching malware despite their widely-varied appearance? We have designed and de-
veloped Panorama [43] as a unified approach to detect privacy-breaching malware using
whole-system dynamic taint analysis.

Renovo: Hidden Code Extraction from Packed Executables. Code packing is one
technique commonly used to hinder malware code analysis through reverse engineering.
Even though this problem has been previously researched, the existing solutions are
either unable to handle novel packers, or vulnerable to various evasion techniques. We
have designed and developed Renovo [25], as a fully dynamic approach for hidden code
extraction, capturing an intrinsic characteristic of hidden code execution.

HookFinder: Identfying and Understanding Malware Hooking Behavior. One im-
portant malware attacking vector is its hooking mechanism. Malicious programs im-
plant hooks for many different purposes. Spyware may implant hooks to be notified
of the arrival of new sensitive data. Rootkits may implant hooks to intercept and tam-
per with critical system information to conceal their presence in the system. A stealth
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backdoor may also place hooks on the network stack to establish a stealthy communica-
tion channel with remote attackers. We have designed and developed HookFinder [42]
to automatically detect and analyze malware’s hooking behaviors, by performing fine-
grained impact analysis. Since this technique captures the intrinsic nature of hooking
behaviors, it is well suited for identifying new hooking mechanisms.

BitScope: Automatically Dissecting Malware. The ability to automatically dissect a
malicious binary and extract information from it is an important cornerstone for system
forensic analysis and system defense. Malicious binaries, also called malware, include
denial of service attack tools, spamming systems, worms, and botnets. New malware
samples are uncovered daily through widely deployed honeypots/honeyfarms, foren-
sic analysis of compromised systems, and through underground channels. As a result
of the break-neck speed of malware development and recovery, automated analysis of
malicious programs has become necessary in order to create effective defenses.

We have designed and developed BitScope, an architecture for systematically uncov-
ering potentially hidden functionality of malicious software [8]. BitScope takes as input
a malicious binary, and outputs information about its execution paths. This information
can then be used by supplemental analysis designed to answer specific questions, such
as what behavior the malware exhibits, what inputs activate interesting behavior, and
the dependencies between its inputs and outputs.

6.3 Automatic Model Extraction and Analysis

Polyglot: Automatic Extraction of Protocol Message Format. Protocol reverse en-
gineering, the process of extracting the application-level protocol used by an imple-
mentation (without access to the protocol specification) is important for many network
security applications. Currently, protocol reverse engineering is mostly manual. For ex-
ample, it took the open source Samba project over the course of 10 years to reverse
engineer SMB, the protocol Microsoft Windows uses for sharing files and printers [39].

We have proposed that binary program analysis can be used to aid automatic protocol
reverse engineering [15]. The central intuition is that the binary itself encodes the pro-
tocol, thus binary analysis should be a significant aide in extracting the protocol from
the binary itself.

Automatic Deviation Detection. Many network protocols and services have several
different implementations. Due to coding errors and protocol specification ambigui-
ties, these implementations often contain deviations, i.e., differences in how they check
and process some of their inputs. Automatically identifying deviations can enable the
automatic detection of potential implementation errors and the automatic generation of
fingerprints that can be used to distinguish among implementations of the same network
service. The main challenge in this project is to automatically find deviations (without
requiring access to source code). We have developed techniques for taking two binary
implementations of the same protocol and automatically generating inputs which cause
deviations [7].

Replayer: Sound Replay of Application Dialogue. The ability to accurately replay
application protocol dialogs is useful in many security-oriented applications, such as
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replaying an exploit for forensic analysis or demonstrating an exploit to a third party. A
central challenge in application dialog replay is that the dialog intended for the original
host will likely not be accepted by another without modification. For example, the dia-
log may include or rely on state specific to the original host such as its host name or a
known cookie. In such cases, a straight-forward byte-by-byte replay to a different host
with a different state (e.g., different host name) than the original dialog participant will
likely fail. These state-dependent protocol fields must be updated to reflect the different
state of the different host for replay to succeed. We have proposed the first approach
for soundly replaying application dialog where replay succeeds whenever the analysis
yields an answer [32].

7 Related Work

In this section, we briefly describe some related work on other static and dynamic binary
analysis platforms.

Static Binary Analysis Platforms. There are several static binary analysis platforms,
however they are not sufficient for our purposes mainly because they were motivated
by different applications and hence did not need to satisfy the same requirements.

Phoenix is a compiler program analysis environment developed by Microsoft [28].
One of the Phoenix tools allows code to be raised up to a register transfer language
(RTL). A RTL is a low-level IR that resembles an architecture-neutral assembly.
Phoenix differs from Vine is several ways. First, Phoenix can only lift code produced
by a Microsoft compiler. Second, Phoenix requires debugging information, thus is not a
true binary-only analysis platform. Third, Phoenix lifts assembly to a low-level IR that
does not expose the semantics of complicated instructions, e.g., register status flags, as
part of the IR [29]. Fourth, the semantics of the lifted IR, as well as the lifting semantics
and goals, are not well specified [29], thus not suitable for our research purposes.

The CodeSurfer/x86 platform [6] is a proprietary platform for analyzing x86 pro-
grams. However, it was mainly designed for other applications such as slicing and does
not provide some of the capabilities that we need.

Dynamic Binary Analysis Platforms. Tools like DynamoRIO [3], Pin [27], and Val-
grind [41] support fine-grained instrumentation of a user-level program. They all pro-
vide a well-defined interface for users to implement plugins. However, as they can only
instrument a single user-level process, they are unsuitable to analyze the operating sys-
tem kernel and applications that involve multiple processes. In addition, these tools re-
side in the same execution environment with the program under instrumentation. Some
of them even share the same memory space with the program under instrumentation,
and change the memory layout of the program. In consequence, the analysis results
may be affected. In contrast, TEMU provides a whole-system view, enabling analysis
of the OS kernel and multiple processes. Moreover, as it resides completely out of the
analyzed execution environment, TEMU can provide more faithful analysis results.
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8 Conclusion

In this paper, we have described the BitBlaze project, its binary analysis platform and
applications to a broad spectrum of different security applications. Through this project,
we have demonstrated that our binary analysis platform provides a powerful arsenal
that enables us to take a principled, root-cause based approach to a broad spectrum
of security problems. We hope BitBlaze’s extensible architecture will enable others to
build upon and enable new solutions to other applications.
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Abstract. Current standard security practices do not provide substan-
tial assurance about information flow security: the end-to-end behavior
of a computing system. Noninterference is the basic semantical condition
used to account for information flow security. In the literature, there are
many definitions of noninterference: Non-inference, Separability and so
on. Mantel presented a framework of Basic Security Predicates (BSPs) for
characterizing the definitions of noninterference in the literature. Model-
checking these BSPs for finite state systems was shown to be decidable in
[8]. In this paper, we show that verifying these BSPs for the more expres-
sive system model of pushdown systems is undecidable. We also give an
example of a simple security property which is undecidable even for finite-
state systems: the property is a weak form of non-inference called WNI,
which is not expressible in Mantel’s BSP framework.

1 Introduction

Current standard security practices do not provide substantial assurance that
the end-to-end behavior of a computing system satisfies important security poli-
cies such as confidentiality. Military, medical and financial information systems,
as well as web based services such as mail, shopping and business-to-business
transactions are all applications that create serious privacy concerns. The stan-
dard way to protect data is (discretionary) access control: some privilege is re-
quired in order to access files or objects containing the confidential data. Access
control checks place restrictions on the release of information but not its prop-
agation. Once information is released from its container, the accessing program
may, through error or malice, improperly transmit the information in some form.
Hence there is a lack of end-to-end security guarantees in access control systems.

Information flow security aims at answering end-to-end security. Most often
the concept is studied in the setting of multi-level security [5] with data assigned
levels in a security lattice, such that levels higher in the lattice correspond to
data of higher sensitivity. A flow of information from a higher level in the security
lattice to a lower one could breach confidentiality and a flow from a lower level
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to a higher one might indicate a breach of integrity. Information flow security
has been a focal research topic in computer security for more than 30 years.
Nevertheless, the problem of securing the flow of information in systems is far
from being solved. The two main research problems are, firstly, finding adequate
formal properties of a “secure” system and, secondly, developing sound and
efficient verification techniques to check systems for these properties.

Noninterference is the basic semantical condition used to account for informa-
tion flow security. It requires that high-level behavior should not interfere with
low-level observations. There are several semantical models for which noninter-
ference has been studied. In [20], the state of the art was surveyed for approaches
to capture and analyze information flow security of concrete programs. A broad
spectrum of notions has been developed for noninterference at the level of more
abstract specifications, in particular event systems (e.g., [13,17]), state based
system (e.g,[10]) and process algebras (e.g.,[9]).

In this article, we look at information flow security at the level of abstract
specifications. A system is viewed as generating traces containing “confidential”
and “visible” events. The assumption is that any “low level-user”, e.g. an at-
tacker, knows the set of all possible behaviors (traces) but can observe only
visible events. The information flow properties specify restrictions on the kind
of traces the system may generate, so as to restrict the amount of information
a low-level user can infer from his observations about confidential events having
taken place in the system. For example, the “non-inference” [18,17,24] property
states that for every trace produced by the system, its projection to only visible
events must also be a possible trace of the system. Thus if a system satisfies the
non-inference information flow property, a low-level user who observes the visible
behavior of the trace is unable to infer whether or not any high-level behavior has
taken place. There are other security properties defined in the literature: separa-
bility [17] (which requires that every possible low-level behavior interleaved with
every possible high-level behaviour must be a possible behaviour of a system),
generalized noninterference [16] (which requires that for every possible trace and
every possible perturbation there is a correction to the perturbation such that
the resulting trace is again a possible trace of the system), nondeducability [22],
restrictiveness [16], the perfect security property [24] etc.

In [15] Mantel provides a framework for reasoning about the various informa-
tion flow properties presented in the literature, in a modular way. He identifies
a set of basic information flow properties which he calls “Basic Security Predi-
cates” or BSPs, which are shown to be the building blocks of most of the known
trace-based properties in the literature. The framework is modular in that BSPs
that are common to several properties of interest for the given system need only
be verified once for the system.

In this paper we consider the problem of model-checking information flow
properties – that is, given a system model and a security property, can we al-
gorithmically check whether the system satisfies the property? The most popu-
lar verification techniques are security type systems and program logics at the
level of programs (see, e.g. [4]) and the unwinding technique at the level of
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specifications (see, e.g., [14,11,7]). Other approaches for abstract systems are
the more recent “model-checking” technique in [8] and the algorithmic approach
in [23].

The unwinding technique is based on identifying structural properties of the
system model which ensure the satisfaction of the information flow property. The
method is not complete in general, in that a system could satisfy the information
flow property but fail the unwinding condition. In [15] Mantel gives unwinding
conditions for most of the BSPs he identifies. However, finding a useful unwinding
relation is not trivial and remains up to the verifier.

The model-checking approach in [8] on the other hand is both sound and
complete for all information flow properties that can be characterised in terms of
BSPs and relies on an automata-based approach (when the given system is finite-
state) to check language-theoretic properties of the system. Meyden and Zhang
[23] also develop algorithms for model-checking information flow properties for
finite-state systems and characterize the complexity of the associated verification
problem.

In this article we investigate the problem of model-checking BSPs for systems
modelled as “pushdown” systems. These systems can make use of an unbounded
stack, and are useful in modelling programs with procedure calls but no dynamic
memory allocation (“boolean programs” [2]), or recursive state machines [1]. We
show that this problem is undecidable for all the BSPs, and hence we cannot
hope to find an algorithmic solution to the problem. This result does not imme-
diately tell us that verifying the non-interference properties in literature (which
Mantel showed can be expressed as conjuctions of his BSP’s) is undecidable for
pushdown systems. However, we can conclude that (a) it is not possible to al-
gorithmically check BSPs – which are useful security properities in their own
right – for pushdown system models; and (b) Mantel’s framework is not benefi-
cial for the purpose of algorithmic verification of noninterference properties for
pushdown systems, unlike the case of finite-state systems.

Systematic approaches investigating the decidability of noninterference prop-
erties for infinite state systems are, to the best of our knowledge, still missing.
In the context of language based notions of noninterference, [4] shows that the
notion of strong low bisimulation as defined by [21] is decidable for a simple par-
allel while language. Alternative notions of noninterference, defined for example
in [3], turn out to be undecidable.

In the second part of the paper we consider a natural security property we call
Weak Non-inference or WNI . The property essentially says that by observing
a visible system trace a low-level user cannot pinpoint the exact sequence of
confidential events that have taken place in the system. The property is thus in
the the same spirit as the BSPs and noninterference properties as they all say
that by seeing a visible trace a low-level user cannot infer “too much” about the
confidential events that have taken place in the system. In fact, WNI can be
seen to be weaker than all these properties. We show that the problem of model-
checking WNI is undecidable not just for pushdown systems but for finite-state
systems as well.
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This result is interesting for a couple of reasons: Firstly, it follows from our
results that WNI , an interesting noninterference property, is not definable in
Mantel’s BSP framework. Secondly, this result sheds some light on a broader
question: Is there a natural first-order logic which can express properties like the
BSPs and which can be model-checked for finite-state systems? We note that
BSPs make use of the operations of concatenation (implicitly) and projection to
a subset of the alphabet. By earlier undecidability results in the literature ([19])
a general FO logic that allows concatenation is necessarily undecidable. By our
undecidability result for WNI , it follows that a FO logic that uses projection
(and negation, which BSPs don’t use) is necessarily undecidable.

The rest of the paper is organized as follows. Section 2 defines the technical
terms used in the paper. Section 3 proves the undecidability of model-checking
BSPs for pushdown systems. Section 4 introduces a property called “Weak Non
Inference”, which cannot be characterized in terms of BSPs and gives its decid-
ability results. Finally Section 5 concludes the article.

2 Preliminaries

By an alphabet we will mean a finite set of symbols representing events or actions
of a system. For an alphabet Σ we use Σ∗ to denote the set of finite strings over
Σ, and Σ+ to denote the set of non-empty strings over Σ. The null or empty
string is represented by the symbol ε. For two strings α and β in Σ∗ we write
αβ for the concatenation of α followed by β. A language over Σ is just a subset
of Σ∗.

We fix an alphabet of eventsΣ and assume a partition ofΣ into V,C,N , which
in the framework of [13] correspond to events that are visible, confidential, and
neither visible nor confidential, from a particular user’s point of view.

Let X ⊆ Σ. The projection of a string τ ∈ Σ∗ to X is written τ �X and is
obtained from τ by deleting all events that are not elements of X . The projection
of the language L to X , written L�X , is defined to be {τ �X | τ ∈ L}.

A (labelled) transition system over an alphabet Σ is a structure of the form
T = (Q, s,−→), where Q is a set of states, s ∈ Q is the start state, and −→⊆
Q×Σ×Q is the transition relation. We write p a−→ q to stand for (p, a, q) ∈−→,
and use p w−→

∗
q to denote the fact that we have a path labelled w from p to q

in the underlying graph of the transition system T . If some state q has an edge
labelled a, then we say a is enabled at q.

The language generated by T is defined to be

L(T ) = {α ∈ Σ∗ | there exists a t ∈ Q such that s α−→∗
t}.

We begin by recalling the basic security predicates (BSPs) of Mantel [15]. It
will be convenient to use the notation α =Y β where α, β ∈ Σ∗ and Y ⊆ Σ, to
mean α and β are the same “modulo a correction on Y -events”. More precisely,
α =Y β iff α �Y = β �Y , where Y denotes Σ − Y . By extension, for languages L
and M over Σ, we say L ⊆Y M iff L�Y ⊆M �Y .

In the definitions below, we assume L to be a language over Σ.
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1. L satisfies R (Removal of events) iff for all τ ∈ L there exists τ ′ ∈ L such
that τ ′ �C= ε and τ ′ �V = τ �V .

2. L satisfies D (stepwise Deletion of events) iff for all αcβ ∈ L, such that
c ∈ C and β �C= ε, we have α′β′ ∈ L with α′ =N α and β′ =N β.

3. L satisfies I (Insertion of events) iff for all αβ ∈ L such that β �C= ε, and
for every c ∈ C, we have α′cβ′ ∈ L, with β′ =N β and α′ =N α.

4. Let X ⊆ Σ. Then L satisfies IA (Insertion of Admissible events) w.r.t X iff
for all αβ ∈ L such that β �C= ε and for some c ∈ C, there exists γc ∈ L
with γ �X= α�X , we have α′cβ′ ∈ L with β′ =N β and α′ =N α.

5. L satisfies BSD (Backwards Strict Deletion) iff for all αcβ ∈ L such that
c ∈ C and β �C= ε, we have αβ′ ∈ L with β′ =N β.

6. L satisfies BSI (Backwards Strict Insertion) iff for all αβ ∈ L such that
β �C= ε, and for every c ∈ C, we have αcβ′ ∈ L, with β′ =N β.

7. Let X ⊆ Σ. Then L satisfies BSIA (Backwards Strict Insertion of Admissible
events) w.r.t X iff for all αβ ∈ L such that β �C= ε and there exists γc ∈ L
with c ∈ C and γ �X= α�X , we have αcβ′ ∈ L with β′ =N β.

8. Let X ⊆ Σ, V ′ ⊆ V , C′ ⊆ C, and N ′ ⊆ N . Then L satisfies FCD (Forward
Correctable Deletion) w.r.t V ′, C′, N ′ iff for all αcvβ ∈ L such that c ∈ C′,
v ∈ V ′ and β �C= ε, we have αδvβ′ ∈ L where δ ∈ (N ′)∗ and β′ =N β.

9. Let, V ′ ⊆ V , C′ ⊆ C, and N ′ ⊆ N . Then L satisfies FCI (Forward Cor-
rectable Insertion) w.r.t C′, V ′, N ′ iff for all αvβ ∈ L such that v ∈ V ′,
β �C= ε, and for every c ∈ C′ we have αcδvβ′ ∈ L, with δ ∈ (N ′)∗ and
β′ =N β.

10. Let X ⊆ Σ, V ′ ⊆ V , C′ ⊆ C, and N ′ ⊆ N . Then L satisfies FCIA (For-
ward Correctable Insertion of admissible events) w.r.t. X,V ′, C′, N ′ iff for
all αvβ ∈ L such that: v ∈ V ′, β �C= ε, and there exists γc ∈ L, with c ∈ C′

and γ �X= α�X ; we have αcδvβ′ ∈ L with δ ∈ (N ′)∗ and β′ =N β.
11. L satisfies SR (Strict Removal) iff for all τ ∈ L we have τ �C∈ L.
12. L satisfies SD (Strict Deletion) iff for all αcβ ∈ L such that c ∈ C and

β �C= ε, we have αβ ∈ L.
13. L satisfies SI (Strict Insertion) iff for all αβ ∈ L such that β �C= ε, and for

every c ∈ C, we have αcβ ∈ L.
14. Let X ⊆ Σ. L satisfies SIA (Strict Insertion of Admissible events) w.r.t X

iff for all αβ ∈ L such that β �C= ε and there exists γc ∈ L with c ∈ C and
γ �X= α�X , we have αcβ ∈ L.

We say a Σ-labelled transition system T satisfies a BSP iff L(T ) satisfies the
BSP.

3 BSPs and Pushdown Systems

The model-checking problem for BSPs is the following: Given a BSP P and a sys-
tem modelled as transition system T , does T satisfy P? The problem was shown
to be decidable when the system is presented as a finite-state transition system
[8]. In this section we show that if the system is modelled as a pushdown system,
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the model-checking problem becomes undecidable. We use a reduction from the
emptiness problem of Turing machines, which is known to be undecidable.

This section is organized as follows. First, we introduce Pushdown Systems
and show that they accept exactly the class of prefix-closed context-free lan-
guages. Then we show for the BSP D that verifying D for Pushdown systems
is undecidable by reducing the emptiness problem for Turing machines to this
problem. More concretely, for a given Turing machine M we construct a prefix
closed context-free language LM such that LM satisfies BSP D iff the language
L(M) of the turing machine M is empty. By adjusting the prefix-closed context-
free language LM appropriately, we can show the same for all other BSPs defined
in Mantel’s MAKS framework. We will give all the respective languages for the
other BSPs in this chapter. The detailed undecidability proofs can be found in
the technical report [6].

We assume that Σ, the set of events, contains two visible events v1 and v2,
and one confidential event c.

A pushdown system (PDS) given by P = (Q,ΣP , ΓP , Δ, s,⊥) consists of a fi-
nite set of control statesQ, a finite input alphabetΣP , a finite stack alphabet ΓP ,
and a transition relation Δ ⊆ ((Q×(ΣP ∪{ε})×ΓP )×(Q×Γ ∗

P )), a starting state
s ∈ Q and an initial stack symbol ⊥ ∈ ΓP . If ((p, a, A), (q,B1B2 · · ·Bk)) ∈ Δ,
this means that whenever the machine is in state p reading input symbol a
on the input tape and A on top of the stack, it can pop A off the stack,
push B1B2 · · ·Bk onto the stack (such that B1 becomes the new stack top
symbol), move its read head right one cell past the a, and enter state q. If
((p, ε, A), (q,B1B2 · · ·Bk)) ∈ Δ, this means that whenever the machine is in
state p and A on top of the stack, it can pop A off the stack, push B1B2 · · ·Bk

onto the stack (such that B1 becomes the new stack top symbol), leave its read
head unchanged and enter state q.

A configuration of pushdown system P is an element ofQ×Σ∗
P ×Γ ∗

P describing
the current state, the portion of the input yet unread and the current stack
contents. For example, when x is the input string, the start configuration is
(s, x,⊥). The next configuration relation −→ is defined for any y ∈ Σ∗

P and
β ∈ Γ ∗

P , as (p, ay,Aβ) −→ (q, y, γβ) if ((p, a, A), (q, γ)) ∈ Δ and (p, y, Aβ) −→
(q, y, γβ) if ((p, ε, A), (q, γ)) ∈ Δ. Let −→∗ be defined as the reflexive transitive
closure of −→. Then P accepts w iff (s, w,⊥) −→∗ (q, ε, γ) for some q ∈ Q,
γ ∈ Γ ∗

P .
Pushdown systems also appear in other equivalent forms in literature. For

example Recursive state machines (RSM’s) [1] and Boolean programs [2]. Push-
down systems then capture an interesting class of systems. The class of languages
accepted by pushdown systems is closely related to context-free languages.

Lemma 1. The class of languages accepted by pushdown systems is exactly the
class of prefix closed context-free languages.

Proof. Pushdown systems can be seen as a special case of pushdown automata
with all its control states treated as final states. Hence pushdown systems gen-
erate a context-free language. It is easy to see that if a PDS accepts a string w,
then it also accepts all the prefixes of w.



32 D. D’Souza et al.

Conversely, let L be a prefix closed context-free language. Then there exists
a context-free grammar (CFG) G generating L. Without loss of generality, we
assume that G is in Greibach Normal Form with every non-terminal deriving
a terminal string. A nondeterminstic pushdown automata P with a single state
q, accepting by empty stack, with S (starting non-terminal in G) as the initial
stack symbol, accepting exactly L(G) can be constructed [12]. The idea of the
construction is that for each production A → cB1B2 · · ·Bk in G, a transition
((q, c, A), (q,B1B2 · · ·Bk)) is added to P . We now observe that if P has a run on
w with γ as the string of symbols in stack, then there exists a left-most senten-
tial form S −→∗ wγ in G. Then every terminal prefix of a left-most sentential
form in G has an extension in L (since every non- terminal derives a string).
Now view P as a PDS P ′ (ignoring the empty stack condition for acceptance).
Clearly P ′ accepts all the strings in L. Further, if P ′ has a run on some string
w with γ as the string of symbols (corresponds to non-terminals in G) in stack,
then w corresponds to a prefix of a left-most sentential form in G, and hence
has an extension in L. Since L is a prefix closed, w also belongs to L. Hence
L(P ′) = L.

We use the emptiness problem of Turing machines to show the undecidability
of verifying BSPs for pushdown systems. Let M be a Turing machine defined as
M = (Q,ΣM , ΓM ,�,�, δ, s, t, r), where Q is a finite set of states, ΣM is a finite
input alphabet, ΓM is a finite tape alphabet containing ΣM , � ∈ ΓM \ΣM is the
left endmarker, � ∈ ΓM \ΣM is the blank symbol, δ : Q×ΓM → Q×ΓM ×{L,R}
is the transition function, s ∈ Q is the start state, t ∈ Q is the accept state
and r ∈ Q is the reject state with r 	= t and no transitions defined out of r
and t. The configuration x of M at any instant is defined as a triple (q, y, n)
where q ∈ Q is a state, y is a non-blank finite string describing the con-
tents of the tape and n is a non negative integer describing the head posi-
tion. The next configuration relation � is defined as (p, aβ, n) � (q, bβ, n+ 1),
when δ(p, a) = (q, b, R). Similarly (p, aβ, n) � (q, bβ, n − 1), when δ(p, a) =
(q, b, L).

We can encode configurations as finite strings over the alphabet ΓM × (Q ∪
{−}), where − 	∈ Q. A pair in ΓM × (Q ∪ {−}) is written vertically with the
element of ΓM on top. We represent a computation of M as a sequence of
configurations xi separated by #. It will be of the form #x1#x2# · · ·#xn#.
Each letter in (ΓM × (Q∪ {−}))∪ {#} can be encoded as a string of v1’s and a
string (computation) in (ΓM × (Q∪ {−}))∪ {#} can be represented as a string
of v1’s and v2’s, with v2 used as the separator. Recall the assumption that Σ
contains v1, v2 (visible events) and c (confidential event). For a computation w,
we use enc(w) to denote this encoding.

We now show that the problem of verifying BSP D for pushdown systems is
as hard as checking the language emptiness problem of a Turing machine. To
do so, we construct a language LM out of a given Turing machine M and show,
that LM satisfies BSP D iff L(M) is empty. Afterwards we show, that LM can
be generated by a Pushdown system and is hence a prefix closed context-free
language.
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Let M = (Q,ΣM , ΓM ,�,�, δ, s, t, r) be a Turing machine. Consider the lan-
guage LM to be the prefix closure of L1 ∪ L2 where

L1 = {c · enc(#x1#x2 · · ·xn#) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {enc(#x1#x2 · · ·xn#) | x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

Lemma 2. LM satisfies BSP D iff L(M) = ∅.

Proof. (⇐:) Let us assume L(M) = ∅. Consider any string containing a confi-
dential event in LM . The string has to be of the form cτ in L1 or a prefix of
it. τ cannot be a valid computation (encoded) of M , since L(M) = ∅. So, if we
delete the last c, we will get τ , which is included in L2. Also, all the prefixes of
cτ and τ will be in LM , as it is prefix closed. Hence LM satisfies D.

(⇒:) If L(M) is not empty then there exists some string τ which is a valid
computation (encoded). L1 contains cτ . If we delete the last c, the resulting
string τ is not present in LM . Hence D is not satisfied. Hence L(M) is empty,
when LM satisfies the BSP D.

To complete the reduction, we need to show, that LM is a prefix-closed context-
free language, and we do this by translating M into a PDS accepting LM .

Since CFLs are closed under prefix operation (adding the prefixes of the
strings in the language) and as prefix closed CFLs are equivalent to PDS (from
Lemma 1), it is enough to show that L1 ∪ L2 is a CFL.

Let T = (ΓM×(Q∪{−}))∪{#}. Consider the above defined language L2 ⊆ T ∗

(with the strings being unencoded versions).

L2 = {#x1#x2# · · ·#xn# | x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

L2 can be thought of as the intersection of languages A1, A2, A3, A4 and A5,
where

A1 = {w | w begins and ends with #}
A2 = {w | the string between any two #s must be a valid configuration}
A3 = {#x#w | x ∈ (T \ {#})∗ is a valid starting configuration}
A4 = {w#x# | x ∈ (T \ {#})∗ is a valid accepting configuration}
A5 = {#x1# · · ·#xn# | exists some i, with xi � xi+1 not a valid transition}

We now show that the languages from A1 to A4 are regular and A5 is a CFL.
Since CFLs are closed under intersection with regular languages, L2 will be
shown to be context-free. Note that L1 (unencoded) is the intersection of A1, A2,
A3 and A4, and hence regular. Since CFLs are closed under union, L1 ∪ L2 will
also be context-free.
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The language A1 can be generated by the regular expression #(T \ {#})∗#.
For A2, we only need to check that between every #’s there is exactly one
symbol with a state q on the bottom, and � occurs on the top immediately
after each # (except the last) and nowhere else. This can be easily checked
with a finite automaton. The set A3 can be generated by the regular expression
#(�, s)K∗#T ∗, with K = Γ \{�}×{−}. To check that a string is in A4, we only
need to check that t appears someplace in the string. This can be easily checked
by an automaton. For A5, we construct a nondeterministic pushdown automaton
(NPDA). The NPDA nondeterministically guesses i for xi and then it scans to
the three-length substring in xi with a state in the middle component of the
three-length string and checks with the corresponding three-length substring in
xi+1 using the stack. Then, these substrings are checked against the transition
relation of M , accepting if it is not a valid transition. Interested readers are
referred to [12], for detailed proofs of above languages to be regular and context-
free languages. Now, it follows that L1 is regular and L2 is context-free. As
languages accepted by pushdown systems (Lemma 1) are equivalent to prefix
closed context-free languages, LM is a language of a pushdown system.

We have shown, that the prefix closed context-free language LM satisfies BSP
D iff the language L(M) of Turing machine M is empty. Since the emptiness
problem of Turing machines is undecidable, we get the following theorem.

Lemma 3. The problem of verifying BSP D for pushdown systems is
undecidable.

Undecidability for the rest of the BSPs can be shown in a similar fashion. For
the BSPs R, SR, SD, BSD we can use the same language LM and get

Lemma 4. LM satisfies BSP R (and SR and SD and BSD) iff L(M) = ∅.

For the other BSPs we need to adapt the languages appropriately as shown in the
following. The detailed proofs for these languages can be found in the technical
report [6].

To show undecidability of BSPs I, BSI, and SI, we consider LI
M to be the

prefix closure of L1 ∪ L2 where

L1 = {enc(#x1#x2 · · ·xn#) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {w ∈ ({v1, v2} ∪ C ∪N)∗ | w �{v1,v2}= enc(#x1#x2 · · ·xn#),
x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

Lemma 5. LI
M satisfies BSP I (and SI and BSI) iff L(M) = ∅.
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To show undecidability of BSPs IAX , BSIAX , and SIAX with X ⊆ Σ, we
consider LIAX

M to be the prefix closure of L1 ∪ L2 ∪ L3 where

L1 = {enc(#x1#x2 · · ·xn#) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {w ∈ ({v1, v2} ∪ C)∗ | w �{v1,v2}= enc(#x1#x2 · · ·xn#),
x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1invalid transition}

L3 = X∗ · C

Lemma 6. LIAX
M satisfies BSP IAX (and SIAX and BSIAX) iff L(M) = ∅.

To show undecidability of BSP FCD we assume V ′ ⊆ V,N ′ ⊆ N,C′ ⊆ C to
be given and v2 ∈ V ′ and c ∈ C′. We consider language LFCD

M to be the prefix
closure of L1 ∪ L2 where

L1 = {cv2 · enc(x1x2 · · ·xn) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {v2 · enc(x1x2 · · ·xn) | x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

Lemma 7. LFCD
M satisfies BSP FCD iff L(M) = ∅.

To prove undecidability of BSP FCI we assume V ′ ⊆ V,N ′ ⊆ N,C′ ⊆ C to
be given and v2 ∈ V ′. We consider language LFCI

M to be the prefix closure of
L1 ∪ L2 where

L1 = {v2 · enc(x1x2 · · ·xn) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {w ∈ ({v1, v2} ∪C′)∗ | w �{v1,v2}= v2 · enc(x1x2 · · ·xn),
x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

Lemma 8. LFCI
M satisfies FCI iff L(M) = ∅.

Finally, to show undecidability of BSP FCIAX , where X ⊆ Σ we assume V ′ ⊆
V,N ′ ⊆ N,C ′ ⊆ C to be given with v2 ∈ V ′. We consider language LFCIAX

M to
be the prefix closure of L1 ∪ L2 ∪ L3 where
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L1 = {v2 · enc(x1x2 · · ·xn) | x1 is a starting configuration,
xn is an accepting configuration}

L2 = {w ∈ ({v1, v2} ∪C′)∗ | w �{v1,v2}= v2 · enc(x1x2 · · ·xn),
x1 is a starting configuration,
xn is an accepting configuration,
exists i : xi � xi+1 invalid transition}

L3 = X∗ · C′

Lemma 9. LFCIAX
M satisfies BSP FCIAX iff L(M) = ∅.

The proofs of undecidability for these BSPs are given in the technical report [6].
We have shown that the BSPs defined by Mantel are undecidable for pushdown
systems. Hence we get the following theorem.

Theorem 1. The problem of model-checking any of the BSPs for pushdown
systems is undecidable.

4 Weak Non-Inference

In this section we introduce a natural information flow property which we call
Weak Non-Inference (WNI ) as it is weaker than most of the properties proposed
in the literature. We show that model-checking this property even for finite-state
transition systems is undecidable.

A set of traces L over Σ is said to satisfy WNI iff

∀τ ∈ L, ∃τ ′ ∈ L : (τ �C	= ε ⇒ (τ �V = τ ′ �V ∧ τ �C	= τ ′ �C)).

The classical non-inference property can be phrased as ∀τ ∈ L, ∃τ ′ ∈ L : (τ ′ =
τ �V ). Thus it is easy to see that any language that satisfies non-inference also
satisfies WNI .

We show that checking whether a finite-state transition system satifies this
property is undecidable, by showing a reduction from Post’s Correspondence
Problem (PCP). We recall that an instance of PCP is a collection of dominos
P = {(x1, y1), (x2, y2), . . . , (xn, yn)} where each xi, yi ∈ Δ+ where Δ is a finite
alphabet (recall that Δ+ is the set of non-empty words over Δ). A match in P
is a sequence i1, i2, . . . il such that xi1 · · ·xil

= yi1 · · · yil
. The PCP problem is

to determine if a given instance P has a match, and this problem is known to
be undecidable.

We construct a transition system TP = (Q, s1,→) on the alphabet Σ′ = V ∪C,
where V = {v1, . . . , vn} , C = Δ and the transition relation → is as shown in
Fig. 1. The states s2 and s3 have n loops each on them: state s3 has loops on the
strings v1x1v1 through vnxnvn, and s3 has loops on the strings v1y1v1 through
vnynvn. We choose each vi to be different from the symbols in Δ.
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Fig. 1.

We call a string “interesting” if it is of the form vi1wi1vi1vi2wi2vi2 · · · vik
wik

vik

for some i1, . . . , ik with k ≥ 1, and wij in Δ∗ – in other words, the string must
be non-empty and each visible alphabet occurs twice in succession. Thus every
interesting string generated by TP will end up in state s2 or in state s3. We
observe that for every interesting string z in L(TP ), there is exactly one other
string z′ in L(TP ) with the same projection to V , which is moreover also an
interesting string. If z passes through state s2, then z′ is the string which mimics
the run of z but through s3. Any other string will have a different projection
to V .

Lemma 10. A PCP instance P has a match iff TP does not satisfy WNI .

Proof. (⇐:) Suppose TP does not satisfy WNI . Then there must exist a string
τ in L(TP ) such that there is no other string in L(TP ) with the same projection
to V and different projection to C. Now τ must be an interesting string – all
uninteresting strings trivially satisfy the WNI condition since we can append or
remove one confidential event from each of these strings. By our earlier observa-
tion, we know that there exists an interesting string τ ′ in L(TP ) which takes the
symmetric path in TP and has the same projection to V as τ . Now by our choice
of τ , the projection of τ ′ on C is the same as the projection of τ on C. But this
means that we have found a match for P , given by the indices corresponding to
the loops traces out by τ and τ ′.

(⇒:) Let i1, i2, . . . , il be a match for P . Thus xi1 · · ·xil
= yi1 · · · yil

. Consider
the interesting string τ = vi1xi1vi1 · · · vil

xil
vil

in L(T ). Now there is exactly
one other string τ ′ with the same projection to V , given by vi1yi1vi1 · · · vil

yil
vil

.
However, as the indices chosen are a match for P , the projections of τ and τ ′ to
C are identical. Thus T does not satisfy WNI . ��
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This completes the reduction of PCP to the problem of model-checking WNI
for finite-state systems, and we conclude:

Theorem 2. The problem of model-checking the property WNI for finite-state
systems is undecidable. ��

We note that if the property WNI were expressible as a boolean combination of
BSPs, the decision procedure for model-checking BSPs for finite-state systems in
[8] would imply that model-checking WNI for finite-state systems is decidable.
Hence we can conclude that:

Corollary 1. The property WNI is not expressible as a boolean combination of
Mantel’s BSPs. ��

However, we can show that a restricted version of the problem is decidable. If we
have a system model (finite-state or pushdown) that uses only one confidential
event and one visible event, the problem of checking WNI becomes decidable.

Theorem 3. The problem of model-checking WNI for pushdown systems when
|V | = 1 and |C| = 1, is decidable.

Proof. Consider an alphabet Σ = {v, c}, where v is the only visible event and
c is the only confidential event. Recall that the Parikh vector of a string x over
Σ, denoted ψ(x), is the vector (nv, nc) where nv is the number of occurrences
of event v in x and nc is the number of occurrences of event c in x. For a
language L over Σ, its Parikh map ψ(L) is defined to be the set of vectors
{ψ(x) | x ∈ L}. By Parikh’s theorem (see [12]), we know that whenever L
is context-free, its Parikh map ψ(L) forms a “semi-linear” set of vectors. To
explain what this means, let us first introduce some notation. For a finite set
of vectors X = {(n1,m1), . . . , (nk,mk)} we denote the set of vectors generated
by X , with initial vector (n0,m0), to be the set gen(n0,m0)(X) = {(n0,m0) +
t1(n1,m1) + · · · + tk(nk,mk) | t1, . . . , tk ∈ N}. Then ψ(L) is semi-linear means
that there exist finite non-empty sets of vectors X1, . . . , Xl, and initial vectors
(n1

0,m
1
0), . . . , (n

l
0,m

l
0), such that

ψ(L) =
⋃

i∈{1,...,l}
gen(ni

0,mi
0)

(Xi).

Now let L be the given context-free language over the alphabet Σ = {v, c}, with
Parikh map given by the setsX1, . . . , Xl, and initial vectors (n1

0,m
1
0),. . . ,(n

l
0,m

l
0).

Let each Xi = {(mi
1, n

i
1), . . . , (m

i
ki
, ni

ki
)}. To verify WNI property for L, we

need to check that for every vector in ψ(L) there exists another vector which
is in gen(ni

0,mi
0)

(Xi) for some i, such that their visible event count is same, and
confidential event count is different. For l = 1, L satisfies WNI iff the following
formula in Presberger arithmetic1 is valid:
1 Presburger arithmetic is the first-order theory of natural numbers with addition

which is known to be decidable in double-exponential time.
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∀t1, . . . , tk1 ∈ N, ∃t′1, . . . , t′k1
∈ N

(
n1

0 + t1n
1
1 + · · · + tk1n

1
k1
> 0 =⇒

(
m1

0 + t1m
1
1 + · · · + tk1m

1
k1

= m1
0 + t′1m

1
1 + · · · + t′k1

m1
k1

∧

n1
0 + t1n

1
1 + · · · + tk1n

1
k1

	= n1
0 + t′1n

1
1 + · · · + t′k1

n1
k1

))
.

The validity of this formula can be found using the decision procedure for Pres-
burger arithmetic. The formula is extended in the expected way for higher values
of l.

In fact, any property which just asks for the counting relationship between visible
and confidential events can be decided using the above technique.

5 Conclusions

In this paper we have studied the problem of model-checking Mantel’s Basic
Security Predicates for systems modelled as pushdown systems. We have shown
that unlike the case of finite-state system models, this problem is undecidable.
We also studied the model-checking problem for a property called WNI which is
a weak form of the property of non-inference studied earlier in the literature. We
show that this problem is undecidable, not just for pushdown systems but also
for finite-state systems. It follows from this result that WNI is not expressible
in Mantel’s BSP framework. We also show that for a restricted class of systems
(with only one visible and confidential event) this property is decidable for both
finite-state and pushdown system models.

In future work we plan to see if similar reductions can be used to argue that the
model-checking problem for noninterference properties in the literature (of which
Mantel showed the BSPs to be the basic building blocks) – are also undecidable.
Another open question is whether the model-checking problem continues to be
undecidable even when we consider deterministic pushdown systems.
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Abstract. Runtime enforcement is a powerful technique to ensure that
a program will respect a given security policy. We extend previous works
on this topic in several directions. Firstly, we propose a generic notion
of enforcement monitors based on a memory device and finite sets of
control states and enforcement operations. Moreover, we specify their
enforcement abilities w.r.t. the general safety-progress classification of
properties. It allows a fine-grain characterization of the space of enforce-
able properties. Finally, we propose a systematic technique to produce
an enforcement monitor from the Streett automaton recognizing a given
safety, guarantee, obligation or response security property.

1 Introduction

The growing complexity of nowadays programs and systems induces a rise of
needs in validation. With the enhancement of engineering methods, software
components tend to be more and more reusable. Although this trend clearly
improves programmers productivity, it also raises some important security issues.
Indeed, each individual component should guarantee some individual properties
at run-time to ensure that the whole application will respect some given security
policy. When retrieving an external component, the question of how this code
meets a set of proper requirements raises. Using formal methods appears as a
solution to provide techniques to regain the needed confidence. However, these
techniques should remain practical enough to be adopted by software engineers.

Runtime monitoring falls it this category. It consists in supervising at runtime
the execution of an underlying program against a set of expected properties.
With an appointed monitor, one is able to detect any occurrence of specific
property violations. Such a detection might be a sufficient assurance. However,
for certain kind of systems a misbehavior might be not acceptable. To prevent
this, a possible solution is then to enforce the desired property: the monitor
not only observe the current program execution, but it also controls it in order
to ensure that the expected property is fulfilled. Such a control should usually
remain transparent, meaning that it should leave any original execution sequence
unchanged when already correct, or output its longest correct prefix otherwise.

R. Sekar and A.K. Pujari (Eds.): ICISS 2008, LNCS 5352, pp. 41–55, 2008.
c© Springer-Verlag Berlin Heidelberg 2008



42 Y. Falcone, J.-C. Fernandez, and L. Mounier

Runtime enforcement monitoring was initiated by the work of Schneider [1]
on what has been called security automata. In this work the monitors watch the
current execution sequence and halt the underlying program whenever it deviates
from the desired property. Such security automata are able to enforce the class
of safety properties [2], stating that something bad can never happen. Later,
Viswanathan [3] noticed that the class of enforceable properties is impacted
by the computational power of the enforcement monitor: since the enforcement
mechanism cannot implement more than computable functions, only decidable
properties can be enforced. More recently [4,5], Ligatti and al. showed that it is
possible to enforce at runtime more than safety properties. Using a more powerful
enforcement mechanism called edit-automata, it is possible to enforce the larger
class of infinite renewal properties, able to express some kinds of obligations
used in security policies. More than simply halting an underlying program, edit-
automata can also “suppress” (i.e., froze) and “insert” (frozen) actions in the
current execution sequence. To better cope with practical resource constraints,
Fong [6] studied the effect of memory limitations on enforcement mechanisms.
He introduced the notion of Shallow History Automata which are only aware of
the occurrence of past events, and do not keep any information about the order
of their arrival. He showed that such a “shallow history” indeed leads to some
computational limitations for the enforced properties. However, many interesting
properties remain enforceable using shallow history automata.

In this paper, we propose to extend these previous works in several directions.
Firstly, we study the enforcement capabilities relatively to the so-called safety-
progress hierarchy of properties [7,8]. This classification differs from the more
classical safety-liveness classification [9,10] by offering a rather clear characteri-
zation of a number of interesting kinds of properties (e.g. obligation, accessibility,
justice, etc.), particularly relevant in the security context. Moreover this classifi-
cation features properties, such as transactional properties (i.e, an action pattern
to be repeated infinitely), which are neither safety nor liveness properties. Thus,
using this classification as a basis provides a finer-grain classification of enforce-
able properties. Moreover, in this safety-progress hierarchy, each property ϕ can
be characterized by a particular kind of (finite state) recognizing automaton Aϕ.
Secondly, we show how to generate an enforcement monitor for ϕ in a system-
atic way, from a recognizing automaton Aϕ. This enforcement monitor is based
on a finite set of control states, and an auxiliary memory. This general notion
of enforcement monitor encompasses the previous notions of security automata,
edit-automata and “shallow history” automata. The companion report [11] ex-
poses more details and complete proofs of the theorems of this paper.

The remainder of this article is organized as follows. The Sect. 2 introduces
some preliminary notions for our work. In Sect. 3 we recall briefly the necessary
elements from the safety-progress classification of properties. Then, we present
our notion of enforcement monitor and their properties in Sect. 4. The Sect. 5
studies the enforcement capability wrt. the safety-progress classification. Sect. 6
discusses some implementation issues. Finally, the Sect. 7 exposes some conclud-
ing remarks.
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2 Preliminaries and Notations

This section introduces some preliminary notations, namely the notions of pro-
gram execution sequences and program properties we will consider in the remain-
der of this article.

2.1 Sequences, and Execution Sequences

Sequences. Considering a finite set of elements E, we define notations about
sequences of elements belonging to E. A sequence σ containing elements of E
is formally defined by a function σ : N → E where N is the set of natural
numbers. We denote by E∗ the set of finite sequences over E (partial function
from N), and by Eω the set of infinite sequences over E (total function from
N). The set E∞ = E∗ ∪ Eω is the set of all sequences (finite or not) over E.
The empty sequence is denoted ε. The length (number of elements) of a finite
sequence σ is noted |σ| and the (i + 1)-th element of σ is denoted by σi. For
two sequences σ ∈ E∗, σ′ ∈ E∞, we denote by σ · σ′ the concatenation of σ and
σ′, and by σ ≺ σ′ (resp. σ′ � σ) the fact that σ is a strict prefix of σ′ (resp. σ′

is a strict suffix of σ). The sequence σ is said to be a strict prefix of σ′ when
∀i ∈ {0, . . . , |σ| − 1} ·σi = σ′

i. When σ′ ∈ E∗, we note σ � σ′ def= σ ≺ σ′ ∨σ = σ′.
For σ ∈ E∞, we will need to designate its subsequences.

Execution sequences. A program P is considered as a generator of execution
sequences. We are interested in a restricted set of operations the program can
perform. These operations influence the truth value of properties the program is
supposed to fulfill. We abstract these operations by a finite set of events, namely
a vocabulary Σ. We denote by PΣ a program for which the vocabulary is Σ.
The set of execution sequences of PΣ is denoted Exec(PΣ) ⊆ Σ∞. This set is
prefix-closed, that is ∀σ ∈ Exec(PΣ), σ′ ∈ Σ∗ · σ′ � σ ⇒ σ′ ∈ Exec(PΣ).

Such execution sequences can be made of access events on a secure system
to its ressources, or kernel operations on an operating system. In a software
context, these events may be abstractions of relevant instructions such as variable
modifications or procedure calls.

2.2 Properties

Properties as sets of of execution sequences. In this paper we aim to enforce
properties on program. A property ϕ is defined as a set of execution sequences,
i.e. ϕ ⊆ Σ∞. Considering a given execution sequence σ, when σ ∈ ϕ (noted
ϕ(σ)), we say that σ satisfies ϕ. A consequence of this definition is that properties
we will consider are restricted to single execution sequences, excluding specific
properties defined on powersets of execution sequences.

Reasonable properties. As noticed in [4], a property can be effectively enforced
at runtime only if it is reasonable in the following sense: it should be satisfied
by the empty sequence, and it should be decidable.This means that a program
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which performs no action should not violate this property, and that deciding
whether any finite execution sequence satisfies or not this property should be a
computable function ([3]).

3 A Safety-Progress Classification of Properties

This section recalls and extends some results about the safety-progress [7,8,12]
classification of properties. In the original papers this classification introduced a
hierarchy between properties defined as infinite execution sequences. We extend
here this classification to deal also with finite-length execution sequences.

3.1 Generalities about the Classification

The safety-progress classification is constituted of four basic classes defined over
infinite execution sequences:

– safety properties are the properties for which whenever a sequence satisfies
a property, all its prefixes satisfy this property.

– guarantee properties are the properties for which whenever a sequence satis-
fies a property, there are some prefixes (at least one) satisfying this property.

– response properties are the properties for which whenever a sequence satisfies
a property, an infinite number of its prefixes satisfy this property.

– persistence properties are the properties for which whenever a sequence sat-
isfies a property, all its prefixes continuously satisfy this property from a
certain point.

Furthermore, two extra classes can be defined as (finite) boolean combinations
of basic classes.

– The obligation class is the class obtained by positive boolean combinations
of safety and guarantee properties.

– The reactivity class is the class obtained by boolean combinations of response
and persistence properties.

Example 1. Let consider an operating system where a given operation op is
allowed only when an authorization auth has been granted before. Then,

– the property ϕ1 stating that “an authorization grant grant auth should pre-
cede any occurrence of op” is a safety property;

– the property ϕ2 stating that “the next authorization request req auth should
be eventually followed by a grant (grant auth) or a deny (deny auth)” is a
guarantee property;

– the property ϕ3 stating that “the system should run forever, unless a
deny auth is issued, meaning that every user should be disconnected and
the system should terminate” is an obligation property;

– the property ϕ4 stating that “each occurrence of req auth should be first
written in a log file and then answered either with a grant auth or a deny auth
without any occurrence of op in the meantime” is a response property;
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– the property ϕ5 stating that “an incorrect use of operation op should imply
that any future call to req auth will always result in a deny auth answer” is
a persistence property.

The safety-progress classification is an alternative to the more classical safety-
liveness [9,10] dichotomy. Unlike this later, the safety-progress classification is
a hierarchy and not a partition. It provides a finer-grain classification, and the
properties of each class can be characterized according to four views [7]. We shall
consider here only the so-called automata view.

3.2 The Automata View

First, we define a notion of property recognizer using a variant of deterministic
and complete Streett automata (introduced in [13] and used in [7]).

Definition 1 (Streett Automaton). A deterministic Streett automaton is
a tuple (Q, qinit, Σ,−→, {(R1, P1), . . . , (Rm, Pm)}) defined relatively to a set of
events Σ. The set Q is the set of automaton states, where qinit ∈ Q is the initial
state. The total function −→: Q × Σ → Q is the transition function. In the
following, for q, q′ ∈ Q, e ∈ Σ we abbreviate −→ (q, e) = q′ by q

e−→ q′. The
set {(R1, P1), . . . , (Rm, Pm)} is the set of accepting pairs, in which for all i ≤ n,
Ri ⊆ Q are the sets of recurrent states, and Pi ⊆ Q are the sets of persistent
states.

We refer an automaton with m accepting pairs as a m-automaton. When m = 1,
a 1-automaton is also called a plain-automaton, and we refer R1 and P1 as R
and P . In the following (otherwise mentioned) σ ∈ Σω designates an execution
sequence of a program, and A = (QA, qinit

A, Σ,−→A, {(R1, P1), . . . , (Rm, Pm)})
a deterministic Streett m-automaton.

The run of σ on A is the sequence of states involved by the execution of σ on
A. It is formally defined as run(σ,A) = q0 · q1 · · · where ∀i · (qi ∈ QA ∧ qi

σi−→A
qi+1) ∧ q0 = qinit

A. The trace resulting in the execution of σ on A is the unique
sequence (finite or not) of tuples (q0, σ0, q1) · (q1, σ1, q2) · · · where run(σ,A) =
q0 · q1 · · · . We denote by vinf (σ,A) (or vinf (σ) when clear from context) the
set of states appearing infinitely often in run(σ,A). This set is formally defined
as follows: vinf(σ,A) = {q ∈ QA | ∀n ∈ N, ∃m ∈ N · m > n ∧ q = qm with
run(σ,A) = q0 · q1 · · · .

The following definition tells whether an execution sequence is accepted or
not by a Streett automaton:

Definition 2 (Acceptance Condition of a Street Automaton)
For an infinite execution sequence σ ∈ Σω, we say that A accepts σ if ∀i ∈
{1, . . . , m} · vinf (σ,A) ∩ Ri �= ∅ ∨ vinf (σ,A) ⊆ Pi.
For a finite execution sequence σ ∈ Σ∗ such that |σ| = n, we say that the
m-automaton A accepts σ if either σ = ε or (∃q0, . . . , qn ∈ QA · run(σ,A) =
q0 · · · qn ∧ q0 = qinit

A and ∀i ∈ {1, . . . , m} · qn ∈ Pi ∪ Ri).

Note that this definition of acceptance condition for finite sequences matches the
definition of finitary properties defined in [7] (see [11] for more details).
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The hierarchy of automata. Each class of the safety-progress classification is
characterized by setting syntactic restrictions on a deterministic Streett
automaton.

– A safety automaton is a plain automaton such that R = ∅ and there is no
transition from a state q ∈ P to a state q′ ∈ P .

– A guarantee automaton is a plain automaton such that P = ∅ and there is
no transition from a state q ∈ R to a state q′ ∈ R.

– An m-obligation automaton is an m-automaton such that for each i in
{1, . . . , m}:
• there is no transition from q ∈ Pi to q′ ∈ Pi,
• there is no transition from q ∈ Ri to q′ ∈ Ri,

– A response automaton is a plain automaton such that P = ∅
– A persistence automaton is a plain automaton such that R = ∅.
– A m-reactivity automaton is any unrestricted m-automaton.

Automata and properties. We say that a Streett automaton Aϕ defines a
property ϕ (defined as a subset of Σ∞) if and only if the set of exe-
cution sequences accepted by Aϕ is equal to ϕ. Conversely, a property ϕ ⊆
Σ∞ is said to be specifiable by an automaton if the set of execution se-
quences accepted by the automaton is ϕ. A property ϕ that is specifiable
by an automaton is a κ-property iff the automaton is a κ-automaton, where
κ ∈ {safety, guarantee, obligation, response, persistence, reactivity}. In the fol-
lowing we note Safety(Σ) (resp. Guarantee(Σ), Obligation(Σ), Response(Σ),
Persistence(Σ), Reactivity(Σ)) the set of safety (resp. guarantee, obligation, re-
sponse, persistence, reactivity) properties defined over Σ.

4 Property Enforcement Via Enforcement Monitors

A program P is considered as a generator of execution sequences. We want to
build an enforcement monitor (EM) for a property ϕ such that the two following
constraints hold:

Soundness: any execution sequence allowed by the EM should satisfy ϕ;
Transparency: execution sequences of P should be modified in a minimal way,

namely if a sequence already satisfies ϕ it should remain unchanged, other-
wise its longest prefix satisfying ϕ should be allowed by the EM.

4.1 Enforcement Monitors

We define now the central notion of enforcement monitor. Such a runtime device
monitors a target program by observing relevant events and performing some
enforcement operation depending on its internal state.

Definition 3 (Enforcement Monitor (EM)). An enforcement monitor A↓
is a 4-tuple (QA↓ , qinit

A↓ , StopA↓ ,−→A↓) defined relatively to a set of events Σ
and a set of enforcement operations Ops. The finite set QA↓ denotes the control
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states, qinit
A↓ ∈ QA↓ is the initial state and StopA↓ is the set of stopping states

(StopA↓ ⊆ QA↓). The partial function (but complete wrt. QA↓ × Σ) −→A↓ :
QA↓ ×Σ×Ops → QA↓ is the transition function. In the following we abbreviate

−→A↓ (q, a, α) = q′ by q
a/α−→A↓ q′. We also assume that outgoing transitions

from a stopping state only lead to another stopping state: ∀q ∈ StopA↓ · ∀a ∈
Σ · ∀α ∈ Ops · ∀q′ ∈ QA↓ · q a/α−→A↓ q′ ⇒ q′ ∈ StopA↓ .

Notions of run and trace (see Sect. 3.2) are naturally transposed from Streett
automata. In the remainder of this section, σ ∈ Σ∞ designates an execution
sequence of a program, and A↓ = (QA↓ , qinit

A↓ , StopA↓ ,−→A↓) designates
an EM.

Typical enforcement operations allow the EM either to halt the target pro-
gram (when the current input sequence irreparably violates the property), or
to store the current event in a memory device (when a decision has to be post-
poned), or to dump the content of the memory device (when the target program
comes back to a correct behavior). We first give a more precise definition of
such enforcement operations, then we formalize the way an EM reacts to an
input sequence provided by a target program through the standard notions of
configuration and derivation.

Definition 4 (Enforcement Operations Ops). Enforcement operations take
as inputs an event and a memory content (i.e., a sequence of events) to produce
a new memory content and an output sequence: Ops ⊆ 2((Σ∪{ε})×Σ∗)→(Σ∗×Σ∗).
In the following we consider a set Ops = {halt, store, dump} defined as follows:
∀a ∈ Σ ∪ {ε}, ∀m · Σ∗

halt(a, m) = (ε, m) store(a, m) = (ε, m.a) dump(a, m) = (m.a, ε)

In the following we assume that outgoing transitions from a stopping state are
all labeled with an halt operation. That is: ∀q ∈ StopA↓ ·∀a ∈ Σ ·∀α ∈ Ops·∀q′ ∈
QA↓ · q a/α−→A↓ q′ ⇒ α = halt.

Definition 5 (EM Configurations and Derivations). For an EM A↓ =
(QA↓ , qinit

A↓ , StopA↓ ,−→A↓), a configuration is a triplet (q, σ, m) ∈ QA↓ ×Σ∗×
Σ∗ where q denotes the current control state, σ the current input sequence, and
m the current memory content.

We say that a configuration (q′, σ′, m′) is derivable in one step from the con-
figuration (q, σ, m) and produces the output o ∈ Σ∗, and we note (q, σ, m)

o
↪→

(q′, σ′, m′) if and only if σ = a.σ′ ∧ q
a/α−→A↓ q′ ∧ α(a, m) = (o, m′).

We say that a configuration C′ is derivable in several steps from a configura-
tion C and produces the output o ∈ Σ∗, and we note C

o=⇒A↓ C′, if and only if
there exits k ≥ 0 and configurations C0, C1, . . . , Ck such that C = C0, C′ = Ck,
Ci

oi
↪→ Ci+1 for all 0 ≤ i < k, and o = o0 · o1 · · · ok−1.
Besides, the configuration C is derivable from itself in one step and produces

the output ε, we note C
ε⇒ C.



48 Y. Falcone, J.-C. Fernandez, and L. Mounier

4.2 Enforcing a Property

We now describe how an EM can enforce a property on a given program,
namely how it transforms an input sequence σ into an output sequence o by
performing derivation steps from its initial state. For the upcoming definitions
we will distinguish between finite and infinite sequences and we consider an EM
A↓ = (QA↓ , qinit

A↓ , StopA↓ ,−→A↓).

Definition 6 (Sequence Transformation). We say that:

– The sequence σ ∈ Σ∗ is transformed by A↓ into the sequence o ∈ Σ∗, which
is noted (qinit

A↓ , σ) ⇓A↓ o, if ∃q ∈ QA↓ , m ∈ Σ∗ such that (qinit
A↓ , σ, ε) o=⇒A↓

(q, ε, m).
– The sequence σ ∈ Σω is transformed by A↓ into the sequence o ∈ Σ∞, which

is noted (qinit
A↓ , σ) ⇓A↓ o, if ∀σ′ ∈ Σ∗ · σ′ ≺ σ · (∃o′ ∈ Σ∗ · (qinit

A↓ , σ′) ⇓A↓
o′ ∧ o′ � o).

Definition 7 (Property-Enforcement). Let consider a property ϕ, we say
that A↓ enforces the property ϕ on a program PΣ (noted Enf (A↓, ϕ,PΣ)) iff

– ∀σ ∈ Exec(PΣ) ∩ Σ∗, ∃o ∈ Σ∗ · enforced (σ, o,A↓, ϕ), where the predicate
enforced(σ, o,A↓, ϕ) is the conjonction of the following constraints:

(qinit
A↓ , σ) ⇓A↓ o (1)
ϕ(o) (2)

ϕ(σ) ⇒ σ = o (3)

¬ϕ(σ) ⇒
(
∃σ′ ≺ σ · ϕ(σ′) ∧ o = σ′ ∧ ( �∃σ′′ � σ′ · ϕ(σ′′) ∧ σ′′ � σ

))
(4)

– ∀σ′ ∈ Exec(PΣ) ∩ Σω, ∀σ ≺ σ′, ∃o ∈ Σ∗ · enforced (σ, o,A↓, ϕ).

(1) stipulates that the sequence σ is transformed by A↓ into a sequence o, (2)
states that o satisfies the property ϕ, (3) ensures transparency of A↓, i.e. if σ
satisfied already the property then it is not transformed, and (4) ensures in the
case where σ does not satisfy ϕ that o is the longest prefix of σ satisfying the
property.

Example 2 (Enforcement monitor). We provide on Fig. 1 two EMs to illustrate
the enforcement of some of the properties introduced in example 1.

– The left-hand side of Fig. 1 is an EM A↓ϕ1 for the safety property ϕ1.
We assume here that the set Σ of relevant events is {op, grant auth} (other
events are ignored by the EM). A↓ϕ1 has one stopping state, Stop = {2}, and
its initial state is 1. From this initial state it simply dumps a first occurrence
of grant auth and moves to state 3, where all events of Σ are allowed (i.e.,
dumped). Otherwise, if event op occurs first, then it moves to state 2 and
halts the underlying program forever.
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1

2

{grant auth, deny auth}/dump

1

2

op/halt

req auth/store

Σ/dumpΣ/halt

A↓ϕ2A↓ϕ1

3

grant auth/dump

Σ/dump

Fig. 1. Two examples of EMs

– The right-hand side of Fig. 1 is an EM A↓ϕ2 for the guarantee
property ϕ2. We assume here that the set Σ of relevant events is
{req auth, grant auth, deny auth}. The initial state of A↓ϕ2 is state 1, and it
has no stopping states. Its behavior is the following: occurrences of req auth
are stored in memory as long as grant auth or deny auth does not occur,
then the whole memory content is dumped. This ensures that the output
sequence always satisfies the property under consideration.

5 Enforcement wrt. the Safety-Progress Classification

We now study how to practically enforce properties of the safety-progress hi-
erarchy (Sect. 3). More precisely, we show which classes of properties can be
effectively enforced by an EM, and more important, we provide a systematic con-
struction of an EM enforcing a property ϕ from the Streett automaton defining
this property. This construction technique is specific to each class of properties.

5.1 From a Recognizing Automaton to an Enforcement Monitor

We define four general operations those purpose is to transform a Streett au-
tomaton recognizing a safety (resp. guarantee, obligation, response) property
into an enforcement monitor enforcing the same property.

Definition 8 (Safety Transformation). Given a Streett safety-automaton
Aϕ = (QAϕ , qinit

Aϕ , Σ,−→Aϕ , (∅, P )) recognizing a reasonable safety prop-
erty ϕ defined over a language Σ, we define a transformation (named
TransSafety) of this automaton into an enforcement monitor A↓ϕ =
(QA↓ϕ , qinit

A↓ϕ , StopA↓ϕ,−→A↓ϕ
) such that:

– QA↓ϕ = QAϕ , qinit
A↓ϕ = qinit

Aϕ , with qinit
Aϕ ∈ P

– StopA↓ϕ = P
– the transition relation →A↓ϕ

is defined from −→Aϕ as the smallest relation
verifying the following rules:
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1

2

op/halt
1

2

op

Σ/halt

A↓ϕ1

3

grant auth/dump

Σ/dumpΣ

3

grant auth

Σ

Aϕ1

Fig. 2. Recognizing automaton and EM for the safety property ϕ1

• q
a/dump−→ A↓ϕ

q′ if q′ ∈ P ∧ q
a−→Aϕ q′

• q
a/halt−→ A↓ϕ

q′ if q′ /∈ P ∧ q
a−→Aϕ q′

Note that there is no transition (in the Streett automaton) from q /∈ P to q′ ∈ P ,
and R = ∅. We note A↓ϕ = TransSafety(Aϕ).

Informally, the behavior of an EM A↓ϕ obtained from TransSafety(Aϕ) can
be understood as follows. While the current execution sequence satisfies the
underlying property (i.e while Aϕ remains in P -states), it dumps each input
event. Once the execution sequence deviates from the property (i.e., when Aϕ

reaches a P -state), then it halts immediately the underlying program with a halt
operation. The following example illustrates this principle.

Example 3 (Safety Transformation). Fig. 2 (left-hand side) depicts a Streett
automaton defining the safety property ϕ1 of example 1. Its set of states is
{1, 2, 3}, the initial state is 1, and we have R = ∅ and P = {1, 3}. The right-hand
side shows the corresponding EM obtained using transformation TransSafety.

We now define a similar transformation for guarantee properties. The
TransGuarantee transformation uses the set ReachAϕ(q) of reachable states from
a state q. Given a Street automaton Aϕ with a set of states QAϕ , we have
∀q ∈ QAϕ · ReachAϕ(q) = {q′ ∈ QAϕ | ∃(qi)i, (ai)i, ·q a0−→Aϕ q0

a1−→Aϕ q1 · · · q′}.
Definition 9 (Guarantee Transformation). Let consider a Streett
guarantee-automaton Aϕ = (QAϕ , qinit

Aϕ , Σ,−→Aϕ , (R, ∅)) recognizing a
property ϕ ∈ Guarantee(Σ). We define a transformation TransGuarantee of
this automaton into an EM A↓ϕ = (QA↓ϕ , qinit

A↓ϕ , StopA↓ϕ ,−→A↓ϕ
) such that:

– QA↓ϕ = QAϕ , qinit
A↓ϕ = qinit

Aϕ ,
– StopA↓ϕ = {q ∈ QA↓ϕ |�∃q′ ∈ ReachAϕ(q) ∧ q′ ∈ R}
– the transition relation →A↓ϕ

is defined from −→Aϕ as the smallest relation
verifying the following rules:
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1 2
{grant auth, deny auth}/dump

req auth/store Σ/dump

1 2
{grant auth, deny auth}

req auth Σ

A↓ϕ2

Aϕ2

Fig. 3. A guarantee-automaton and the corresponding EM for property ϕ2

• q
a/dump−→ A↓ϕ

q′ if q′ ∈ R ∧ q
a−→Aϕ q′

• q
a/halt−→ A↓ϕ

q′ if q′ /∈ R ∧ q
a−→Aϕ q′∧ �∃q′′ ∈ R · q′′ ∈ ReachAϕ(q′)

• q
a/store−→ A↓ϕ

q′ if q′ /∈ R ∧ q
a−→Aϕ q′ ∧ ∃q′′ ∈ R · q′′ ∈ ReachAϕ(q′)

Note that there is no transition from q ∈ R to q′ ∈ R. And, as P = ∅, we do not
have transition from q ∈ P to q′ ∈ P . We note A↓ϕ = TransGuarantee(Aϕ).

An EM A↓ϕ obtained from TransGuarantee(Aϕ) behaves as follows. While the
current execution sequence does not satisfy the underlying property (i.e., while
Aϕ remains in R-states), it stores each entered event in its memory. Once, the
execution sequence satisfies the property (i.e., when Aϕ reaches an R-state), it
dumps the content of the memory and the current event. The following example
illustrates this principle.

Example 4 (Guarantee Transformation). Fig. 3 (up) shows a Streett automaton
recognizing the guarantee property ϕ2 of example 1. Its set of states is {1, 2},
the initial state is 1, and we have R = {2} and P = ∅. At the bottom is
depicted the EM enforcing this same property, obtained by the TransGuarantee
transformation. One can notice that this EM has no stopping state.

We now define a transformation for obligation properties. Informally the
TransObligation transformation combines the effects of the two previously in-
troduced transformations on using information of each accepting pair.

Definition 10 (Obligation Transformation). Let consider a Streett
obligation-automaton Aϕ = (QAϕ , qinit

Aϕ , Σ,−→Aϕ , {(R1, P1), . . . , (Rm, Pm)})
recognizing an obligation property ϕ ∈ Obligation(Σ) defined over a language
Σ. We define a transformation TransObligation of this automaton into an EM
A↓ϕ = (QA↓ϕ , qinit

A↓ϕ , StopA↓ϕ ,−→A↓ϕ
) such that:

– QA↓ϕ = QAϕ , qinit
A↓ϕ = qinit

Aϕ ,
– StopA↓ϕ =

⋃m
i=1(Pi

⋂{q ∈ QA↓ϕ |�∃q′ ∈ ReachAϕ(q) ∧ q′ ∈ Ri})
– the transition relation →A↓ϕ

is defined from −→Aϕ as the smallest relation
verifying the following rule:

q
a/α−→A↓ϕ

q′ if q
a−→Aϕ q′ and α = �m

i=1(�(βi, γi)) where
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• �,� designate respectively the infimum and the supremum with respect
to the complete lattice (Ops,�), where halt � store � dump (� is a
total order),

• and the βi and γi are obtained in the following way:
∗ βi = dump if q′ ∈ Pi

∗ βi = halt if q′ /∈ Pi

∗ γi = dump if q′ ∈ Ri

∗ γi = halt if q′ /∈ Ri∧ �∃q′′ ∈ Ri · q′′ ∈ ReachAϕ(q′)
∗ γi = store if q′ /∈ Ri ∧ ∃q′′ ∈ Ri · q′′ ∈ ReachAϕ(q′)

Note that there is no transition from q ∈ Ri to q′ ∈ Ri, and no transition from
q ∈ Pi to q′ ∈ Pi.

Finding a transformation for a response property ϕ needs to slightly extend the
definition of TransGuarantee to deal with transitions of a Streett automaton
leading from states belonging to R to states belonging to R (since such transi-
tions are absent when ϕ is a guarantee property). Therefore, we introduce a new
transformation called TransResponse obtained from the TransGuarantee trans-
formation (Def. 9) by adding a rule to deal with the aforementioned difference.

Definition 11 (Response Transformation). Let consider a Streett response-
automaton Aϕ = (QAϕ , qinit

Aϕ , Σ,−→Aϕ , (R, ∅)) recognizing a response prop-
erty ϕ ∈ Response(Σ) defined over a language Σ. We define a trans-
formation TransResponse of this automaton into an enforcement monitor
A↓ϕ = (QA↓ϕ , qinit

A↓ϕ , StopA↓ϕ ,−→A↓ϕ
) using the transformations of the

TransResponse transformation and adding the following rules to define →A↓ϕ

from →Aϕ :

q
a/store−→ A↓ϕ

q′ if q ∈ R ∧ q′ /∈ R ∧ q
a−→Aϕ q′ ∧ ∃q′′ ∈ R · q′′ ∈ ReachAϕ(q′)

q
a/halt−→ A↓ϕ

q′ if q ∈ R ∧ q′ /∈ R ∧ q
a−→Aϕ q′∧ �∃q′′ ∈ R · q′′ ∈ ReachAϕ(q′)

An EM A↓ϕ obtained from TransGuarantee(Aϕ) behaves as follows. Informally
the principle is similar to the one of guarantee enforcement, except that there
might be an alternation in the run between states of R and R. While the current
execution sequence does not satisfy the underlying property (the current state
of Aϕ is in R), it stores each event of the input sequence. Once, the execution
sequence satisfies the property (the current state of Aϕ is in R), it dumps the
content of the memory and the current event.

Example 5 (Response Transformation). Fig. 4 (left-hand side) shows a Streett
automaton recognizing the response property ϕ4 introduced in example 1. Its
set of states is {1, 2, 3, 4}, the initial state is 1, and we have R = {1} and P = ∅.
The right-hand side shows the EM enforcement the same property, obtained
by the TransResponse transformation. One can notice there is one stopping
state 4.
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1 2 3

4

{deny auth, grant auth}

req auth log

Σ \ {log}

{op, req auth}

log

Σ

1 2 3

4

{deny auth, grant auth}/dump

req auth/store log/store

Σ \ {log}/halt

{op, req auth}/halt

log/store

Σ/halt

Fig. 4. A response-automaton and the corresponding EM for property ϕ4

5.2 Enforcement wrt. the Safety-Progress Classification

Using the aforementioned transformations it is possible to derive an EM of a
certain property from a recognizing automaton for this (enforceable) property.
In the following, we characterize the set of enforceable properties wrt. the safety-
progress classification.

Enforceable Properties. Now, we delineate the class of enforceable properties.
Notably, the safety (resp. guarantee, obligation and response) properties are
enforceable. Given any safety (resp. guarantee, obligation, response) property ϕ,
and a Streett automaton recognizing ϕ, one can synthesize from this automaton
an enforcing monitor for ϕ using systematic transformations. This also proves
the correctness of these transformations.

Theorem 1. Given a program PΣ, a reasonable safety (resp. guarantee, obli-
gation, response) property ϕ ∈ Safety(Σ) (resp. ϕ ∈ Guarantee(Σ), ϕ ∈
Obligation(Σ), ϕ ∈ Response(Σ)) is enforceable on P(Σ) by an EM obtained
by the application of the safety (resp. guarantee, obligation, response) transfor-
mation on the automaton recognizing ϕ. More formally, given Aϕ recognizing ϕ,
we have:

(ϕ ∈ Safety(Σ) ∧A↓ϕ = TransSafety(Aϕ)) ⇒ Enf(A↓ϕ, ϕ,PΣ),
(ϕ ∈ Guarantee(Σ) ∧A↓ϕ = TransGuarantee(Aϕ)) ⇒ Enf(A↓ϕ, ϕ,PΣ).
(ϕ ∈ Obligation(Σ) ∧A↓ϕ = TransObligation(Aϕ)) ⇒ Enf(A↓ϕ, ϕ,PΣ).
(ϕ ∈ Response(Σ) ∧A↓ϕ = TransResponse(Aϕ)) ⇒ Enf(A↓ϕ, ϕ,PΣ).

Complete proofs for each class of properties are provided in [11].

Non-enforceable Properties. Persistence properties are not enforceable by
our enforcement monitors. Such a property is ϕ5 introduced in example 1 stat-
ing that “an incorrect use of operation op should imply that any future call
to req auth will always result in a deny auth answer”. One can understand the
enforcement limitation intuitively using the following argument: if this prop-
erty was enforceable it would imply that an enforcement monitor could decide
from a certain point that the underlying program will always produce the event
deny auth in response to a req auth. However such a decision can never be taken
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without reading and memorizing first the entire execution sequence. This is of
course unrealistic for an infinite sequence.

As a straightforward consequence, properties of the reactivity class (contain-
ing the persistence class) are not enforceable by our enforcement monitors.

6 Discussion

An important question not yet addressed in this paper concerns the practical
issues and possible limitations raised by the approach we propose. These limita-
tions fall in several categories.

First, it is likely the case that not all events produced by an underlying pro-
gram could be freely observed, suppressed, or inserted. This leads to well-known
notions of observable and/or controllable events, that have to be taken into ac-
count by the enforcement mechanisms. To illustrate such a limitation, consider
a system in which there is a data-flow dependence between two actions. It seems
in this case that the enforcement ability is impacted since the first action cannot
be frozen (otherwise, the second action could not be executed). Another exam-
ple is that some actions, important from the security point of view, may not be
visible from outside the system (and hence from any enforcement mechanism).
Solving these kinds of issues means either further refining the class of enforce-
able properties (taking these limitations into account), or being able to replace
non-controllable or non-observable actions by “equivalent” ones.

Moreover, it could be also necessary to limit the memory resources consumed
by the monitor. A possible solution is to store only an abstraction of the sequence
of events observed (e.g. using a bag instead of a FIFO queue, or a set as in [6]).
From a theoretical point of view, this means defining enforcement up to some
abstraction preserving trace equivalence relations. We strongly believe that our
notion of enforcement monitors (with a generic memory device) is a suitable
framework to study and implement this feature.

Furthermore, an other working direction concerns confidence indebted to the
implementation of such enforcement monitors. Such an implementation should
remain in a size which permits to prove the adequacy between the enforced
property and the semantics of the original underlying program. Such a concern
follows the well-known principle of minimizing the trusted computing base.

7 Conclusion

In this paper our purpose was to extend in several directions previous works on
security checking through runtime enforcement. Firstly, we proposed a generic
notion of finite-state enforcement monitors based on generic memory device and
enforcement operations. Moreover, we specified their enforcement abilities wrt.
the general safety-progress classification of properties. It allowed a fine-grain cha-
racterization of the space of enforceable properties, which encompasses previous
results on this area. Finally, we proposed a set of (simple) transformations to
produce an enforcement monitor from the Streett automaton recognizing a given
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safety, guarantee, obligation or response security property. This feature is partic-
ularly appealing, since it allows to automatically generate enforcement monitors
from high-level property definitions, like property specification patterns [14] com-
monly used in system verification.

Several perspectives can be foreseen from this work, but the most important
issue would be certainly to better demonstrate its practicability, as discussed
in Sect. 6. A prototype tool is currently under development, and we plan to
evaluate it on relevant case studies in a near future.
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Abstract. Verifying that programs trusted to enforce security actually
do so is a practical concern for programmers and administrators. How-
ever, there is a disconnect between the kinds of tools that have been
successfully applied to real software systems (such as taint mode in Perl
and Ruby), and information-flow compilers that enforce a variant of the
stronger security property of noninterference. Tools that have been suc-
cessfully used to find security violations have focused on explicit flows of
information, where high-security information is directly leaked to output.
Analysis tools that enforce noninterference also prevent implicit flows
of information, where high-security information can be inferred from a
program’s flow of control. However, these tools have seen little use in
practice, despite the stronger guarantees that they provide.

To better understand why, this paper experimentally investigates the
explicit and implicit flows identified by the standard algorithm for estab-
lishing noninterference. When applied to implementations of authentica-
tion and cryptographic functions, the standard algorithm discovers many
real implicit flows of information, but also reports an extremely high
number of false alarms, most of which are due to conservative handling
of unchecked exceptions (e.g., null pointer exceptions). After a careful
analysis of all sources of true and false alarms, due to both implicit and
explicit flows, the paper concludes with some ideas to improve the false
alarm rate, toward making stronger security analysis more practical.

1 Introduction

The last decade has seen a proliferation of static analysis tools that analyze com-
modity software to discover potential security vulnerabilities. For example, tools
have been developed, in research and industry, to uncover SQL injection vulner-
abilities [16,9], missed access control checks [25], user-kernel pointer bugs [13],
and format string vulnerabilities [6,21]. At their core, these tools are quite sim-
ilar in that they track the flow of security-relevant data through the program.
For example, many programs receive untrusted input from the filesystem or the
network. If such data is unduly trusted it can be used for malicious purposes,
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e.g., to construct an unexpected SQL query string or printf format string that
leaks secrets or compromises the program. An analysis may track the flow of
input data to ensure it is santized or verified before it is trusted. An analysis
may dually check whether secret data, such as a cryptographic key or password,
may flow to a public channel; if so, this constitutes an information leak [3].

The last decade has also seen the development of security-typed programming
languages [20] (such as Jif [18], a variant of Java) that enforce flavors of the
security property of noninterference [11,19]. Like the tools mentioned above, such
languages ensure that no untrusted data explicitly flows to trusted contexts (and
dually, that no secret data flows to public contexts). However, unlike these tools,
security-typed languages also ensure that there are no illegal implicit flows, which
arise due to control-dependent assignments. For example, given two boolean-
typed variables H and L, the code fragments L := H and if (H) then L :=
true; else L := false are semantically equivalent. In the first, H explicitly
flows to L via an assignment. In the second, no direct assignment takes place,
but nevertheless H has the same value as L at the conclusion of execution; thus
we say that H implicitly flows to L.

To our knowledge, implicit flow checking is not performed by mainstream
tools. On the upside, tracking implicit flows could reveal more security vul-
nerabilities. On the downside, an analysis that tracks implicit flows could waste
developer time, either by being too inefficient or producing too many false alarms
(warnings that do not correspond to actual problems). A natural question is “do
the benefits of implicit flow analysis outweigh the costs?”

This paper presents the results of a study we performed toward answering
this question. We analyzed several libraries for information leaks using JLift,
an interprocedural extension of the Jif security-typed language [14] and care-
fully analyzed the results to see how often JLift alarms real implicit information
flows, and how often they were false alarms. The code we analyzed implemented
security-critical functions: three different authentication methods in the J2SSH
Java SSH library and three different cryptographic libraries from the Java im-
plementation of the Bouncy Castle Cryptography API. We chose these appli-
cations for two reasons. First, they are security-critical, so understanding their
information leaks is important. Second, password checking and encryption di-
rectly manipulate sensitive data, and are known to induce illegal flows implicitly.
Therefore, the prevalence of true leaks in these routines suggests the best case
for finding potential leaks due to implicit flows, while the prevalence of false
alarms points to the human costs of analyzing an implicit flow checker’s results
when doing so is likely to be worthwhile.

To perform the analysis, we labeled sensitive data, such as passwords or cryp-
tographic keys, as secret, and labeled output channels as public, so that JLift
emits an alarm each time it discovers secret information could be inferred over a
public channel. For our benchmarks, implicit flows caused 98% (870 out of 887) of
the alarms, and of the 162 alarms identifying true information leaks, 145 of these
(89%) were due to implicit flows. On the other hand, there was a tremendous
number of false alarms (725), all of which were due to implicit flows (i.e., 83% of
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the implicit flow alarms, or 725 out of 870, could not arise at runtime). Examining
these further we find that the overwhelming majority (845 out of 870) of im-
plicit flow alarms arise from the potential to throw an exception after examining
sensitive data. Moreover, while the false alarm rate for flows induced by normal
conditional statements is 30%, the rate of false alarms for exception-induced flows
is much higher, at 85%. The false alarm rate from unchecked exceptions, such
as NullPointerExceptions and ArrayIndexOutOfBoundsExceptions, is higher
still: 757 of the 845 exception-induced flows were due to unchecked exceptions,
and 706 of these (or 93.2%) were false alarms.

We draw two conclusions from these results. On the one hand, implicit flow
checking can be valuable: JLift emitted 145 alarms that correspond to true im-
plicit flows of secret information. On the other hand, the human cost of dealing
with the many false alarms is likely to be quite high, and could well be the reason
that most tools perform no implicit flow checking. However, because the high
rate of false alarms comes from a few identifiable sources (notably exceptions,
particularly unchecked exceptions), we see much potential for improvement. In
particular, we suggest that implicit flow checking tools: (1) employ more power-
ful, secondary analyses for ruling out spurious alarms due to infeasible unchecked
exceptions; (2) rank the errors reported, beginning with explicit flows, followed
by implicit flows not from exceptions, and finally reporting implicit flows due
to exceptions; (3) employ annotations so that programmers can indicate code
that has been checked by an alternative method, such as a human code review
or extensive testing.

2 Program Analysis for Security

A large body of work has explored the use of programming languages and anal-
yses, both static and dynamic, to detect security vulnerabilities. Many analyses
aim to discover source-sink properties, or explicit flows. For example, to discover
a possible format string vulnerability, a programmer could use the Cqual [10]
static analyzer to give printf the type printf(untainted char* fmt, ...).
This type specifies that printf’s first argument must not come from an untrusted
source. Input functions are then labeled as producing potentially tainted data,
e.g., the type tainted char* getenv(char *name) indicates that the value re-
turned from getenv is possibly tainted, since it could be controlled by an at-
tacker. Given this specification, Cqual can analyze a source program to discover
whether data from a source with type tainted char* is able to explicitly flow,
via a series of assignments or function calls, to a sink of type untainted char*.
If such a flow is possible, it represents a potential format string vulnerability.

Explicit flow analysis tools [9,16,24] can be used to detect a variety of integrity
violations, such as SQL injection vulnerabilities [16,9], format string vulnerabil-
ities [6,21], missed access control checks [25], and user-kernel pointer bugs [13].
These tools can also be used to check confidentiality-oriented properties, to en-
sure that secret data is not inadvertently leaked. In this case, the programmer
would label sensitive data, such as a private key, as secret and arguments to
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output functions as public, and the analyzer would ensure that secret data never
flows to public channels (except under acceptable circumstances, e.g., after an
access control check). Scrash [3] uses Cqual in this way to identify sensitive
information that should be redacted from program crash reports.

While common, explicit flows are but one way in which an attacker is able
to gain information about a program’s execution for malicious purposes. The
other possibility is to use an implicit flow by which, in the case of confidentiality
properties, the attacker learns secret information indirectly, via a control channel.
As a simple illustration, consider the following program:

secret int x;
void check(public int y) {
if (x > y) then printf("greater\n");
else printf("smaller\n");

}

Cqual would not report a violation for this program: the secret integer x is not
leaked via an explicit flow to the public console. However, information about x
is leaked, in particular whether or not x is greater than the attacker-controlled
variable y. Invoked repeatedly, with different values of y, such a function could
ultimately leak all of x. It has been shown that cryptosystem implementations
can end up leaking the private key if they contain certain kinds of implicit flows,
e.g., by reporting the stage in which a decryption failed [1,2,23]. Conversely, an
attacker’s input can influence a program to corrupt trusted data, e.g., by turning
a setuid-invoking program into a confused deputy [5].

These problems are violations of the more general information flow security
property of noninterference [11]. For confidentiality, a program that enjoys non-
interference will not leak secret information to public outputs in any manner,
whether via implicit or explicit flows. Security-typed programming languages [20]
such as Jif [18] enforce noninterference via type checking. Program types are
annotated with security labels like the secret and public qualifier annota-
tions above, and security correctness is guaranteed through type checking: type-
correct programs do not leak secret information on public channels. Thus, using
a security-typed language, the check function above would be correctly flagged
as a potential leak of information.

3 Security Type Checking and Implicit Flows

The question we address in this paper is whether implicit flow checking as done
by security-typed languages is efficacious—is the signal worth the noise? This
section describes the standard security-type checking algorithm used to detect
implicit flows and considers possible sources of imprecision. The next section
examines the number and sources of true and false alarms when using this algo-
rithm to analyze some security-critical Java libraries.

In a security-typed language, types are annotated with security labels, anal-
ogous to type qualifiers: the integer type int can be labeled with the label high
as int{high} to signify a high-secrecy integer. The labels are ordered, inducing
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1 int{Public} authenticate(AuthenticationServer auth,
2 SshAuthRequest msg) {
3 Key{Secret} key = reader.readBinaryString();
4 if (checkKey == 0) {
5 if (verify.acceptKey(msg.getUsername(), key)) {
6 SshAuthPKOK reply = new SshAuthPKOK(key);
7 auth.sendMessage(reply);
8 return READY; }
9 else return FAILED; } }

Fig. 1. Example Authentication Code From J2SSH

a subtyping relation � on labeled types. In particular, because low is less secret
than high, int{low} is a subtype of int{high}, written int{low} � int{high}. If
h and l are respectively high and low secrecy variables, then the assignment
statement h := l is allowed, as int{low} � int{high}. On the other hand, l := h

is not allowed, preventing an illegal explicit flow, as int{high} �� int{low}.
The statement if h == 0 then l := 1 else l := 0 contains an implicit flow of

information from h to l, as by observing l we learn information about the value
of h. The standard way [20] to check for implicit flows is to maintain a security
label PC� for the program counter. This label contains the information revealed
by knowing which statement in the program is being executed at the current
time. PC� is determined by the labels of guards of any branches taken: if the
program branches on a condition that examines a high-security value, PC� is set
to high while checking the code in the branches. When a variable with label m
is assigned, we require PC� � m. In the above statement, the branch condition
(h == 0) causes the PC� to be high when checking the branches, meaning that
any assignment to l is illegal and so the code is rejected.

For a more realistic example, consider the code in Figure 1, taken from the
J2SSH implementation of public-key authentication. We use the label Secret

to represent high security, and Public to represent low security. This code is
executed when a user is attempting to authenticate using an SSH key. The
acceptKey method checks if the specified key is an accepted key for the user that
is attempting to log in. As this contains information about the system, acceptKey
returns a Secret boolean value, causing PC� to become Secret. As such, the
value READY returned from the branch must also be considered Secret, but notice
that we have annotated the return value of authenticate as int{Public}, so this
constitutes an implicit information leak.

While sound, the use of PC� to find implicit flows is conservative. Consider the
program if h == 0 then l := 1 else l := 1. This program leaks no information—
the value of l is always 1, no matter what the value of h—but the type sys-
tem rejects it as an illegal flow. A more pernicious source of false alarms is
the throwing of exceptions. For example, the Java code obj.equals(otherObj)

throws a NullPointerException at run time if obj is null. If such an exception
occurs while PC� is high, the resulting termination of the program (assuming
the exception is not caught) is publicly-visible, and thus is an implicit flow of
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information. In the example in Figure 1, such an exception thrown within the
call to sendMessage could reveal whether the given key was accepted. Therefore,
if the type system cannot prove that obj is always non-null, then dereferencing it
must be considered as possibly throwing a null pointer exception. An analogous
situation arises with other exceptions, such as array bounds violations and class
cast exceptions.

Jif’s type checker makes some attempt to prove that certain objects cannot be
null and that some array accesses are legal, but its analysis is fairly simplistic.
For example, the analysis operates only on local variables (not fields or formals),
and is only intraprocedural. Programmers are thus forced to work within the
limits of the analysis to limit false alarms. For example, it is a common practice
to copy fields and formal method arguments into local variables to check if
the objects are null before invoking methods on them. Redundant null checks
and empty try/catch blocks (where the programmer presumes no exception can
actually be thrown but the analysis cannot detect this) are also common.

While Jif’s analysis could be improved, determining whether a runtime ex-
ception could occur or not is undecidable [15], so no analysis can be perfect. To
show the general difficulty of the problem, consider the following code (taken
from the public key authentication routine in J2SSH):

1 byte[] decode(byte[] source, int off, int len) {
2 int len34 = len ∗ 3 / 4;
3 byte[] outBuff = new byte[len34];
4 ...
5 }

In this code, the statement new byte[len34] could throw a
NegativeArraySizeException, meaning that the program attempted to cre-
ate a byte array with a negative size (if len34 is negative). As this code
is invoked after checking whether a username is valid on the system, the
program crashing here after a negatively-sized array is created could reveal this
information to the requester. While the passed-in value len is meant to always
be positive, there is no easy way, in general, for a program analysis to determine
this. In our manual analysis, we determined that the only call to decode by the
public key authentication method was with the variable bytes.length, where
bytes was an array returned by String.getBytes(), a quantity that will always
be non-negative.

4 Experiments

To determine the impact of implicit program flows in analyzing real code,
we analyzed six implementations of security functions: (1) three different au-
thentication methods in the J2SSH Java SSH library:1 and (2) three differ-
ent cryptographic libraries from the Java implementation of the Bouncy Castle

1 J2SSH is available from http://sourceforge.net/projects/sshtools
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Program Security Function
# Alarms False Alarms False Alarm

RateTotal Explicit Implicit Explicit Implicit

J2SSH Password 7 0 7 0 3 42.86 %
Keyboard Interactive 23 0 23 0 19 82.61 %
Public Key 170 0 170 0 111 65.29 %

BouncyCastle RSA 218 3 215 0 186 86.51 %
MD5 209 4 205 0 199 97.07 %
DES 260 10 250 0 207 82.80 %

Fig. 2. False alarm rates for the three authentication methods present in J2SSH. The
first and column columns give the application and security function that was analyzed.
The third column gives the total number of alarms, with the fourth and fifth columns
containing the number of alarms raised by both potential explicit and implicit flows.
The sixth and seventh column gives the number of false alarms (subdivided between
explicit and implicit flows), while the seventh column gives the overall percentage of
false alarms among all of the alarms reported by JLift.

Cryptography API.2 The J2SSH authentication methods that we investigated
were password-based, keyboard-interactive, and public-key-based. The Bouncy
Castle implementations that we investigated were RSA Encryption (using SHA1
Digests), MD5 Hashing, and DES Encryption. To gather statistics about the ex-
isting runtime exceptions in these codebases, we used JLift, an interprocedural
extension of the Jif security-typed language [14].

The results from our investigations are summarized in Figure 2. Our experi-
ments show the following:

– Implicit flows corresponded to most of the leaks of information in these
applications. In the SSH authentication methods, there were no explicit in-
formation leaks, while there were only a handful of explicit leaks in the
cryptography libraries. In total, leaks corresponding to explicit flows made
up less than 2% of the reported alarms, and none of the explicit flows corre-
sponded to a false positive.

– The implicit flows arising from unchecked runtime exceptions dominate all
other flows. Specifically, 757 out of 870 (87 %) of alarms caused by implicit
flows were due to the five types of runtime exceptions (Null Pointer, Array
Out of Bounds, Class Cast, Negative Array, Arithmetic). These results are
summarized in Figure 4.

– Most flows due to unchecked exceptions were caused by program paths that
could not be executed at runtime. Specifically, we manually verified that 706
alarms (out of 824 total exceptional alarms) could not occur at run time.

4.1 Methodology

We chose to analyze two different codebases for information leaks: an SSH
server and a cryptographic library. These programs are security-critical, and thus
2 BouncyCastle implementations for Java and C# are available at
http://www.bouncycastle.org/
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constitute a worthy target of security analysis. While it would be unsurprising to
find implicit (and explicit) flows in these programs since they manipulate secret
information in an observable way (e.g., by outputting the result of a password
check or emitting ciphertext), our interest is of effectiveness: does the standard
algorithm, when applied to mature code written in a natural style, identify the
true explicit and implicit information flows without producing a deluge of false
alarms?

4.2 Analysis Methodology

Details of Security Analysis. To perform an information-flow analysis with-
out explicitly converting the code into Jif as well as investigating how a im-
plicit flow checker behaved when applied to code written in a natural style, we
used JLift [14], a modification of the Jif compiler to perform a whole-program
information-flow analysis on Java programs. From a set of seed labels, JLift
propagates security information across procedure calls by determining a set of
summary constraints for each method, a standard method in static analysis [22].
JLift relies on the Jif compiler to generate these constraints: in particular, it
annotates types with a security label and uses a program counter to detect
implicit flows. We ran JLift using a context-sensitive treatment of methods, as-
sociating a unique set of summary constraints to each instance of a method
call. Our experience has been that context sensitivity is required for an accurate
information-flow analysis [14].

Annotation of JLift. To analyze these programs for security errors, we labeled
protected data as high security and analyzed the resulting flows. As JLift does
not report all possible program paths that lead to a violation, we ran the tool
multiple times, suppressing earlier warnings by adding some “declassification”
annotations (which indicate that certain flows should be ignored). To efficiently
catalogue exceptions that could be thrown at runtime that would affect the
program counter, we first used the analysis to determine which methods could
be invoked from a high program counter location. We then had JLift enumerate
the runtime exceptions, determined by an interprocedural propagation analysis,
that could possibly be thrown by those methods. We investigated each of these
runtime exceptions to determine if they could be thrown at run time.

Following Jif’s behavior, we did not directly analyze the program flows that
could occur when invoking a library function at runtime. For conservativity, we
assigned each instance of a class defined in a library a label variable L and treated
each value passed to or returned from methods or fields as having label L. This
prevented secure information from being laundered by being passed through
library functions.

False Alarms. We define a false alarm as an alarm that the analysis tool reports
that corresponds to an infeasible program path. For example, if the variable v

is always not null, then an alarm raised by the statement v.foo() attributed to
a NullPointerException at this point would be false. We marked an alarm as
true when we could manually confirm the flagged path could actually execute



64 D. King et al.

at run time; all other alarms were considered false. As an example, Jif’s null
pointer analysis is only performed on local variables; all fields are considered to
be possibly null. As such, many times a field dereference was incorrectly flagged
as problematic even though all feasible paths initialized the field (e.g., in the
constructor) before dereferencing it.

Several places in the code explicitly throw an exception: for example, if a
block to encrypt was too large for the RSA cipher, the program would throw a
DataLengthException. We did not count explicitly thrown exceptions or excep-
tions from library calls (for example, IOException on file open) as false alarms.
The code for MD5 hashing explicitly threw exceptions at only three locations,
as opposed to DES, which threw exceptions at nineteen locations: this accounts
for some of the difference in false positive rate between the two.

4.3 J2SSH

J2SSH is a Java SSH library that contains an SSH server implementation that
has three different authentication methods: password, keyboard-interactive, and
public-key authentication. This code most directly leaks information to potential
attackers. If the programmer is not careful, information leaks in an authentica-
tion system risk giving away important information about the system, such as
legal user names or even passwords (perhaps subject to a brute-force attack).

J2SSH handles authentication by allowing the host operating system to pro-
vide a native authentication mechanism. This object represents the operating
system mechanism for checking and changing passwords. Our experiment was
thus to see how the J2SSH server code protected the native authentication mech-
anism. We marked information associated with the native authentication mech-
anism as Secret and assumed that the authentication method returned a Public

result.
There were only three means of communicate with the user in the J2SSH

server: (1) the returned result from authentication (a boolean), (2) messages
sent by the server back to the client, and (3) abnormal termination of the SSH
server. There were no explicit flows of information in these codebases, as each of
the authentication methods behaved similarly to the code from Figure 1: based
on the result of a secret query, a value is returned to the user, a message is sent,
or the program terminates.

4.4 Bouncy Castle Cryptographic Implementations

We also ran our analysis on the implementations of three cryptographic imple-
mentations from the Java implementations of the Bouncy Castle Cryptographic
APIs: RSA asymmetric-key encryption (with SHA1 digests), MD5 hashing, and
DES symmetric-key encryption.

For these codebases, we labeled both the keys and the data being encrypted
or hashed as secret. For each function, the code performing the encryption con-
tained many low-level bitwise operations, including accesses to pre-defined con-
stant arrays and bit-shifts. This lead to many more possible array access errors
reported in the Bouncy Castle cryptographic libraries than in J2SSH. This also
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1 int newKey[32], boolean pc1m[56], boolean pcr[56];
2 for (int j = 0; j < 56; j++) {
3 int l = pc1[j];
4 pc1m[j] = (key[l >>> 3] & bytebit[l & 7]) != 0; }
5 for (int i = 0; i < 16; i++) {
6 int l, m, n;
7 if (encrypting) { m = i << 1; } else { m = 15 − i << 1; }
8 n = m + 1; newKey[m] = (newKey[n] = 0);
9 for (int j = 0; j < 28; j++) {

10 l = j + totrot[i];
11 if (l < 28) { pcr[j] = pc1m[l]; } else { pcr[j] = pc1m[l − 28]; }
12 } for (int j = 28; j < 56; j++) {
13 l = j + totrot[i];
14 if (l < 56) { pcr[j] = pc1m[l]; } else { pcr[j] = pc1m[l − 28]; }
15 } for (int j = 0; j < 24; j++) {
16 if (pcr[pc2[j]]) { newKey[m] |= bigbyte[j]; }
17 if (pcr[pc2[j + 24]]) { newKey[n] |= bigbyte[j]; } } }

Fig. 3. Code from the DES key scheduling code, where the original secret key is split
into two keys to operate on half of a 64-bit encryption string. Nearly every line of the
above code was flagged as possibly throwing an exception.

accounts for the slightly higher false positive rate in the Bouncy Castle crypto-
graphic implementations as compared to J2SSH.

Figure 3 shows a typical example of code where it is difficult to rule out impos-
sible runtime exceptions. The code was taken from the implementation of DES
and contained a very large false alarm rate: nearly every line of the algorithm
was flagged as possibly throwing at least one exception. Automatically verifying
that this code cannot throw an exception is difficult: it requires knowledge of
the contents custom-built arrays bytebit, totrot, bigbyte, knowing that these
arrays cannot change and carefully maintaining knowledge of possible bounds
on each variable. With some effort, we were able to manually verify that each
line of the above code could not throw a runtime exception.

4.5 Discussion

Figure 4 contains statistics about implicit flows, exceptional flows, and alarms
raised by the five most commonly occurring runtime exceptions. From this figure,
we can see that most alarms were caused by implicit flows, and that most of these
implicit flows were caused by exceptions. Of these, five exceptions make up the
bulk of the false alarms reported by the Jif program analysis: null pointer errors,
array bounds errors, class cast errors, negative array errors, and arithmetic errors
(divide by zero). The applications that we looked at had no explicit flows that
corresponded to infeasible runtime paths; this may be due to the small number
of explicit flows that these applications contained.

Our experimental results suggest that developers analyzing code for
information-flow security should follow an iterative process: first analyze
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Exception # Alarms False Alarms False Alarm Rate
% of Total

Alarms

all flows 887 725 81.74 % 100 %
all implicit 870 725 83.33 % 98.08 %
all exceptions 824 706 79.59 % 92.90 %
null pointer 475 455 95.79 % 53.78 %
array bounds 233 204 87.55 % 26.27 %
non-exceptional implicit flows 46 14 30.43 % 5.19 %
class cast 24 22 91.67 % 2.78 %
negative array 20 20 100.0 % 2.76 %
arithmetic exception 5 5 100.0 % 0.56 %

Fig. 4. Rates of false alarms per exception for the most commonly-occurring runtime
exceptions. The first column gives the type of exception, the second gives the number
of alarms, the third gives the number of those that were due to an code path that is not
realizable at runtime, and the fourth gives the rate of false alarms. The fifth column
shows the percentage of total alarms (number of alarms from this category divided by
total alarms) that were caused by this specific exception type.

explicit flows, then analyze implicit flows that occur because of non-exceptional
program paths, and finally analyze the remaining implicit flows.

Most of the implicit flows reported by the analysis that were not false alarms
corresponded to technical violations of noninterference. For example, in DES, the
eventual size of the output buffer for ciphertext (publicly available) depended
on the size of the data to be encrypted. There were also several authentication
flows that revealed information about whether a username was valid or not, but
these occurred after the password was successfully verified, making these flows
difficult to exploit. For example, when a login attempt was valid but the user
was required to change his or her password, the server would send a message
with this information.

A handful (3) of implicit flows that we marked as false alarms were not caused
by the type-based nature of the analysis. These alarms occurred because the
J2SSH KBI authentication method assigned three variables to both high security
and low security values and the Jif program analysis treated all occurrences of
those variables as high security data.

We make no judgment about the value of true alarms. Each of the true alarms
represented a violation of noninterference. Methods for determining the severity
of these alarms (for example, statically determining for each alarm a quantitative
upper bound of number of bits leaked, as in recent work [17]) are beyond the
scope of this paper.

One may wonder how our results with JLift speak to Jif programming as it is
done today, as Jif has been used to build several substantial systems, including
JPMail, a mail client [12] and a Civitas, remote voting system [7]. The answer is
simple: the programmer must work around the imprecision of various analyses
in order get the program to type check. As mentioned before, programmers
often copy fields into local variables because the null pointer analysis in the
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compiler is only done on local variables. Empty catch statements, signaling the
programmer’s belief that a runtime exception should not affect the security of
the program counter, are also quite common. To quantify these observations,
we examined the Civitas code base, which contains over 13000 lines of Jif Code.
We found 568 empty catch statements to handle unexpected runtime exceptions.
Of these, 429 of these caught exceptions were given the variable name imposs,
indicating that the programmers believed that it was impossible for these errors
to occur. Of the remainder, 13 of them were given the variable name unlikely,
indicating that the programmers thought it was not likely that these errors would
occur. While programmer belief does not guarantee all of these exceptions are
impossible or unlikely, these coding constructions speak to the need for a sound
but less burdensome way for developers to handle implicit flows arising from
runtime exceptions.

5 Towards Painfree Noninterference

In this section we suggest several approaches for handling the high rate of false
alarms.

Modern programming languages support robust features for error handling
and recovery. As an imperative object-oriented language, Java gives more con-
trol over errors than previous languages like C and C++: if an error occurs in
code, the Java runtime can catch and handle it, rather than simply terminating.
However, the possibility for failure at every method call or array access in Java
makes it difficult to perform an accurate information-flow analysis. Once the pro-
gram counter has been raised to secret by a high-security conditional or thrown
exception, even one that might itself be a false alarm, a sound static analysis
must treat the execution of the rest of the program as conditional, meaning that
every possible exception raised after this must be reported and handled.

From Figure 4, it is clear that better program analyses would aid in re-
ducing the number of false alarms. Currently, most null pointer accesses can-
not be proven safe by Jif, and as almost any line of Java code can throw a
NullPointerException, this leads to an unacceptably high number of false alarms.
Improved analyses could reduce this false alarm rate, but due to the fundamen-
tal undecidability of determining if a null pointer access is safe [15] combined
with the difficulty of maintaining invariants for every line of code (as seen in
Figure 3), these analyses will likely remain imperfect.

One way to improve the power of these analyses is to rely more on programmer
annotations. For example, a programmer could annotate when an object could
possibly be null, rather than the opposite: this would shift the burden of dealing
with null pointer analyses to annotating which variables could possibly store
the null value. Security-typed languages could also be integrated with tools such
as ESC/Java [4,8] that can verify these annotations and so prove properties of
variables and array bounds while reducing the number of false positives reported
by the security analysis. Adding a new block primitive to the Jif programming
language that indicated that the enclosed code could not terminate abnormally
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would allow Jif programmers to make trusted sections of code more explicit
without relying on empty try/catch blocks, as in the Civitas codebase.

As we have seen, a sound security analyses must therefore consider a large
number of runtime program paths, not all of which can occur at runtime. Flow
Caml [19] is a security-typed language based on Caml Lite, a member of the ML
family of functional programming languages. As ML does not have the concept
of a null pointer, Flow Caml does not require a null pointer analysis for pro-
grammers to use the language. It may be possible to, by changing the semantics
of the underlying Java language, modify the kinds of flows that can occur at
runtime and so reduce the number of false positives reported by a static analy-
sis. Another possibility is to change our security model to insert a global system
declassifier so that certain classes of implicit flows (those with a high noise rate)
are allowed to leak information about secret data. If this is adopted, care must
be taken to ensure that these flows cannot be repeatedly exploited to gain a
substantial amount of information from the system.

Finally, different programming models could aid in reducing the number of
false alarms. If a section of code can be encapsulated as only taking input and
returning an output (rather than possibly terminating in the middle of its com-
putation), then any implicit flows that occur during this computation can be
folded into the input (through a try/catch block, for example). If every oper-
ation that is performed inside of a high program counter region will not throw
an exception, then the only implicit flows that can occur during a program are
updates to the system’s global state performed by these operations (such as
message sends and receives). It may be possible to automate this approach.

6 Conclusion

In this paper, we have outlined the impact of considering implicit flows in a secu-
rity analysis. Our experiments show that when checking mature, security-critical
code, the standard type-based algorithm reports a strikingly large number of im-
plicit flows as false alarms. Most of these implicit flows are induced by unchecked
exceptions that a static analysis is not able to prove are infeasible at runtime. If
we are to make security analysis with implicit flows practical, better tools and
different programming techniques are necessary.
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Abstract. In the literature, reputation systems are used to evaluate
other entities behavior and have many applications such as, for instance,
the detection of malicious entities. The associated models are based on
mathematic formulae, in order to formaly define elements such as the
reputation evaluation and evolution and the reputation propagation be-
tween peers. Current proposals describe the behaviors of their models by
examples, with few (if not no) formal analyses. In this article, we state the
basic security properties such systems require and we show that current
systems may not satisfy them on specific scenarios, which can be used
by malicious entities to take advantage of the system. We also present
a new reputation scheme, designed to satisfy these properties, and we
compare it to existing research works.

1 Introduction

In the literature, reputation systems are used to evaluate behaviors of subjects,
processes or systems and for instance detect malicious entities. The associated
models [1,2,3], based on mathematic formulae, generally take into account two
actions: the operations to perform when an incorrect behavior is detected and
the operations to perform when no malicious behavior is detected during a de-
fined interval of time. These models rely on two main variables, α and β, which
respectively refer to the reputation increase and decrease rates, in case of correct
(respectively incorrect) behaviors.

The global process can be summarized by the following formulae:

– when no malicious behavior is detected for a node ni, between two reputation
checkpoints, the current node nc increases its reputation of α, which means
repnc(ni) = repnc(ni) + α.

– When a node ni has a bad behavior, its reputation decreases of β. If several
malicious behaviors are detected between two reputation checkpoints, some
proposals consider them as a single bad behavior (repnc(ni) = repnc(ni) −
β), while others consider them as several ones (repnc(ni) = repnc(ni) −
nbdetection · β).

An example of application of the reputation systems is the management of groups
[4,5], for instance in ad hoc networks[6]. In this context, groups are used to join
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together nodes which can then share information and communicate. Inside these
groups, which are sometimes considered as communities inside undefined and
potentially malicous environments, the notion of trust is important as it can be
used to detect malicious nodes. Stating security properties such as the collusion
of malicious nodes must not engender an eviction of a correct node and asserting
that they will be respected is thus important. As the design of the reputation
system and the values of its parameters, such as α and β, are linked to the
assertion of the security properties, the system must be defined by taking these
properties into account. In current research works, formal analyses of the system
parameters and assertions of such security properties are not performed.

In this article, we thus propose a formal method to evaluate the system param-
eters, in order to define a robust reputation scheme. In section 2, we first present
the notions bounded to the reputation systems and we analyze the existing ap-
proaches. We then introduce in section 3 our reputation and recommendation
system, with the security properties it must satisfy. In section 4, we present our
formal analyses and specify the values of our system parameters that satisfy
these properties. We then present our simulations, performed on NS-2 [7], and
we compare our results with existing research works. The last section concludes
the article.

2 Limits of Existing Approaches

Many studies [1,2,3,8,9] have proposed reputation systems which rely on two ba-
sic systems: the reputation and recommendation based systems and the referees
based reputation systems. In this section, we thus present these systems and we
analyze existing proposals that rely on them in order to show their limits.

2.1 Reputation and Recommendation Based Systems

In the recommendation and reputation system proposed by Jinshan Liu and
Valérie Issarny [1], several parameters (which are summed up in the table 1)
are associated with each node to evaluate other nodes’ quality. Among these
parameters, SExp is the reputation derived from direct interactions between
the current node and the analyzed one and SRep is a node reputation derived
from personnal evaluations and third nodes information. Moreover, each node
has information about other nodes recommendation quality (RRep). RRep is
used as a weighting coefficient in the reputation evaluations. Finally, Rec is the
reputation declared by a node about a peer and is the only value shared in the
network. For a correct node, Reca(o) = SRepa(o).

An important aspect of this study is the distinction between recommendation
and reputation: when a node provides a correct service, it can always be used,
even if its recommendations are not correct and thus can be ignored.

Reputation evolution: For a node nc, a node’s reputation is based on three
parameters: its old reputation, its new reputation according to nc (which are
both represented by SExpa(o)t) and the other nodes declared reputations RRep,
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Table 1. Recommendation and Reputation System Parameters

SRepa(o)
t node o’s reputation, declared by a, at time t

RRepa(o)
t o’s recommendation, about a, at time t

SExpa(o)
t Immediate experience of a about o

Reca(o)t Recommendation made by a about o, at time t.
ρe,ρc weighting coefficient of the reputation and recommendation functions

where all these parameters are weighted by credibility and freshness coefficients.
The reputation of a node o, according to a node a, is defined as follows:

SRepa(o)t = ρe · SExpa(o)t + (1 − ρe) ·
∑

p(RRepa(p) · Recp(o))
∑

p RRepa(p)

Recommendation evolution: For a node a, the recommendation quality of a node
p relies on the differences between the recommendation made by p (Recp) and
its personnal evaluation (SExpa) for each node o ∈ N . We thus have the basic
formula: diff1(o) = |Recp(o)−SExpa(o)|. However, the differences between the
values of two nodes can be due to analyses of different data (i.e. different con-
texts). In order to solve this problem, they use the notion of tolerance threshold
δa. We then have a difference evaluation diff = 1−diff1

δa
.

The recommendation evolution mechanism satisfies the following principle:
the recommendation of p at time t relies on the precedent recommendation at
time t′ and the evaluation differences in this interval Δt = t − t′: RRepa(p)t =
RRepa(p)t′ · ρc

(t−t′) + diff · (1 − ρc
(t−t′)).

2.2 Referees Based Reputation Systems

In the research work by Conrad and al. [2], the notion of reputation is studied in
order to first mimic the human trust formation and secondly to have a lightweight
approach. They use the notions of subjective trust and distrust to apply their
reputation system to e-services and on-line transactions, as the results are quite
binary: either the result is correct, or not.

As for many studies, the reputation analysis is based on two principal compo-
nents: the node which performs the evaluation and the others. The reputation
function they suggest is reputation(c) = experience(c) · p + (1 − p) · hearsay(c)
where p is the value to assign to our own credibility (p = selfConfidence(c)).

The notion of self-experience is based on two parameters: prior experiences
and immediate experiences. No weighting is made between these two parameters
and we thus have experience(c) = immediateExperience(c)+experience(c)

2 . Another
interesting aspect in this study is the way the hearsay parameter is evaluated:
contrary to the previous study, the nodes do not take into account the infor-
mation from all the nodes of the network. We have a notion of referees R that
are used to analyze a service reputation: hearsay(c) =

∑
r∈R reputationr(c)

|R| . The
choice of a correct value of |R| is important: if we have a too small value, few
analyses will be used and the result may not be representative while with a too
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Fig. 1. Reputation evolution in Jinshan Liu and Valérie Issarny approach

big value, the reputation system becomes too slow. By performing simulations,
they chose |R| = 10 and selfConfidence(c) = 30%.

2.3 Analysis of Existing Proposals

The differences between the reputation and the recommendation is important.
A node can have a quite bad behavior in the group (due to energy problem,
for instance), but always a correct recommendation. In the opposite, an attack
would consist in acting well, in order to avoid attack detection mechanisms,
and lying about the reputation of other nodes, in order for example to obtain
privileges.

In Jinshan Liu and Valérie Issarny study and in others which are similar,
such as [8,9], the reputation and recommendation systems have some flaws: cal-
culi are based on all the nodes of the networks. The first and most obvious
issue is the scalability problem. However, a more important problem happens
when the detection of malicious behaviors can be performed only in local area:
when the group size increases, no significant reputation decrease may occur.
Consider the following example:

– the detection of malicious behaviors can be performed only on direct neigh-
bors, which is often the case for the lowest levels of the ISO model

– we have N nodes, and we consider that each node has k neighbors
– we assume that each node gives correct recommendations

In the figure 1a, we can see that the reputation mechanism suffers from scalability
problems, when the number of nodes increases. In the referee based approach [2],
the authors suggest to take into account only the nodes that belong to the referees
R. This prevents the case illustrated in the figure 1 from occurring. However, no
distinction is made between the reputation and the recommendation. This study
is thus relevant to detect incorrect behaviors for the services, using neighbors’
cooperation, but cannot be used to detect malicious nodes inside the network.

We have seen that existing proposals fail when some conditions occur, such
as when the number of nodes increases while the detection region remains the
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same. These problems arise because formal analyses of the system have not been
performed. For instance, the notion of local region R presented in the referee-
based system is not fully described: how can we evaluate R? What are the
impact of the size of R on the reputation mechanism? As these questions have
not been answered, flaws may be discovered in the future. We can conclude that
the definition of a reputation system requires a formal analysis of the system
and the environment, which is not performed in current proposals.

3 Formal Model for Reputation and Recommendation
Functions

As described in the previous section, reputation systems must be developed using
a formal approach. In this section, we describe our reputation functions. An
example of application of the reputation systems is the management of groups.
We thus present the group decision principle and finally the security properties
reputation systems must satisfy, based on these decisions. Formal analyses are
presented in the next section.

3.1 Definitions of Our Reputation Model

As presented in the section 2, we are able to have a scalable mechanism by using
local region. However, local regions engender local reputations. In our case, as
we want to be able to take the same decisions on the whole group (property 4
of the section 3.2), we must have global reputations. This thus prevents nodes
from waiting the acknowledgement of their decisions.

As the notion of reputation is bound to the recommendation, the way the
recommendation is evaluated is also not correct for group decisions. In fact, the
recommendation we need is a group recommendation, and not a node-dependent
recommendation, as presented in Jinshan Liu and Valérie Issarny research work.
In this study, the recommendation is defined by

reck(i) = reck−1(i) · ρrec + (1 − ρrec) ·
∑n

j=0 diff(repk−1(j, i), repk−1(j))
n

where repk(i, j) is the reputation of i declared by j at the step k. In this formula,
the function diff is used to evaluate the differences between the recommenda-
tions made by the current node and the ones made by the node i.

In order to have a global recommendation, we must evaluate the difference of
the node’s evaluations with all the other nodes’ evaluations. Our notion of group
reputation is defined as the following:

group_reputationk(i) =

∑
j∈Ri

reck−1(j) · repk(i, j)
∑

j∈Ri
reck−1(j)

(1)

Using this formula, we get the following initial group recommendation:

reck(i) = reck−1(i) · ρrec+
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(1 − ρrec) ·
∑n

j=0 diff(repk(j, i), group_reputationk(j))
n

(2)

Note that the recommendation function is studied in section 4.3, as it does not
affect the evaluation of our reputation function in the worst cases.

Finally, the reputation is similar to the one presented in [2]:

repk(i) =
100 · experiences +

∑
j∈Ri∧j�=myself reck−1(j) ∗ repk−1(i, j)

100 +
∑

j∈R∧j�=myself reck−1(j)
(3)

3.2 Group Decisions Principle

In a group management algorithm, we can find two groups of operations for
group management protocols: group operations and group agreements. The first
group describes all the basic decisions, such as «a request to add a node» while
the second one describes all the group decisions, such as «the group adds a
node». This distinction is important as the first operations can be decided by a
single node while the second ones have to be decided by the whole group.

Group Operations. As described above, these operations are made by a single
node: depending on several parameters, a node may want to authorize a new node
to join a group, or may want to evict a node from the group.

Adding a node: A node ni sends an adding message to the group if the local
reputation of the node to add is higher than or equals to thresholdAdd.

Removing a node: As for adding a node, a node sends an eviction message
about the node nm if the node nm has a reputation lower than or equal to
thresholdEvict.

Group Agreements. An important aspect of the group agreements is to have
common decisions: if a node starts a removing or adding operation at the protocol
group layer, all nodes in the network must do it too. In order to have stable group
decisions, we define several functional properties. They rely on the variables τadd,
τeviction and minimal_recommendation which respectively refer to the minimal
number of nodes to take an adding message into account, the minimal number of
nodes to take an eviction message into account and the minimal recommendation
to consider a node’s message as trustworthy. Finally, the variable τ is linked to
security of the systems : τ - 1 is the maximal number of malicious nodes the
system supports. Thus, we have τ ≤ τadd and τ ≤ τeviction.

For the group decisions, there are mainly four functional properties:

Property 1: In order to start an adding operation, a node must have received
τadd adding messages from distinct nodes in the network.

Property 2: In order to start an eviction, a node must have received τeviction

eviction messages from distinct nodes among the network.

Property 3: A node message should be taken into account only if the node
recommendation is higher than or equal to minimal_recommendation.
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Property 4: Upon receiving a group management operation, each node of the
group must take the same decision.

3.3 Basic Security Properties

In the previous section, we have presented the functional properties our reputa-
tion system must satisfy. However, in order to develop a robust system, we must
also state the security properties our system must satisfy.

The first one deals with the impact of the reputation increase rate.

Security Property 1: the collusion of malicious nodes must not engender an evic-
tion of a correct node

For the reputation decrease scenario, two security properties are defined.

Security Property 2: A collusion of malicious nodes must not prevent a malicious
node from having a decrease of its reputation.

Security Property 3: The group must be able to evict a malicious node, according
to the functional properties, when its reputation exceeds a defined threshold.

Finally, in order to prevent malicious nodes from interfering with correct in-
formation about a node, their recommendation must decrease. This is expressed
by the forth security property:

Security Property 4: a node recommendation must decrease if it acts maliciously.

4 Theoretical Quantification of the Model’s Parameters

In the previous section, we described our reputation and recommendation func-
tions. In this section, we analyse the parameters of these functions and the im-
pact of their values on the reputation system and the assessment of the security
properties. In subsections 4.1 and 4.2, we introduce the global ideas about the
reputation functions evaluation and our solution, which solves three principal
problems: what is the value of the reputation increase rate if a node acts well?
what is the value of the reputation decrease rate if a malicious node is detected?
How can we define the local region R of a node? Finally, the evaluation of the
recommendation function is given in section 4.3.

The evaluation of the different parameters is made by first formulating the
worst cases that can occur. We then specify values that satisfy our security
properties. Due to space limitation, complete demonstrations of the mathemat-
ical equations are not given in this paper but one can refer to [10].

4.1 Reputation Increase Assessment

Worst Case 1: Incorrect Eviction. The usual worst case is related to the
eviction by malicious nodes of a node acting well. This can be represented by
the following scenario: τ - 1 malicious nodes declare a reputation of 0 for this
node while others increase its reputation by α.
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Table 2. Minimal value of α depending on Evicthreshold, |R| = 4 · τ

Evicthreshold αmin Evicthreshold αmin Evicthreshold αmin Evicthreshold αmin

10 4 30 10 20 7 40 14

According to the Group Agreement Property 2, the eviction of a node occurres
if τeviction nodes send an eviction message. As τeviction ≥ τ , this means that at
least one «correct» node has to send an eviction message. Thus, to satisfy the
Security Property 1, we must ensure that no correct node sends an eviction
message. This can be ensured by the following requirements:

– the reputation does not go under the eviction threshold Evicthreshold (Req1)
– the reputation is still able to increase (Req2)

To satisfy the first requirement, we must assure that there is no i ∈ N such that
repi < Evicthreshold. At the nth round, the reputation of the attacked node is
given by (rep0 is the initial reputation): repn = rep0 · an + b · ∑n−1

i=0 ai where
a = |R|−τ+1

|R| and b = α · |R|−τ+1
|R| . Based on this formula and considering different

eviction thresholds Evicthreshold, the table 2 illustrates the different values of
αmin that satisfy Req1.

For the second requirement (the reputation is still able to increase), we can
analyze the impacts of the reputation system parameters with several scenarios.
We considered the following ones, where V0 is the intial value of the reputation:

– {α = 4, V0 = 50, |R| = 2 · τ} (figure 2a)
– {α = 4, V0 = 50, |R| = 4 · τ } (figure 2b)
– {τ = 20, V0 = 50, |R| = 4 · τ } (figure 3)

We can see that as τ is proportional to |R|, its value does not interact with the
reputation increase rate. However, the way |R| is evaluated does interact with
the reputation increase rate. For instance, with |R| = 4 · τ , we manage to get a
maximal reputation (i.e. 100) faster than with |R| = 2·τ . The choice of |R| = 4·τ
is due to several reasons. First, the increase rate is more important than with
|R| = 2 ·τ , which means that correct nodes will reach the maximal (and thus the
best) reputation faster. Secondly, if one decide to take R such that |R| = 6 · τ

Fig. 2. Reputation increase - minimal rates
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Fig. 3. Reputation increase according to α’s value, with |R| = 4 · τ

or |R| = 2τ , we would have better results but the size of |R| would increase
very quickly, which means that τmax would be far less important and that nodes
would have to keep a watch on more nodes. Obviously, as for R, several values
for α can be taken into account. We decide to consider α = 4, as the increase
rate is correct (and 4 > αmin for |R| = 4 · τ).

Worst Case 2: Incorrect Increase Rate. Another problem occurred when
malicious nodes cooperate in order to quickly increase a node’s reputation: all
of them decide to give a value of 100 to the reputation. This is represented by
the formula repk = 100·(τ−1)+(repk−1+α)·(|R|−τ+1)

|R| . In this case, we must choose
a value of α which leads to a correct reputation increase. The formula can be
represented by repk = rep0 · an + b · ∑n−1

i=0 ai, where a = |R|−τ+1
|R| and b =

100·(τ−1)+α·(|R|−τ+1)
|R| .

As we can see in the figure 4, the reputation of the malicious node evolves
very quickly, no matter the value of τ : with |R| = 4 · τ , five iterations are needed
to get the maximal reputation, starting from a value of 50 while it is of three
for |R| = 2 · τ . A solution to this problem is to find a way to decrease in all the
cases the reputation of the malicious nodes.

Case 3: Common Case. Finally, the common case is when each node in-
creases the reputation of α. We must choose parameters values such that the
increase rate is not too fast, in order to prevent malicious nodes from recover-
ing a good reputation too quickly. In this case, the evolution formula is repk =
(repk−1+α)·|R|

|R| = (repk−1 + α). So, the increase is equal to α. With a value of
4 for α, 13 iterations are needed to get a maximal reputation, starting from a
reputation of 50.

According to the different possible cases, we can see that a value of 4 for α
and a value of 4 · τ for |R| are interesting.

4.2 Reputation Decrease Assessment

Standard Reputation Decrease. The worst case of the reputation decrease
scenario is the following one: all the malicious nodes cooperate in order to prevent
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Fig. 4. Reputation increase - maximal increase rate with α = 4

the decreases of a malicious node reputation. They send a reputation of 100 and
others decrease the malicious node’s reputation of β.

In this scenario, we must choose the size of R and β so that the reputation
will still decrease. Moreover, we must choose a value of β that decreases in a
significant way the malicious node reputation, in order to increase the time this
node requires to recover the maximal reputation (also called the recovering time).
With β a constant, we have the following worst case:

repk = 100·(τ−1)+(repk−1−β)·(|R|−τ+1)
|R| , where rep0 = 100

According to the section 4.1, we can analyze several values of β, which are
described in the table 5 (with τ = 25, |R| = 4 · τ). The main idea is to choose a
correct value of β that implies a long recovering time, which tends to decrease
the number of bad behaviors. For instance, with β = 25, a malicious node has
to wait for five iterations before getting its maximal reputation back. If it acts
maliciously during each reputation update intervals, its reputation will decrease
and it would have a reputation of 50 after 5 iterations and a reputation of 30
after 15 iterations.

However, a drawback is that we may not be able to get a reputation of
thresholdEvict for malicious nodes, depending on τ and β. Moreover, if we use
usual equations, a special case cannot be taken into account: a malicious node
acts badly, waits for its reputation to increase and restarts to act badly. We
need a group history to take this case, namely the Moral Hazard [11] (byzantine
behavior), into account. Thus, the current reputation function does not satisfy
the security property 3 and has to be modified.

decrease rate β recovering time decrease rate β recovering time
(nb of iterations) (nb of iterations)

10 7 3 30 43 8
20 25 5 40 60 10

Fig. 5. Influence of β on the reputation decrease
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Dynamic reputation decrease. In a study made by Ba & Pavlou [12], an
analysis of ebay’s reputation mechanism has been made. Based on ebay’s repu-
tation results, they modelled the ebay trust system with a correlation between
positive rates (PR) and negative rates (NR). It is given by the following formula:
Trust = β0 + β1 · Log(PR) + β2 · Log(NR).

In our situation, positive rates are implicit: a node increases the reputation
of the other nodes at each check, if this node does not have a bad behavior. Our
current equation takes negative rates into account with the variable β, in which
β = f(NR). Using NR, we obtain β(NR) = β0 + f(NR) · β1. The principal
scheme of f is that f(0) = 0 and f(NRmax) = 100

β1
− β0 (as β(NRmax) = 100).

A common aspect of β(NR) would be that its value is reduced by 2 at each bad
behavior. Thus, with β(NR) = 100

2NRmax
·2NR, we have a reputation decrease that

satisfies the Security Property 2 and 3.

4.3 Evaluation of the Recommendation Functions

In existing studies, the recommendation function is the following:

reck(i) = reck−1(i)·ρrec+(1−ρrec)·
∑n

j=0 diff(repk−1(j, i), X_reputationk(j))
n

(4)
where X_reputationk(j) can be group_reputationk(j) or the node reputation,
for node-oriented reputation mechanisms. As for the reputation mechanism, we
can see that this function is linked to the size of the group. Thus, a simple
attack from the malicious nodes would be to target a single node. As shown
with the simulation results (section 5.1), we got a stabilized state where the
malicious nodes’ recommendation are still high (94%) while the attacked node’s
reputation is low. In this case, the Security Property 1 is not satisfied.

By analyzing these drawbacks of the recommendation mechanism, we first
propose the function 5, which is not group size-dependent. By using the multiply
operation instead of the sum one, isolated lies are not hidden and the cumulation
of lies amplify the recommendation decrease.

reck(i) = reck−1(i) · ρrec+

(1 − ρrec) ·
Πn

j=0diff(repk−1(j, i), group_reputationk(j))
n

(5)

This function is thus robust against the mentionned attack. However, if we con-
sider intelligent malicious nodes, similar drawbacks remain: in this function, the
decrease rate is directly associated to the difference between what the malicious
node says and the group_reputation value. Thus, by sending reputation values
that are lower than the group_reputation, but not so far, malicious nodes can
still lie about others’ reputation and the decrease of their recommendation will
not be important. Moreover, advanced attacks such as the binary state {correct,
malicious} can impact the reputation mechanism. So, though attacks need to
be more sophisticated, the mechanism may still be affected by the collusion of
malicious nodes.
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In our case, we made a strong assumption which has not been taken into
account yet: we decided to choose R such that R = 4 · τ , with τ − 1 being the
maximal number of malicious nodes our system has to support. Thus, we assume
that at least 75% of the nodes among R are not malicious. Moreover, the choice
of R (and τ) is made such that each node among R is able to detect if a node is
acting maliciously or not at the group layer. We are thus assured that most of
the reputation values are correct. So, we can compare a node recommendation
with the majority value, instead of the group value with the following function
(in which majority_reputation(k) refers the majority value for the reputation
about the node k):

reck(i) = reck−1(i) · ρrec + (1 − ρrec) · lieV alue(i)

lieV alue(i) =
{

0 if ∃j ∈ R/repk(j, in) �= majority_reputationk(j)
100 otherwise (6)

As when a node lies its recommendation is set to 0, no matter how much incor-
rect information it provides, it is obvious that the Security Property 4, a node
recommendation must decrease if it acts maliciously, is satisfied.

5 Simulations

5.1 Results and Comparisons

In the previous section, we have presented several recommendation evaluations.
In order to compare them, we have used the NS-2 [7] simulator with the UM-
OLSR [13] implementation of the OLSR Ad hoc routing protocol.

In the simulation, we have compared the different recommendation functions:

–
∑

10 and
∑

25 refer to the equation 4 with τ equal to 10% and 25%
– Π10 and Π25 refer to the equation 5 with τ equal to 10% and 25%
– Π10b refers to the equation 5, with τ = 10% and the attack which consists

in alterning correct and malicious behaviors.
– lying10 and lying25 refer to the equation 6 with τ respectively equal to 10%

and 25%

We compared the functions by using the following issues: when do the malicious
nodes’ recommendation (figure 6a) and the attacked node reputation (figure 6b)
are stabilized? What are the stabilized recommendation (figure 6c) and repu-
tation (figure 6d)? According to the security property 4, the recommendation
value of the malicious nodes must be null. It is easy to see that this property
is not assured by the standard recommendation evaluations. With the updated
recommendation evaluation we suggest (equation 5), the recommendation eval-
uation and the reputation evaluation are correct in the case of basic malicious
nodes, with τ = 10%. However, when we reach the extreme case τ = 25%, the
attacked node’s reputation is impacted. With τ = 10% and advanced malicious
nodes, the attacked node’s reputation is not really malicious and the malicious
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Fig. 6. Comparison of recommendation evaluation functions

nodes’ recommendations are neither considered as good nor bad. Finally, we
can see that the lying method provides really good results, as malicious nodes
recommendations are always null and the stabilized states are quickly reached.
Thus, our proposals respect our security properties and the system stability is
quickly reached, which is important in ad hoc networks.

5.2 Evaluation of the History Parameter ρrec

The parameter ρrec defines the importance of the history and thus will have
consequences and the system’s evolution. In this case, the choice of ρrec is im-
portant. For instance, with ρrec ∼ 0, an incorrect behavior will have immediate
repercussion, whilte it is not the case with ρrec ∼ 1.

The table 3 illustrates the importance of ρrec in several cases which are parts
of the worst cases presented in section 4.1:

– stability1 illustrates the recommendation decrease of a malicious node in the
worst case 1 of the reputation increase

– stability2 illustrates the recommendation increase rate in the common case
– stability3 illustrates the recommendation decrease of correct nodes in the

reputation decrease case, starting with a reputation of 100
– stability4 illustrates the recommendation decrease of malicious nodes in the

reputation decrease case, starting with a reputation of 100

With ρrec ∼ 1, the recommendations of the malicious nodes and the attacked
nodes decrease very slowly. This is the opposite in the case of no recommendation
history. By choosing ρrec = 0.2, we limit the recommendation decreases of the
correct nodes, and we also reduce the increase rate in common states, which
prevents malicious nodes from alterning correct and malicious behaviors.
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Table 3. Influence of ρrec on the reputation mechanism, τ = 25%

ρrec stability1 (%) stability2 stability3 stability4

Π lying (%) β = 20 β = 40 lying β = 20 β = 40 lying
0 14 100 100 5 10 0 15 30 100

0.1 12.6 90 90 4.5 9 0 13.5 27 90
0.2 11.2 80 80 4 5 0 12 24 80
0.5 7 50 50 2.5 5 0 7.5 21 50

best max max max min min min max max max

6 Conclusion

In this article, we have shown that designing a reputation and recommendation
mechanism at the group layer requires to develop a reputation shared between
the nodes and not a local reputation, as proposed in existing studies. This kind
of system relies on many parameters, such as update rates, synchronization in-
tervals and thresholds, which are linked together in complex ways. We have
defined basic security properties (such as the collusion of malicious nodes must
not engender an eviction of a correct node) whose enforcement requires a correct
setting of the system parameters. We have analyzed the system parameters and
determined values that satisfy our security properties.

Moreover, as the recommendation aspect is as important as the reputation as-
pect, we have studied the existing recommendation evaluation. We have shown
that the basic principle a node recommendation must decrease if it acts mali-
ciously is not assured in the worst cases, which may engender incorrect stabi-
lized states. We have then proposed two modifications of the evaluation scheme:
a recommendation function that improves the existing function and a new one,
designed under hypotheses about the group environment, whose results are even
better.

Our reputation system may be used in different contexts, such as the group
management in ad hoc networks, as a reinforcement of existing proposals such as
[6], and the reinforcement of routing protocol with misbehaviors detection [14].
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Abstract. Freshness is a central security issue for cryptographic pro-
tocols and is the security goal violated by replay attacks. This paper
is the first to formally define freshness goal and its attacks based on
role instances and the attacker’s involvement, and is the first work to
investigate the complexity of checking freshness. We discuss and prove a
series of complexity results of checking freshness goals in several differ-
ent scenarios, where the attacker’s behavior is restricted differently, with
different bounds on the number of role instances in a run.
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1 Introduction

Security of communication protocols is critical in this age when computer com-
munication is ubiquitous. An important research direction in verifying commu-
nication protocols is checking attacks while assuming perfect cryptography and
a dominant attacker in the network, commonly referred as the Dolev and Yao
attacker model [1]. Many researchers follow Dolev and Yao attacker model. Much
research on the complexity of checking security goals has focused on checking
secrecy [2] [3] [4] [5] [6] [7] [8].

Freshness is a central and fundamental issue of communication protocols [9].
The common ways to maintain freshness of terms of a protocol, without argu-
ing the exact definition of freshness, are by using timestamps or by challenge-
response [10]. Intuitively, in a protocol run a term may be considered as “fresh”
in two aspects: how the term is created, and how the term is received. When a
term is created we may say it is fresh, or it is new or not stale, if it is not created
before a certain time, while time can be measured by the timestamps of terms.
In [5] freshness means uniqueness, which means when a fresh term is created
it should not have appeared in the run before, and this approach may also be
categorized as emphasizing the freshness of a term on the creation aspect. The
freshness of terms on the reception aspect, if implemented by timestamps, could
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mean that only terms with timestamps after a certain time points can be re-
ceived in a certain situation. When a regular agent A participates in a protocol
run, it is guaranteed that the A will create really fresh terms such as nonces if we
assume unbounded creation of fresh terms, but what can cause security failure
are the terms that are received by A, which could be not “fresh” when they are
supposed to be “fresh”. Therefore we think to define the freshness of terms on the
reception aspect is what really matters and deserves more attention. Timestamps
have the limitation of relying on a precise global clock. On the contrary to times-
tamps, the challenge-response mechanism indirectly restricts how a term can be
received and accepted, i.e. a challenge must be passed in order to let a term
be accepted. Comparing the challenge-response approach and the timestamp
approach to implement and define freshness, we consider the former has wider
coverage of cryptographic protocols. Obviously the former is more complicate to
analyze. In this paper we address the freshness goal that may be implemented
by challenge-response. Further discussions on the challenge-response mechanism
and its relationship with freshness are provided in [11].

The contributions of this paper are as follows.

– We define freshness goal based on role instances, the terms that are supposed
to be fresh, and the attacker’s involvement.

– We address different scenarios where the attacker’s behavior in a run is
restricted differently. We define three kinds of replay attacks that violate
freshness goals, called direct, restricted and general replay attacks.

– We address three bounds on the number of role instances in a run (NRI),
including fixed, individually bounded, and unbounded. This paper is the first
to clarify the difference between the three bounds.

– We address and prove a series of the complexity results of checking freshness
for DRA, RRA, and GRA, when NRI is fixed, individually bounded, or
unbounded. These results are non-trivial to prove. For example, the proof of
Theorem 5, which shows the NP-completeness of checking RRA when NRI
is fixed, is quite delicate.

– We analyze the performance of the model checker Athena [12] [13]. We im-
prove the presentation, semantics, and efficiency of the algorithm of Athena.

To the best of our knowledge, the closest definition of a freshness goal that is
independently defined by other researchers appears in [14]. However our work is
significantly different from [14], and cannot be covered by [14] for the following
reasons. First, in [14] the authors demonstrate that the freshness goal can be
expressed using the constraint solving system, but there is no complexity investi-
gation. It is obvious that the freshness goal, which is defined later in this paper,
can be expressed in different systems, since its definition is simple and clear.
Second, the attacker’s involvement is not discussed in [14] for the definition of
the freshness goal. Third, the definition of a freshness goal in [14] is less generally
applicable than the one defined in this paper, which is discussed later. Fourth,
the discussion on freshness in [14] is sketchy and is not the focus of [14].
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We do not need to follow the detailed behavior of challenge and response in
order to investigate the complexity of checking freshness. Therefore our approach
is rather different from, and cannot be covered by other papers that design rules
or logic to address the details of challenges and responses, such as [15] and [16],
and they do not address complexity issues.

One approach of studying the complexity of checking freshness is to reduce
the problem of checking freshness to the problem of checking freshness or the
other way, since there are published results of the complexity of checking secrecy
(but not much for authentication). But this approach requires that convincing
proofs of the corresponding complexity results of checking secrecy are available.

Based on our works in [7] and [8], which improves the work of [3], of prov-
ing undecidability results by direct reductions from the well-known reachability
problem of 2-counter machines, we think this direct approach is convenient to
prove the undecidability results of checking freshness and may be easier for
readers to verify, especially when the ideal proof of checking secrecy for the cor-
responding setting is not obvious or not easily available. Therefore the proof of
Theorem 1 is by this direct reduction.

Reduction from checking secrecy to checking freshness can be done, and the
idea is demonstrated in the proof of Theorem 2. Such a reduction may be useful
to show that checking freshness is undecidable when the number of role instances
(NRI) is unbounded, and NP-hard when NRI is fixed, since we believe checking
secrecy has the same complexity results correspondingly. We present two differ-
ent proofs for Theorem 2, one by a direct reduction from 2-counter machine,
and the other by a reduction from secrecy. Details of these proofs are provided
in [11]. The NP-hardness proof of checking secrecy we have noticed is provided
by [4], which is by reduction from 3-SAT. However that proof assumes protocols
as non-matching roles instead of communication sequences, and the secret term
is declared in a non-realistic way, which are unconvincing aspects as discussed
in [17] and [8]. Therefore in this paper we prove the NP-hardness of checking
freshness in Theorem 5 by a direct reduction from 3-SAT.

Reduction from freshness to secrecy can also be done, as demonstrated in [11],
although it may not be obvious. Such a reduction may show that checking fresh-
ness is NP when NRI is fixed since we believe checking secrecy is NP with fixed
NRI, and this complexity result have been addressed in [4]. However, besides
the significant contributions made by [4], we think there is an error in the proof
of [4] to show checking secrecy is NP. More specifically the error is due to an
assumption in the proof of Theorem 1 in [4] that the DAG size of a substitution
of a term is no less than the DAG size of the term, which is incorrect. More de-
tails of the error is described in [11]. Currently we are studying another related
paper [18]. Therefore we prove the NP result of checking freshness by directly
analyzing a model checker, not by reduction from secrecy.

For space limit most of the detailed proofs are in the technical report [11],
while in the paper we present the essential definitions and proving methods.
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2 Notations and Modeling

[Notations]. Notations are chosen in a style that is commonly used in the
literature. More details of notations and modeling can be found in [11]. A term
is either an atomic term or a composite term. An atomic term is a variable
(represented by a symbol with at least one upper case letter), or constant (a
symbol without any upper case letter). The special constant I is the name of
the attacker. Asymmetric keys are atomic terms. The established public key and
private key of an agent A is k1

A and k0
A respectively. A composite term is a list,

or an asymmetric encryption, or a symmetric encryption. A list has the form
of [X,Y, · · · ], where X and Y are terms and the list contains finite number of
member terms. A list is a simpler representation of a sequence of nested pairs.
For example [W,X, Y, Z] is the same as [W, [X, [Y, Z]]]. When a message is a
list, the top level enclosing [ ] is omitted. A term constructed by encryption
algorithms is called an encryption. An asymmetric encryption has the form of
{T }→

ki
A
, i ∈ {0, 1}, where T is called the text, and kiA, for i ∈ {0, 1}, is the

atomic encryption key, and it can be decrypted using the key k1−i
A . A symmetric

encryption has the form of {T }↔Y , where T is the text and Y is any term working
as the encryption key. When a list, say [X,Y, Z, · · · ] is encrypted symmetrically
or asymmetrically, the enclosing square brackets are removed within “{ }”. The
word ground means variable free.

The set of blocks of a term T , denoted as blocks(T ), is defined as follows:

– If T is an encryption or an atomic term, blocks(T ) = {T }.
– If T = [X,Y ], then blocks(T ) = blocks(X) ∪ blocks(Y ).

An action step can have one of the following three forms. A term sent or
received in an action step is called a message.

– If agent P generates a set of (at least one) fresh terms, and then sends a
message Msg to agent B, then the action step has the form

#P (T1, T2 · · · ) + (P ⇒ B) : Msg.
Here #P (T1, T2 · · · ) is the fresh term generation action of P to generate the
fresh terms T1, T2 etc. These fresh terms should appear as subterms in Msg.

– If agent P sends a message Msg to B without generating any fresh terms,
then the action step is denoted as +(P ⇒ B) : Msg.

– If P receives a message Msg, and by the context of the communication or
by analyzing Msg, P considers the supposed sender of Msg should be B,
then the action step has the form −(B ⇒ P ) : Msg.

A communication step can also have three possible forms, which are the same
as an action step, except the + and − signs are not used. A communication
step implies two corresponding action steps, one is the message sending, maybe
with nonce generation, by the sender, and the other is the message receiving
by the receiver. A communication sequence, or simply CS , is a sequence
of communication steps numbered sequentially starting from 1. A protocol is
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commonly described as a CS accompanied with other information including the
initial knowledge patterns of agents.
[Model of protocol run]. Here we present the essential model of protocol run.
A verbose model can be found in [11]. We assume the free term algebra, which
means that two different symbolic terms must represent two different bit-strings
of the real world. This assumption is commonly for the Dolev-Yao model. We
assume unbounded fresh nonce generation, which means that when a nonce is
generated, it is always different from other nonces and all the terms appeared in
the run before its generation or initially known to some agent.

A role is a sequence of action steps executed by the same agent A obtained
by parsing the CS of a protocol, which is called A’s role.

An event is a tuple 〈act, time〉. act is a ground action step, described earlier.
The time field of an event e is referred as e.time, which is a positive real number
representing when the event occurs after the start of the run.

A role instance r of role R, such that the action steps of the sequence of
events in r instantiate a prefix of the sequence of action steps, not necessarily all
of the action steps, of R, by a ground substitution. For two events ev and ev′ in
r, if their message numbers in the corresponding role R are n and n′ respectively,
and n < n′, then ev.time < ev′.time.

In a run the attacker is associated with a set of ground terms that are initially
known to I, denoted as I.init. The attacker can analyze and synthesize terms
and create nonces by following a set of standard rules, as discussed by [19] and
[4]. Given a certain set E of events that have occurred in a run, based on I.init
and the messages sent by E, knowI(E) represents the (infinite) set of terms that
can be derived following these standard rules.

A run is a tuple: 〈Pro, D, R, AN, E〉 Pro is the protocol. D is the initial
knowledge pattern of the attacker who is involved in the run. R is a set of role
instances that are executed honestly by regular agents. AN is the set of ground
names of the agents who participate in the assumed perfect initial knowledge
establishing stage of the run, including all of the regular agents and sometimes
the attacker. The agents in AN are insiders. E is a set of events that occur in
the run, including, nothing more and nothing less, all of the events of in the role
instances in R. The set of time points of run is defined as {t | t = η.time,
η ∈ run.E} ∪ {0}. Given a time point t, we define E<t as the set of events
{η | η.time < t, η ∈ run.E}. The following conditions should be satisfied: For
any event η in E, if η receives a message msg then msg ∈ knowI(E<η.time).
The set of all possible runs of a protocol Pro and with some specific initial
knowledge pattern D of the attacker, is denoted as RunsD:Pro. Note that we
allow two events to occur at the same time in a run, which is different from the
trace based models like [19] and [6], but agrees with the strand space model [20].

[Definition of Freshness and Its Attacks]

Definition 1. Given a certain pattern D of the attacker’s initial knowledge,
and a protocol Pro, where a role of A receives a term X which should be freshly
generated by B’s role such as a nonce variable, the freshness of X to A’s role
is that it is impossible to have a run, run ∈ RunsPro:D, where there are two
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different role instances r and r′ of A’s role, such that the following two conditions
are satisfied:

– In r and r′, B is not instantiated by I, which is the attacker’s name.
– The same ground term, say c, instantiates X in both r and r′.

Note that in the above definition r and r′ do not need to be executed by the
same agent, i.e. A may be instantiated by different agents in r and r′, which is
more generally applicable than the freshness defined in [14]. We require that B
is not instantiated by I, since if the nonce X is supposed to be generated by the
attacker, then the attacker can obviously send the same X to both r1 and r2.

Freshness, as defined above, is a necessary condition of authentication. Lowe
provided some well-known definitions of authentication goals in [21], and the
strongest definition is the follows. The protocol, which is a communication se-
quence, implies a set of variables that appear in both A’s role and B’s role, which
is called the set of shared data. The authentication goal of B’s role to A’s role,
for any two agent variables A and B, is that in every run of the protocol, when
a role instance r of B finishes execution, there is a one-to-one correspondence
between r and another role instance r′ of A’s role such that in r and r′ the
shared variables are instantiated by the same values. In order to implement the
one-to-one correspondence commonly a nonce NA is created by A and received
by B, and NA is shared by A’s role and B’s role. If the authentication goal of
B’s role to A’s role is satisfied then the freshness goal of NA to B’s role is obvi-
ously satisfied ([11] explains more). However the freshness goal is not sufficient
for the authentication goal. Even when all of the freshness goals to B’s role of
the nonce variables shared between A and B are satisfied, the authentication
goal of B’s role to A’s role may still not be satisfied, since it is possible that the
values of these shared variables in a role instance r of B’s role does not appear
together in a single role instance r′ of A’s role. The idea of authentication goal
is to describe a condition that should not be violated in the normal situation,
which is a one-to-one correspondence between two role instances. The freshness
goal defined above extends this idea to described s a one-to-one correspondence
between a role instance and a nonce that normally should be satisfied.

A unique location is assigned to each occurrence of a term in the messages
of a communication sequence of a protocol as follows.

– The message with message number i, 1 ≤ i, has location i.
– If an encryption {X}→Y or {X}↔Y has the location L, then X is located at
L.α, and Y is located at L.β.

– If term [X,Y, · · · ] has location L, then the members X , Y · · · have the
locations, respectively, L.1, L.2, · · · .

Since roles are parsed from a CS, the location of an occurrence of a term T in a
role is the location of the corresponding term occurrence in the CS.

Definition 2. We consider the following restrictions on the attacker’s behavior
in a protocol run.
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1. In a run when a regular agent receives a block T in a message, T must have
appeared as a block in some message that has already been sent earlier by
some regular agent.

2. In any message Msg received in a regular role instance, if T is the block in
Msg with location L, then T must be a block with the same location L in
some message sent earlier by a regular role instance.

For an attack (a run of the protocol) that violates a freshness goal, if the at-
tacker’s behavior is restricted by
– both restrictions 1 and 2, the attack is called a direct replay attack (DRA).
– only restriction 1, the attack is called a restricted replay attack (RRA).
– no restrictions, the attack is called a general replay attack (GRA).

It is not obvious how to formally describe the three replay attacks defined above
using the taxonomy discussed in [22].

[Bounding the Number of Role Instances in a Run]. We consider the
number of role instances in a run , call it NRI for short, for different
problem settings of checking freshness. Note that every run has a finite number
of role instances. NRI has been used to analyze the complexity of checking secrecy
in the literature [4] [2] [5] [3] [6] [7]. We clarify different notions of bounding NRI,
depending on different settings of the inputs to the algorithm, as follows.

– We say NRI is bounded by an individual number , or simply, is indi-
vidually bounded if the problem to be decided is a tuple 〈Pro,D,R, V,N〉
where Pro is the protocol, whose size is measured by the size of its CS,
and the freshness goal of variable V to the role R needs to be checked, and
N is a natural number representing the bound on NRI. Only the runs with
the number of role instances no more than N are considered. Note that for
different problem instances N could be different.

– We say NRI is bounded by a fixed number , or simply, is fixed , if the
problem to be decided is 〈Pro,D,R, V, n〉, for some fixed number n and all
of the instances of the problem shares the same n.

– We say NRI is unbounded , if the problem to be decided is just 〈Pro,D,
R, V 〉, where there is neither fixed nor individual bound considered on NRI,
there could be any finite number of role instances in a run.

The advantage of clarifying these different settings of bounds is to avoid possi-
ble confusion in understanding the terms for bounds including bounded, fixed,
unbounded, finite and infinite that appear in the literature. Note that to check
DRA or RRA, the intruder’s initial knowledge pattern D is irrelevant.

3 Complexity Results on Checking Freshness

[Undecidability Results]

Theorem 1. Checking RRA for a freshness goal is undecidable when the
number of role instances in a run (NRI) is unbounded.
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Proof. We reduce the reachability problem of a deterministic 2-counter machine
to a problem of checking RRA for a freshness goal. We have used this approach
similarly in [8]. In the reduction the attacker cannot construct any blocks that
can be received by a regular agent since these blocks must be encrypted by a
symmetric key K which is unknown to the attacker. Reachable configuration of
a 2-counter machine M are encoded by special terms called configuration terms
in a protocol run. The reduction ensures that a certain freshness goal is violated
in a run if and only if a configuration term is known to I which encodes a final
configuration reachable to M . Detailed proof is in [11].

Theorem 2. Checking GRA for a freshness goal is undecidable when the
number of role instances in a run (NRI) is unbounded.

Proof. There are two ways to prove this theorem. First, we can do reduction
from the reachability problem of a deterministic 2-counter machine. The protocol
used in the reduction is the same as the one used in [8], which has been specially
designed so that the attacker I is an insider and I has to construct blocks in
order to commit an attack. The freshness goal chosen for the reduction is the
one of the term C1final or C2final to the role Rfinal executed by agent B.

Second, we can do reduction from secrecy to freshness, as sketched below.
Given a protocol Pro of the secrecy problem, we construct a protocol Pro′ for
the freshness problem by adding the following lines in some proper way into the
CS of Pro.

#A(N1) (A⇒ B) : {m,A,B,N1, SECRET }→k1
B

#B(N2) (B ⇒ A) : {m+ 1, B,A,N1, N2}↔SECRET
(A⇒ B) : {m+ 2, A,B,N2}↔SECRET

Here N1 and N2 are fresh nonces created by A and B respectively. SECRET
is a term that is supposed to be shared between A and B. The three numbers
(constants) m, m + 1 and m + 2, for some integer m, are used to distinguish
the three messages from other encryptions appearing in the protocol to avoid
confusion. Then the freshness goal to be checked is the one of N1 to B’s role.

[Decidability Results]. We obtain several decidability results based on ana-
lyzing the performance of the model checker Athena [12] [13]. We introduce the
notions and algorithm of Athena first, which are adapted for the modeling of
this paper. We arrange the presentation and the proof of Athena differently for
simplicity and clarity.

A strand is a sequence of action steps formed by instantiating a role by some
substitution. There are two differences between a strand and a role instance. First
in a strand variables can appear, while in a role instance all terms are ground.
Second a role instance includes events, where action steps are associated with
time fields, but strand includes only action steps. During the reasoning of the
model checker a strand represents a role instance of a run.
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Every strand is associated with a unique identifier in the reasoning. A node
of a strand is a pair 〈r, L〉 where r is the unique identifier of the strand, and L is
the location of a block in a message of the strand, which has been introduced in
Section 2. Each node can be used as a unique identifier of a block occurrence. The
term of node nd, for nd = 〈r, L〉, denoted as term(nd), means the term (the
block) appearing at location of L of the strand r. A node in a message received
in a strand is called a negative node, otherwise a node in a message sent in a
strand is called a positive node. A state is a tuple 〈strands, binding, counter〉,
where strands is a set of strands, binding is a binary relationship mapping
from one negative node in strands to a positive node in strands, and counter
is a natural number corresponding to the number of strands in a state. The
notation 〈r, L〉 � 〈r′, L′〉 means that the negative node 〈r, L〉, which is called
the goal , binds to the positive node 〈r′, L′〉, which is called the binder , where
r, r′ ∈ strands. counter is used to check if the bounds on NRI is satisfied in a
state or not. counter can also be used to name a new strand that is introduced
into a state and to name the variables of the new strand.

The causally precedence �, also called causally earlier relationship be-
tween two nodes nd = 〈r, L〉 and nd′ = 〈r′, L′〉 is defined as follows.

– if r == r′, i.e. they refer to the same strand, if nd appears in a message
with message number m, and nd′ appears in a message with number m′,
and m′ < m, then nd′ � nd.

– if nd � nd′ then nd′ � nd. Note that � is opposite to �.
– if nd′ � nd′′ and nd′′ � nd, for some node nd′′, then nd′ � nd. This condition

means that � is transitive.

In [13] � is defined to be reflexive, but not in this paper since it is not necessary.
In a state, node nd′ is not causally earlier than node nd is denoted as nd′ � nd.

� is obviously extended for action steps of the strands in a state. For two
action steps stp and stp′ appearing in a state S, stp′ � stp if one of the following
conditions satisfies.

– If stp′ and stp appear in the same strand with message number m′ and m
respectively and m′ < m.

– If there is a node nd of stp and a node nd′ of stp′ such that nd′ � nd.
– If stp′ � stp′′ and stp′′ � stp, for some step stp′′ in S.

The strand space model [20] describes a run as a bundle of strands, where each
negative node is bound to a positive node. In [12] the author extended the strand
space model of [20] for the model checker Athena by introducing variables and
the unification mechanism and a set of new notions including semi-bundle and
goal binding. A semi-bundle, which may have goals unbound, is expanded and
updated during the computation of Athena and finally forms a bundle. We only
use a subset of the notions used in [12] [13] that are enough for this paper, and in
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some aspects these notions are presented in a different perspective since we want
to clarify the relationship between the notions of strand space used by Athena
and our model of protocol run. The advantage of our presentation of Athena is
that the meaning and the correctness of the algorithm can be understood more
clearly. Based on the improved understanding, the algorithm is also simplified.
For example we directly introduce the goal binding relation � for the model
checker without using the → relationship, which is defined and used in Athena
[12] [13], since we consider → is unnecessary or its meaning is unclear.

The semantics of goal binding can be explained more intuitively in our model.
When checking RRA, note that the attacker’s behavior of constructing blocks
does not need to be considered due to the restriction, node nd1 binds to node
nd2 means the follows: Let ev1 and ev2 be the two events that nd1 and nd2

belong to respectively. Then term(nd1) is sent by ev2 as a block and term(nd1)
cannot be sent at any event with time point earlier than ev2.time in the run.
This semantics of goal binding can be extended for GRA, when the attacker’s
internal computation need to be described using term derivations.

The model checker has to ensure three properties, call them correctness
properties, of a reachable state S during the reasoning.

1. The � relationship of the action steps and nodes in S is acyclic.
2. All of the negative nodes with the same term in S must bind to the same

positive node in S.
3. If a node nd′ is the binder of nd, i.e. nd � nd′ ∈ S.binding, then there is

no node nd′′, which is different from nd′ in S such that the term(nd′′) ==
term(nd′) == term(nd) and nd′′ � nd′.

The second correctness property is not introduced in [12] and [13], but we con-
sider it can reduce redundant state exploration significantly in some situation.
Even though there could be several nodes that possibly send the same term T at
the earliest time, only one of these possible binders for T needs to be considered
in a child state of S, and then let other children states of S to consider the
other nodes as binders. Property 3 means that a goal should only bind to the
(causally) earliest binder as described in [12] and [13].

In a state the variables are global across different strands, which means
that if a variable X will be instantiated by Y , then all X appearing in all
strands in the state will be replaced by Y . The function unifiable(T, T ′) re-
turns true, if T and T ′ are unifiable, otherwise false. Type information can be
introduced for unification. For example if according to the protocol in a cer-
tain role a variable A is required to be some known agent name, then in a run
A can only be unified with an agent name, and A cannot be unified with a
nonce generated in the run. For two terms T and T ′, mgu(T, T ′) represents the
most general unifier (MGU) of T and T ′. For a substitution γ, γ(X) means
to apply γ to X , where X could be a term, a step, strand, or a state, in the
obvious way.
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RRA Checker(Pro, R, V, N), to check the freshness goal of a variable V
to role R in a protocol Pro, no more than N role instances in a run, N ≥ 2

1: Let r1 and r2 be two different strands of R formed as follows. r1 and r2 are
the same as R except for two aspects: First, for every variable X in R that is
not freshly generated in R, except V whose freshness needs to be checked, X
is renamed as X1 in r1, and as X2 in r2. The variable V remains unchanged
and appears in both r1 and r2. Second, for each variable Y if Y is freshly
generated in R, Y is renamed by a unique constant in r1, and by another
unique constant in r2.

2: Let state0 := 〈{r1, r2}, ∅, 2〉; Let STATES := {state0}.
3: while STATES �= ∅ do
4: let S be an arbitrary state in STATES; STATES := STATES − S.
5: if for every negative node nd in S, there is some positive node nd′ in S

such that nd � nd′ ∈ S.binding then
6: print BAD: an attack found, the freshness goal of V for R is violated.
7: Quit the algorithm.
8: end if
9: Let nd be an arbitrarily chosen negative node in S such that nd � nd′ /∈

S.binding for any positive node nd′. It means nd has not been bound (to
any positive node) yet. Let T := term(nd).

10: for all positive node nd′ in S.strands such that nd′ � nd do
11: if unifiable( T, term(nd′) ) then
12: Let γ := mgu( T, term(nd′) ).
13: Let state S′ be a new state formed as

〈γ(S.strands), S.binding ∪ {nd � nd′}, S.counter〉.
14: if S′ satisfies the three correctness properties as described earlier in

this Section then
15: Let STATES := STATES+S′. { /* Insert S′ into STATES. */}
16: end if{ /* S spawns S′ */ }
17: end if
18: end for{/* Finish trying to bind nd to nodes of existing strands*/}
19: if S.counter < N then
20: for all blocks T ′ of the protocol, such that T ′ appears at location L′ in

a role R′ in a sent message numbered with m, and unifiable(T, T ′) do
21: Let n = S.counter + 1; Let rn be a new strand formed as follows. rn

is the same as the prefix of the action steps of R′ up to the message
numbered with m, denote this prefix as R′↑m, except that for each
variable X of R′↑m if X is not freshly generated in R′, X is renamed
with Xn in rn. Otherwise if X is freshly generated in R′↑m, then X is
replaced in rn by a unique constant that has not appeared in S yet.

22: Let T ′′ be the block located at L′ in rn; Let γ := mgu(T, T ′′); Let
nd′ be the node 〈rn, L′〉
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23: let S′ be a new state formed as (note S does not change)
〈γ(S.strands ∪ {rn}), S.binding ∪ {nd � nd′}, n〉

24: if S′ satisfies the second correctness property, described earlier then
25: insert S′ into STATES. {/* S spawns S′ */}
26: end if{/* No need to consider the correctness properties 1 and 3 */}
27: end for{/* Finish trying to bind nd to nodes of new strands. */}
28: end if{/* Finish handling the state S */}
29: end while
30: print Good: the freshness goal of V for R is satisfied.

Lemma 1. When NRI is individually bounded, RRA Checker terminates in
2-EXPTIME, and when NRI is fixed, RRA Checker terminates in EXPTIME.

Proof. Terms appear as bit-strings to the actual algorithm. Note that a bit-string
here does not mean the data in physical network. The length of a bit-string Str is
the number of bits and is denoted as |Str|bit. The input of RRA Checker, which
is 〈Pro,R, V,N〉, can be considered as a bit-string and its size is measured as
ζ = |〈Pro,R, V,N〉|bit. We want to prove that when NRI is individually bounded
by N , or NRI is fixed to n (N is replaced by n), RRA Checker terminates
with time cost O(2(2P(ζ)

), or O(2P(ζ)), respectively, where P(ζ) is a polynomial
function of ζ. Time is measured by the number of instructions executed.

First we consider the case that NRI is individually bounded by N . The states
that can be reached in a computation of RRA Checker can be viewed as a
tree. The top state is s0. If a state S′ is created from a state S (by the line 15
or 25) then S′ is a child state of S. Let ψ = |Pro|bit × N . It is obvious that
N < 2|N+1|bit = 2O(|N |bit). The number of occurrences of subterms of a term T
is no more than |T |bit. Since each state can have at most N strands, and each
strand can have no more than |Pro|bit nodes, the total number of nodes in a
state is at most |Pro|bit ×N = ψ. Each state has at most O(ψ) children states,
since for the single arbitrarily chosen negative node nd of S (see line 9), there
are at most ψ positive nodes in the existing strands or new strands that can be
the possible binders for nd. The depth from the top state s0 to the bottom of
the tree is at most ψ, since each child state has one more negative node bound
(to some positive node) than its parent state, and there are at most ψ negative
nodes in a state. So the tree of states is at most O(ψ) branching and at most
O(ψ) deep. So the number reachable states is at most O(ψψ).

For efficiency purpose of unification, all terms are represented as DAGs [4] in
the reasoning of RRA Checker. A DAG of a term T is a tree where each subterm
of T appears as a node of the tree exactly once. The subterms of T is defined in
the common way as in [4]. Note that encryption key is considered as a subterm
of an encryption. The DAG size of a term T is the number of subterms of T ,
denoted as |T |DAG. Obviously |T |DAG ≤ |T |bit. All messages sent or received in
the protocol Pro is translated into DAG representation, which can be done in
O(|Pro|bit) time. |Pro|DAG is defined accordingly. Let M be the number of all
distinct subterms appearing in all messages sent or received in all strands in a
state. Since for RRA a regular agent can only receive and accept a block that
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is sent in a message by a regular agent, obviously only the messages sent in the
strands contributes to M. It is obvious to prove that for a strand r of role R, r
can contribute at most |R|DAG to M, and |R|DAG ≤ |Pro|DAG. Since there are
at most N strands, for any reachable state M ≤ |Pro|DAG ×N < ψ. So for any
message Msg in a strand of a state, |Msg|DAG < ψ.

The time cost to generate a new state is O(ψ3) for the following reasons: First,
for two terms T1 and T2, mgu(T1, T2) and unifiable(T1, T2) (Line 12 and 21)
have time cost O(|T1|DAG+ |T2|DAG), and since |T1|DAG < ψ and |T2|DAG < ψ,
the time cost is O(ψ). Second, the cost of applying a substitution to the strands
in a state is O(ψ3) (line 23), since there are at most ψ action steps in a state,
and there are at most ψ variables in an action step, and for the instantiation
T of each variable |T |DAG = O(ψ). Third, with proper organization of the data
structure for the � relationship, the cost to check the correctness properties for
a state is also O(ψ), which is the maximum number of nodes in a state.

Therefore RRA Checker will terminate after
O(ψψ × ψ3) = O({2log2ψ}ψ × ψ3) = O(2log2ψ×ψ+log2ψ

3
) = O(2ψ

2
)

instructions. Since |Pro|bit is at most ζ and N is at most 2ζ ,
ψ = |Pro|bit ×N < ζ × 2ζ = 2log2ζ+ζ < 22ζ .

Therefore the algorithm terminates in no more than
O(2ψ

2
) = O(2(22ζ)2) = O(224ζ

)
instructions, which is in 2-EXPTIME, since 4ζ is a polynomial function of ζ.

Now we analyze the other case. When NRI is a fixed number n, the input
size of RRA Checker is ζ, and |Pro|bit = O(ζ). Then ψ = |Pro|bit × n < nζ.
The time complexity is no more than O(2ψ

2
) < O(2(nζ)2) = O(2n

2ζ2), which is
in EXPTIME, since n2ζ2 is a polynomial of ζ where n is a constant.

The soundness and completeness of Athena to check secrecy and authentica-
tion when NRI is bounded have been addressed in [13], and the soundness and
completeness of RRA Checker can be proved similarly. The soundness of the
RRA Checker is obvious: when RRA Checker reports an attack, then there is
an attack that violates the freshness goal. The completeness of RRA Checker
can be proved by induction on the iterations of the RRA Checker to show that
for any run of the protocol that violates the freshness goal, a subset of the
role instances in the run can always be mapped to the strands of a reachable
state during the computation of RRA Checker. In [11] further details of the
correctness of RRA Checker are provided. Therefore we can prove the following
theorem.

Theorem 3. Checking RRA for a freshness goal is 2-EXPTIME when NRI is
individually bounded, and is EXPTIME when NRI is fixed.

When NRI is individually bounded or fixed, the complexity of checking DRA is
no more than checking RRA, and we have the following corollary.

Corollary 1. Checking DRA for a freshness goal is 2-EXPTIME when NRI is
individually bounded, and is EXPTIME when NRI is fixed.
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Since DRA can be considered a special case of RRA, RRA Checker can be
adapted to check DRA. Then the goal binding mechanism is further restricted,
so that a node nd received at location L can only bind to a node nd′ sent at
location L, according to the protocol. Suppose r′ is the new strand introduced
to a state by the binding from nd to nd′, where nd′ appears in r′, and nd
appears in a strand r already included in the state. Let m and m′ be the largest
message number of a receiving action step in r and r′ respectively. Then it is
true that m′ < m. By this observation, it is not difficult to design a measure
which is strictly decreasing in any branch of the state tree of RRA Checker.
Since RRA Checker is finitely branching, its termination of checking DRA is
obvious, even when NRI is unbounded. The soundness and completeness of the
algorithm still hold for checking DRA. So we have the following theorem.

Theorem 4. Checking DRA for a freshness goal is decidable when the number
of role instances in a run (NRI) is unbounded.

Theorem 5. Checking RRA for a freshness goal is NP-complete when NRI is
fixed by a number n.

Proof. A non-deterministic algorithm can just guess a branch of the tree of states
of RRA Checker, which has at most ψ = |Pro|bit × n states. Since the cost to
generate a state is O(ψ3), and ψ < nζ, the total cost of a branch of RRA Checker
is O(ψ)×O(ψ3) = O(ψ4) = O(n4ζ4) = O(ζ4). Since ζ4 is a polynomial function
of ζ, checking RRA for a freshness goal is NP when NRI is fixed. To prove NP-
hardness we reduce the satisfaction problem of 3-SAT to a problem of checking
freshness with NRI bounded to 2 (n = 2). The same proof can be applied for
other cases where n > 2. Detailed proof is included in [11], which is delicate.

We have attempted to check DRA by a set of efficient reasoning rules that take
advantage of the restrictions for the attacker. It seems that checking DRA is
P (decidable in polynomial time) even NRI is unbounded. Adapting Athena
to check DRA cannot get a polynomial time result since we have found some
protocols that require exponential time for Athena to check DRA.

To show the NP-completeness of checking GRA following the approach of this
paper will need to incorporate the attacker’s internal computation (the attacker
strands of Athena) into the model checker. Furthermore we have to prove that in
a non-deterministic branch of the computation of the model checker, the DAG
size of the substitution is polynomial to the DAG size of the protocol, as discussed
in [4]. Since we have some doubts on the existing proofs of NP-completeness for
checking secrecy [4] as mentioned earlier, we are trying to have a better approach
to show the NP-completeness of secrecy and authentication, which we believe
should cover the NP-completeness of checking GRA when NRI is fixed.

We summarize the complexity results of checking freshness in the following
table. The results surrounded by two question marks are by postulation and
have not been proved by this paper and are under investigation.
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attack \ NRI unbounded individually bounded fixed
DRA Decidable, ?P? 2-EXPTIME, ?P? EXPTIME, ?P?
RRA Undecidable 2-EXPTIME NP-complete
GRA Undecidable ?2-EXPTIME? ?NP-complete?

4 Summary

In this paper we define freshness goal and its attacks and investigate the complex-
ity of checking freshness, which is the first research on this topic. The techniques
of modeling, reduction, and model checking have novel features and can be ap-
plied generally in this area. Currently we are investigating the polynomial time
algorithm to check DRA, and we use an approach that achieves efficiency by
tracing the mechanism of challenge-response, which is rather different from the
approach of using a model checker in this paper. We are also studying an im-
proved approach to prove NP-completeness of checking secrecy, which can also
be applied to authentication and checking GRA. We expect to extend the NP-
complete proof of this paper and to handle several demanding issues discussed
at the end of Section 3. These substantial works are proper to be addressed in
subsequent researches beyond the scope of this paper.
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Abstract. Internet voting will probably be one of the most significant
achievements of the future information society. It will have an enormous
impact on the election process making it fast, reliable and inexpensive.
Nonetheless, so far the problem of providing security of remote voting
is considered to be very difficult, as one has to take into account sus-
ceptibility of the voter’s PC to various cyber-attacks. As a result, most
of the research effort is put into developing protocols and machines for
poll-site electronic voting. Although these solutions yield promising re-
sults, most of them cannot be directly applied to Internet voting because
of the secure platform problem. However, the cryptographic components
they utilize may be very useful in the context of remote voting, too.
This paper presents a scheme based on combination of mixnets and ho-
momorphic encryption borrowed from robust poll-site voting, along with
techniques recommended for remote voting - code sheets and test ballots.
The protocol tries to minimize the trust put in voter’s PC by employing
paper ballots distributed before elections. The voter uses the ballot to
submit an encrypted vote, which is illegible for the potentially corrupt
PC. The creation of paper ballots, as well as the decryption of votes,
is performed by a group of cooperating trusted servers. As a result, the
scheme is characterized by strong asymmetry - all computations are car-
ried out on the server side. Hence, it does not require any additional
hardware on the voter’s side. Furthermore, the scheme offers distributed
trust, receipt-freeness and verifiability.

1 Introduction

If we take a critical look at the traditional voting methods that we have been
using for years, we can observe many opportunities for fraud along with the
inability of citizens to verify election results. This gives a strong motivation for
computer scientists to design e-tools that could realize voting, and that would not
only prevent cheating and allow checking, but also lower the costs and increase
availability. Unfortunately, such solutions, contrary to traditional voting, have to
face an inherent threat that any security vulnerability may allow massive abuse
(this is an example of a general phenomena well described by Schneier [1], and
denoted as class break). Therefore, electronic voting should meet the following
requirements.
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– Anonymity, privacy – voter’s individual choices should remain secret.
– Receipt-freeness – the voter should be unable to convince a third party of

the vote decision and, as a consequence, should be unable to sell his or her
vote. This property is also achieved if the voter has effective measures of
deceiving a potential buyer.

– Verifiability – the voter should be able to check correctness of every stage of
the protocol. He or she should be empowered to verify the tallying process
(global verifiability) and check if his or her vote was included (individual
verifiability). Usually individual verifiability requires a lookup in a public
catalog, whereas global verifiability demands performing some computations.
In consequence, an average voter delegates global verifiability to experts or
watchdog organizations. Verifiability implies integrity of the election – no
party is able to introduce illegal votes and all proper ones are counted.

Three approaches to the problem of electronic voting have been proposed so
far (see: [2,3]).

– Poll-site voting – special voting machines with dedicated software are in-
stalled in voting booths at polling stations. Voters can cast votes by inter-
acting with such a machine, and in some cases they can receive a receipt
for verification. The terminal and the environment can be controlled. More-
over, some steps of the protocol may by performed by an election official, for
instance the voter can be personally authorized.

– Kiosk voting – voting takes place through publicly available terminals (e.g.
sophisticated ATMs or dedicated state-owned machines). In this scenario
only the terminal can be controlled.

– Voting via Internet performed by a client-server application, run by voter’s
personal computer (PC)/mobile phone/PDA/smart card, and on the server
side, by trusted authority or authorities. Neither the terminal not the envi-
ronment can be controlled. Internet voting is a special case of remote voting,
which encompases also mail-in elections or voting by phone. Although the
presented protocol was designed for Internet voting, it can also handle other
kinds of remote voting. Therefore, we also use the broader term in the rest
of the paper.

The rest of the paper is organized as follows: section 2 covers the state-of-the-art
voting protocols in the context of remote voting. Section 3 describes general ideas
of the proposed scheme. It is followed by a presentation of the main building-
blocks of the protocol. The fifth section explains the protocol in detail. Finally, we
explain the main properties of the scheme and introduce further enhancements.

2 Related Works

2.1 Poll-Site Voting

Recently, the effort of researchers has mostly been put into developing protocols
and machines for poll-site voting. Among the three above listed approaches, this
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is the least demanding from the security perspective, as we can assume control of
the voter’s terminal, and on the environment (the officials are present at the poll-
site). Several well designed solutions have been proposed, including: Chaum’s
voting system [4], Neff’s voting system [5], W-voting [6], Scratch&Vote (S&V)
[7], Prêt à Voter (PaV) [8], Punchscan (PS) [9] and Punchscan merged with Prêt
à Voter (PS+PaV) [10]. The machines used at polling stations produce ballots –
digital or paper means of casting a vote. The ballot contains either the encrypted
vote or all possible encrypted votes, along with other values (identifiers, non-
interactive zero-knowledge proofs, randomizing values, keys). Some of the values
that prove the proper construction of the ballot may be hidden (e.g. proofs). A
ballot for which the hidden values were revealed is a compromised ballot and
may be used as evidence for vote selling. The voter verifies the creation process
by choosing two ballots and then selecting one for validation. The selected ballot
is compromised by providing additional hidden data (usually printing – see for
example [4], or not destroying – see for example [7]). The validation procedure
requires a computer program and equipment (e.g. scanner). In practice, the
verification is meant to be carried out by watchdog organizations that collect
the ballots at polling stations or somewhere else. As a consequence, the remaining
ballot is believed to be properly constructed and is used to cast a vote. The non-
compromised ballot (without additional data) cannot serve as evidence for vote
selling purposes (receipt-freeness). Encrypted votes are published and processed
by election authorities to obtain the final result. Every voter can check if his
or her encrypted vote was counted. Correctness of the tallying process can be
universally verified. Interactive testing of machine encryption and verification of
the processing give strong assurance that cheating is impossible.

Among the listed solutions, we can distinguish protocols with pre-printed
ballots – the ballot is not printed in interaction with the voter (S&V, PaV,
PS, PS+PaV) and contains codes for all possible choices. The other protocols
demand a voting decision during the creation of a ballot, which contains only
one encrytped choice, and they are inappropriate for remote voting. This is a
consequence of the following observations.

– We cannot replace dedicated machines with voters’ personal computers. This
is caused by the fact that a PC is not tamper-proof, and may leak secret infor-
mation to the voter, enabling vote selling. For instance, interactive checking
of ballots relies on the assumption that the voter does not learn verification
data for the proper ballot.

– It is difficult and expensive to reduce the size of voting machines used in
poll-site voting to make them portable (integrated printer and other imple-
mentation aspects).

The protocols with pre-printed ballots, do not require voting machines to be
present at polling stations – the ballots may be prepared and distributed earlier.
The vote is cast manually, and recorded (digitalized) by the election authority.
Most of the protocols conform to the model with one election authority and
many trusted printing parties. The model assumes distribution of trust between
the parties that create the ballot and the parties that collect votes. Distribution
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of trust is a property that gives the voter confidence that there exists no single
authority (more generally, a proper subset of the set of authorities) that can
breach either confidentiality or integrity of the system. The model seems to be
applicable to remote voting if we assume that the voter obtains his ballot (or
two for probabilistic testing) before elections, and then he or she sends relevant
values from the ballot via Internet and it is assured that neither the printing
authority nor the collecting authority is able to breach his or her privacy. These
requirements are met by the Prêt à Voter system, which employs distributed
printing – the process of printing is performed by two (see [8]) or more trusted
parties (see a different extension of the system proposed in [11]). Although the
distribution of trust is not provided by the solutions based on Punchscan, they
offer unconditional privacy as a trade-off (assuming the usage of perfectly hiding
commitments). It also worth mentioning that the Punchscan solutions have the
simplest ballot (especially PS+PaV), without any ciphertexts and long strings.
The table below gives a comparison of properties of the protocols with pre-
printed ballots including the new one proposed in the paper.

Table 1. Comparison of voting protocols with pre-printed ballot (* supplied docu-
mentation does not convince, ** printing authority learns too much from the values
published for verification, + no distributed printing)

New PaV S&V PS PS+PaV SureVote

Verifiability Yes Yes Yes Yes Yes No*
Distribution of trust Yes+ Yes No** No No No*

Simple ballot Yes contains contains Two layers Yes Yes
ciphertext ciphertext

scratch surface
Unconditional privacy No No No Yes Yes No

2.2 Internet Voting

The remote voting approach is the most convenient and cost-effective. It also
reflects the needs of the modern society. Nonetheless, it is considerably more
challenging, as we have to take into account various cyber-attacks (possibly
launched from a hostile country), and less control of the voter’s terminal and
environment [3,12]. The latter implies the possibility of external influence be-
ing exerted on the voter. Vulnerabilities of voters’ PCs may open the door to
many serious abuses, e.g. automated vote selling or malicious changing of votes.
Several countermeasures have been proposed to minimize trust put in voter’s
PCs. Apart from the expensive ones (trusted hardware) and the idealistic ones
(clean operating system), code sheets and test ballots seem to be promising
[3]. Code sheets impose a complete asymmetry in the computational sense – no
computations are done on the voter’s side. This is achieved by providing vot-
ers with ballots that contain unique codes representing candidates (different set
of codes for each ballot). Each candidate code has a verification code assigned
to it. The PC is used to pass the entered code on to the election authority,
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which returns the relevant verification code. The response is displayed by the
PC to assure integrity of remotely cast vote. Honest election authority may pre-
vent cyber-attacks, but a dishonest one can try to influence elections results or
breach voter’s privacy. SureVote system, described in [13], is an example of a
code sheets scheme. On the other hand, test ballots is an approach that suggests
introducing special ballots in the voting stage. The ballots should be unrecog-
nizable for the tallying authorities, so that they are unable to predict for which
ballots they will have to reveal processing after publication of the result. There
are also attempts to solve the untrusted platform problem by utilizing trusted
hardware (see [14,15,16]), but these solutions have to face a serious threat of
malicious producers and kleptography [17].

3 Sketch of the New Protocol

3.1 Design Goals

Design of our protocol was motivated by the following aims.

– (Distribution of trust) The scheme, similarly to PaV, provides distribution
of trust but it does not require distributed printing and all relating complica-
tions (scratch surface). In consequence, the implementation of the property
is easier and less expensive.

– (Verifiability) Every stage of the protocol may be verified either directly by
the voter or the validation may be delegated to independent organizations.

– (Receipt-freeness) Receipt-freeness is guaranteed in the same way as in PaV
or Scratch&Vote – the voter receives two ballots, one of which is compromised
and throughly checked. The other ballot is considered to be a valid one and
is utilized. The key point is that for the valid ballot the voter possesses no
digital evidence of its authenticity. In consequence, it is difficult to organize
vote selling or coercion on a massive scale.

– (Simple ballot) The ballot does not contain any ciphertexts and is equiv-
alent to the one used in PaV+PS. The voter does not need to enter long
strings which significantly increases user-friendliness of the system compared
to PaV.

– (Trustworthiness) Test ballots may be introduced into the system by an
average voter to convince skeptics of correctness of the tallying process.

– (Practicality) Easy and inexpensive integration with traditional elections is
possible. No additional hardware on the client side is required and remote
voters are registered before traditional elections start to prevent unnoticed
double voting. Remote voter might be allowed to cast their vote in a tra-
ditional way. This would cancel the remote vote. Such solution was imple-
mented in Estonia [18] and solves the problem of a voter who loses trust in
the remote voting system or a voter who is an object of malicious coercion.

– (Corrupt PC resistance) The protocol assumes reduction of trust put in
the voter’s PC and the software it runs, by assuring that voter’s computer
is unable to record and secretly change choices made by its user (neither
randomly nor intentionally).
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The main idea of the proposed protocol is that the voter encrypts his vote by
performing a simple cyclic shift. The operation performed by the voter can be
inverted by a group of cooperating servers that perform distributed computa-
tions. This is how the trust is distributed, and contrary to basic code sheets, the
process of decrypting votes can be publicly controlled. Our model also includes
distributed creation of paper ballots. The ballot can be interactively tested using
similar techniques as in poll-site machines. In addition, the solution offers the
voter user-friendliness and ability to introduce test ballots to the system. This
may be the key factor for winning social acceptance, which is a problem in the
context of electronic elections.

3.2 Actors

Apart from the voters, the protocol employs the following trusted authorities.

– EC1 (Election Committee 1 ) - provides an on-line voting service, whose
users are authorized using known protection mechanisms. Communication
with EC1 can be established through an authenticated (in both directions),
private channel.

– EC2 (Election Committee 2 ) - prints paper ballots used to encrypt user
choice. EC1 and EC2 are in a conflict of interests.

– A1, A2, ..., Aλ – authorities that participate in the process of creating pa-
per ballots, and in the process of decrypting votes, they also assure proper
distribution of trust and audit.

– BB – bulletin board, provides an authenticated public channel – allows
publishing and later access to signed messages.

3.3 The Protocol from the Voter’s Perspective

1. Registration. Registration procedure should be similar to applying for an
electronic bank account. A citizen fills in an application form and submits it
personally to the local administration office where he is personally authorized
(based on his signature and ID card). After a reasonable period of time
the voter is able to receive his elections kit from EC1. The kit contains
credentials which enable remote authentication of the user and access to the
on-line voting service. The methods used here may be similar to the ones
used in e-banking, (PINs, passwords, one-time passwords, tokens). A token
integrated with an electronic ID card or signatures-enabled ID is considered
to be the optimal solution, as the ID is tightly bound to the citizen.

2. Obtaining the paper ballot. A citizen who is willing to cast his vote via In-
ternet is obliged to visit the local administration office in order to obtain
a paper ballot, and to be personally authorized. Is is supposed that it can
be done during a reasonably long period of time before the elections. It is
assumed also that the voter has already gained access to the election service
(see: registration). The voter chooses two ballots, then decides which one
should be verified. The selected ballot is recoded by an election official, and
can be verified by the voter or by a civic committee. The other ballot is
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1. Alice
2. Bob
3. Carol
4. Dave

3
0
1
2

id=0001221sh=2

Fig. 1. The ballot. The shift value does not need to be printed explicitly.

separated from the part containing validation data, and serves as a proper
means of casting a vote. The validation data is destroyed in the presence of
the voter.

3. Manual encryption. Every ballot has a shift value sh and an identifier id
assigned to it. The transformation is represented by a table, the first column
of which consists of a list of candidate names in alphabetical order (or any
other order approved for given elections). The second column contains en-
crypted votes – we encode candidate number v by the value v + sh mod c
(c is the number of candidates).

4. Vote submission. In a definite period of time (e.g. the week before traditional
elections), when remote votes are collected, the voter, using EC1 on-line vot-
ing site logs into the proper elections service, enters the id and the encrypted
vote.

5. Publication of encrypted votes. EC1 publishes voters’ names along with en-
crypted votes on the BB (without the id’s).

6. Verification. Voter checks if his encrypted vote reached the bulletin board
in an unchanged form.

7. Vote results publication. The votes are decrypted by trusted authorities
A1, A2, . . . , Aλ and published.

4 Building Blocks

Most of the building blocks we employ are based on the ElGamal public key
cryptosystem. Let p be a large prime, g a generator in Zp and x a random
element of Zp. We define: ElGamal private-public key as (x; p, g, y), where y = gx

mod p, and ElGamal encryption and decryption functions as: ey(m) = (myk, gk),
dx(a, b) = a/bx. Owner A of asymmetric keys (x; p, g, y) can prove that a given
ciphertext (a, b) is an encryption of message m using a non-interactive zero-
knowledge proof of equality of discrete logarithm (logb(a/m) = loggy) [19]. We
will denote the proof as NIZK(m, (a, b)).

4.1 Mix Networks

One of the most important branches in research of electronic voting are protocols
based on mix networks. Mix network protocols allow shuffling a list of encrypted
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messages in a distributed way by λ trusted parties (mix servers). Each party
Ai sequentially permutes and transforms elements on the list. The resulting list
is passed on to the next mix server via an authenticated public channel (BB).
Transformations carried out by a single server obfuscate relations between input
and output elements. Therefore, it is hard to determine the secret permutation of
a single server, and in consequence the global permutation of the whole mixnet.
We need two functions to perform distributed shuffling:

– onk(m) – creates an initial encrypted form (called an onion) of m that passes
through the mix servers (k is a randomizing value);

– ti,k(c) – function of the i-th mix server that transforms the ciphertext c into
c′ so that: c′ encrypts the same message as c, and it is difficult to prove this
fact without the knowledge of the randomizing value k.

Depending on the transformation function, we can distinguish different types
of mixnets. The protocol introduced in this paper employs partially decrypt-
ing mixnets. This type of mixnet is characterized by the fact that each server
partially decrypts elements on its input list and the last server yields messages.
Such a mixnet based on ElGamal can be build by defining the o and t func-
tions as follows [20]: onk(m) = ey(m) (where y = y1 · y2 · ... · yλ), ti,k((a, b)) =
(a(yi+1yi+2...yλ)k/bxi, b · gk), where ti,k, (xi, yi) are transformation function and
asymmetric keys of Ai (i = 1, 2, . . . , n).

Randomized Partial Checking (RPC). A mix network protocol can be em-
ployed as a component of electronic voting if it can be guaranteed that none
of the elements from the list was replaced or maliciously altered. This property
called robustness is provided by additional checking. Randomized Partial Check-
ing is a fairly simple and effective verifying technique which was introduced in
[21]. The mix servers are obliged to reveal a random half of their input-output
relations, with the assurance that no path of length greater than 2 can be un-
covered. To achieve this property the servers are paired, and forced to uncover
complementary halves of their transformations.

More precisely, RPC consists of the following steps (see [21]):

1. Before shuffling. The servers A1, A2, . . . , Aλ publish commitments to their
permutations (pcommit(πi) = (commit(πi(1)), ..., commit(πi(n)))), where
πi is Ai’s permutation of n element set {1, 2, . . . , n},

2. After shuffling. The servers establish a fairly chosen value r = r1⊕r2⊕...⊕rλ

(⊕ is a XOR of a string of bits) – each server contributes its randomizing
value ri using commitments, so that no party is able to determine r. Then
a value q = hash(r, content(BB)) is computed, and qi = hash(q, i) are
derived. The qi values determine transitions to be revealed in pair i. To
prove the validity of a selected transition of j-th input server Ai publishes
a value validator(i, j) that may consist of decommit(πi(j)), kij , where kij is
the randomization value used in the j-th transformation.
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4.2 Homomorphic Encryption and Re-encryption

The ElGamal scheme has the property that having two encrypted messages, one
can calculate the ciphertext of multiplication of the two messages. This can be
achieved by simply multiplying the two ciphertexts. This property is known as
(·, ·)-homomorphism. In this paper (·, +)-homomorphism is more useful. How-
ever, this requires a small modification of the original ElGamal.

êy(m1) = (hm1 · yk1 , gk1), êy(m2) = (hm2 · yk2 , gk2)

êy(m1)·êy(m2) = (hm1 ·yk1 ·hm2 ·yk2 , gk1 ·gk2) = (hm1+m2 ·yk, gk) = êy(m1+m2)

hm is obtained from êy(m) by performing regular ElGamal decryption, then m
is found through exhaustive search or lookup in a precomputed table. Note, that
if we take p such that a large prime q|p−1 and a small c|p−1 then assuming that
ord(g) = q and ord(h) = c we can perform encrypted additions in a cyclic group
Zc. Because the ElGamal encryption offers semantic security this modification
does not weaken the cryptosystem.

4.3 Computing Mixnet

If we combine mixnets with the idea of homomorphic encryption we obtain a
protocol for distributed computation that has the property that it obfuscates the
relations between input and output values. Computations performed by such a
network can be used to anonymously invert the modulo addition operation
(cyclic rotation) performed by the voter. We now obtain two new functions:
ônk(m) = êy(m), where y = y1·y2·...·yλ, and t̂i,k,l((a, b)) = (a·hl ·(yi+1yi+2...yλ)k

/bxi, b · gk), l is a value added in a given transformation of the i-th server.

5 The Protocol

5.1 Setup

Notation: n – number of paper ballots; c – number of candidates; p – secure,
public prime, such that a large prime q|p− 1 and c|p− 1, g, h – generators in Zp

of order q, c respectively; (xi; p, g, yi) – asymmetric keys of Ai; (xEC2 ; p, g, yEC2)
– asymmetric keys of EC2. Before the start of the elections the following steps
need to be fulfilled.

1. EC1 chooses a permutation π0 : Zn → Zn, and publishes the commitment.

EC1 −→ BB : pcommit(π0)

2. Each Ai:
(a) chooses a permutation πi : Zn → Zn, and a vector of small integers

(lij < c): li = (li,1, li,1, ..., li,n);
(b) publishes the commitment to its permutation and to the values lij

Ai −→ BB : pcommit(πi), commit(li).
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5.2 Actions of the Protocol

Creation of ballots. Creation of paper ballots involves sending n pairs of partially
decrypting onions through the mixnet. The first onion (c0,j) in a pair carries an
identifier of the input position, while the second one (ĉ0,j) uses homomorphic
encryption to accumulate the sum sh that forms the cyclic rotation printed on
the paper ballot.

c0,j = ey(π0(j)), y = y1 · y2 · ... · yλ · yEC2, ĉ0,j = (1, 1), j = 1, .., n

EC1 −→ BB : (c0,j), (ĉ0,j)

The pairs of onions (c0,j , ĉ0,j) are then being processed by the authorities Ai

(ci,j = ti,ki,j (ci−1,j), ĉi,j = t̂i,ki,j ,li,j (ĉi−1,j)), i = 1, 2, ..., λ and passed on to the
next authority through the bulletin board. Note that the resulting identifiers
and values sh remain secret to the public audience, as they are still encrypted
with EC2 public key.

Ballot printing. Each pair on the output list is decrypted by EC2, and resulting
identifiers and shift values are printed on the ballots (sh, id). The shift value is
used to create the second column of the table (see section 3.3). Every ballot is
then completed with hidden values: the corresponding onion pair from the output
list (cλ,k, ĉλ,k) and non-interactive zero-knowledge proof of the correctness of the
decryption of cλ,k (NIZK(id, cλ,k)) and ĉλ,k (NIZK(hv, ĉλ,k)).

Distribution and checking of ballots. Every voter V personally obtains two paper
ballots. He or she chooses one for verification and learns its validation values (the
part of the ballot with validation values for the second ballot is separated and
destroyed). The ballot identifier is scanned by an election official and marked as
invalid by EC2 on the BB. The values it contains can be verified. Note that the
verification process has to include values available on-line on the bulletin board.
The other ballot provides the voter with id, sh, which are used for voting.

Casting votes. Each voter V encrypts his or her vote for candidate number v
with value from the second column, which is equal to v + sh mod c. The value
is sent along with id to EC1 through an authenticated channel.

V
auth−→ EC1 : id, v + sh mod c

The election authority publishes the following: position on the input list p =
π−1

0 (id), voter’s identifier and his encrypted vote, the onion ĉ′0,p = ônk′
0,j

(v + sh

mod c), and k′
0,j as proof of the correctness of the onion. The id value of the

ballot is not published.

EC1 −→ BB : p, V, v + sh mod c, ĉ′0,p, k
′
0,j
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Recovering and counting votes. The encrypted votes that have been available
on the bulletin board enter the same mixnet, that uses the same lij values and
the same permutations, but instead of adding they are now subtracted by Ai

(ĉ′πi(j)
= t̂i,k′

i,j ,−li,j
(ĉ′i−1,j)). After the second stage of processing the mixnet

outputs cleartext votes (published on the BB). The onions that reach positions
on the output list marked as invalid are traced back. It means that in case a
compromised ballot was used the fact can be easily discovered.

5.3 Mix-and-Compute Verification

For verification of the two stage process of creating ballots and recovering votes
we also need a two stage validation technique. Splitting RPC directly into two
phases (revealing 1/4 of transitions twice) is unacceptable – before the second
stage of testing a malicious mix server would be able to pinpoint transitions that
cannot be tested according to the rule that in a pair of servers no path of length
two can be uncovered. Therefore, we propose a different two-stage version of
RPC, in which the servers are grouped in 4-tuples consisting of two pairs.

1. (After creation of ballots) 1/4 of transitions of each server is revealed in
a similar way as in the regular RPC procedure (no path of length two is
uncovered in each pair).

2. (After recovery of votes) Within each 4-tuple one pair is selected to reveal
remaining the 1/4 of mappings in the RPC fashion. The servers in the other
pair reveal transformations independently (without hiding paths).

Now the probability that replacement of n onions will remain unnoticed is (1/6)n.
The transitions selected to be verified are determined in a way similar to reg-
ular RPC. However, the validating values also include elements of sums – lij .
Transitions chosen to be revealed are uncovered in both stages.

6 Protocol Properties

6.1 Security

Confidentiality and distribution of trust. Confidentiality of the system is mainly
preserved by the properties of the partially decrypting mixnets based on ElGamal
asymmetric encryption. The operations carried out by the computing mixnet
allow to produce shift values used by the voter to encrypt his vote by modulo
addition (one-time pad). Computing mixnet is verified by the two-stage RPC
without revealing complete paths – the anonymity is preserved. It has to be
stressed that the security of the elections is preserved if the authorities EC1 and
EC2 are in a conflict of interest – for instance they are controlled by the ruling
and opposition party. Otherwise, they would be able to violate users’ privacy
and try to introduce fake votes. This is caused by the fact that one authority
(EC1) controls the input to the computing mixnet while the other party (EC2)
controls the output. EC2 learns all the shift values, while EC2 (based on the
ballots’ identifiers) knows how to position encrypted votes before they enter the
mixnet in the second stage of mixing.
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Receipt-freeness and resistance to coercion. Providing verifiability and receipt-
freeness (inability to sell votes) is the biggest challenge in design of voting pro-
tocols. In our protocol the voter is given two paper ballots. He or she chooses
one of them to reveal its validation values. The ballot is marked as compromised
on the mixnet’s output list and can be verified by a watchdog organization. As
a result the voter believes that the proper ballot, whose validation values were
destroyed, is also valid. But he or she is unable to prove it to anybody else (who
was not present during interactive testing), and sell the vote. The voter simply
has no digital evidence of the authenticity of the proper ballot, and is unable to
convince a third party. Moreover, the voter is able to produce fake ballots based
on the proper one, and claim to have voted as the potential buyer wishes. One
can imagine open software for production of such ballots. A more active coercer
may force absence of the voter or casting a random vote, but the remote voter
always has the possibility to cast his vote traditionally.

End-to-end verifiability. To verify correctness and integrity of the elections the
following steps deserve extraordinary scrunity: distributed creation of the ballots,
ballot decryption and printing, vote submission, vote positioning on the input
list, distributed decryption of votes. Proof of the correctness of distributed cre-
ation of ballots and decryption of votes relies on the modified two-stage RPC
procedure. The proof may be universally verified but requires special knowledge.
As a result, verification will be delegated to independent experts. Printing and
decryption of ballots is verified by interactive testing – choosing one ballot out
of two for thorough investigation. The output position of the compromised bal-
lot is then marked as compromised on the first stage mixing output list. The
compromised ballots may be then utilized as test ballots. They are introduced
into the mixnet by verification organizations or voters themselves to strengthen
verification of the decryption process and the creation of the second stage in-
put list. The decrypted votes that are output at compromised positions can be
traced back, and voters who decided to check could verify their test ballot by
checking how it was decrypted on the bulletin board. In this sense test ballots
are a real trust increasing factor. Submission of the vote may be directly verified
– the voter checks his encrypted vote on the list published on the bulletin board.

6.2 Further Enhancements

Code sheets. The scheme would certainly benefit from an immediate assur-
ance that votes cast by the voters reached the election authority unchanged.
To achieve this goal we can employ verification codes inserted in the identifier
onion by EC1 during creation of ballots. Truncated digital signatures of EC1 are
good candidates for the codes – EC1 could provide on-demand authentication of
a voting ballots. If the number of candidates exceeds the capacity of the onion,
a seed value may be used instead.

K-out-of-L voting. In the basic setting the proposed scheme offers 1-out-of-L
voting, which means that we can choose only one candidate. However, we can
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easily extend it by adding multiple cyclic rotations to K-out-of-L or K-out-of-L-
ordered voting. This requires increased number of homomorphic onions processed
by the authorities and a slightly different ballot layout. The ballot contains a
list of candidates and a table for each cyclic shift.

7 Conclusions

So far, no viable solution to the problem of remote electronic voting has been
proposed. The computational model presented in this paper is a step toward
overcoming vulnerabilities of operating systems, personal computers and the
Internet. The solution also offers receipt-freeness and full verification of every
step. Compared to existing solutions the protocol offers simplier ballot, user-
friendliness and distribution of trust without a complex printing procedure. The
crucial part of the verification can be carried out by every voter while the more
complicated routines may be delegated to experts or independent organizations.
The protocol can be regarded as a general solution and, in consequence, can be
used at poll-stations. We also showed that autonomously computing mix servers
may be a useful component of cryptographic protocols.
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Abstract. The aim of timestamping systems is to provide a proof-of-
existence of a digital document at a given time. Such systems are impor-
tant to ensure integrity and non-repudiation of digital data over time.
Most of the existing timestamping schemes use the notions of round (a
period of time) and round token (a single value aggregating the times-
tamping requests received during one round). Such schemes have the
following drawbacks: (i) Clients who have submitted a timestamping
request must wait for the end of the round before receiving their times-
tamping certificate (ii) TimeStamping Authorities (TSA) based on such
schemes are discrete-time systems and provide relative temporal authen-
tication only, i.e. all the documents submitted during the same round
are timestamped with the same date and time. (iii) the TSA can tamper
timestamps before the round token is published in a widely distributed
media. In this paper, we define a new timestamping scheme which over-
comes these drawbacks.

Keywords: Timestamping scheme, Merkle tree, Chameleon hash
function, Absolute timestamp.

1 Introduction

The use of digital documents is growing rapidly, nowadays. It thus becomes
very important to ensure their security when they are stored/exchanged on the
open network environment. Cryptographic primitives, including digital signa-
tures, help to provide ongoing assurance of authenticity, data integrity, confi-
dentiality and non-repudiation. Besides that, it is also important to be able to
certify that an electronic document has been created at a certain date. Times-
tamping protocols, which prove the existence of a message/document at a certain
time, are mandatory in many domains like patent submissions, electronic votes
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or electronic commerce, where frauds are related to monetary (or even political)
interests. Moreover, timestamping services can serve as non-repudiation services.
A digital signature is only legally binding if it was made when the user’s certifi-
cate was still valid.

Timestamping schemes provide two types of temporal authentication: absolute
authentication [1,14] and relative authentication [2,10,8,4]. Most of the existing
timestamping schemes use the notions of round (a period of time or a number
of requests) and round token (a single value aggregating the timestamping re-
quests received during one round). Such schemes have the following drawbacks:
(i) Clients who have submitted a timestamping request must wait for the end
of the round before receiving their timestamping certificate (ii) TimeStamping
Authorities (TSA) based on such schemes are discrete-time systems and provide
relative temporal authentication only, i.e. all the documents submitted during
the same round are timestamped with the same date and time. It is important
to note that even totally ordered schemes are not continuous time schemes and
comparing timestamps issued from different totally ordered TSS can be impos-
sible. (iii) the TSA can tamper timestamps before the round token is published
in a widely distributed media.

Note that there also exist distributed schemes (see [6,7] and [23]). They are
secure (particularly against a Denial of Service attack) but heavy because of
the huge number of interactions between the servers. Another drawback of these
techniques is the lifetime of the signatures which were sent to clients by trusted
servers (or by the users of service). If the keys pair of a signer is expired, valid
timestamps cannot be verified.

In this paper, we define a new round-based timestamping scheme which over-
comes these drawbacks. First, we use chameleon hash functions [17] to construct
the authenticated data tree (in this paper, we use the Merkle tree) and to com-
pute the round token at the beginning of the round. Second, our scheme is
distributed, i.e. several servers cooperate to compute round tokens and times-
tamping certificates.

For a given round, our timestamping procedure consists of two phases. The
first phase is performed off-line before the round begins (before receiving the
timestamping requests) and the second phase is performed on-line after the be-
ginning of the round (while receiving the requests). Using a chameleon hash
function allows the TSA to pre-construct an authenticated data tree and pre-
generate timestamps and round token in the off-line phase. Later, in the on-line
phase, when the ith request of the round arrives, the TSA only needs to find a
collision for the timestamp at the position i in the authenticated data tree and
returns the ith timestamp to the client. Consequently, a timestamping certifi-
cate with absolute time can be returned to the client immediately after receiv-
ing his request. The same technical idea was used to construct on-line/off-line
signatures [21].

The biggest danger of using a chameleon hash function lies in the possible
compromise of the trapdoor key TK. We eliminate such a risk by distributing
the trapdoor key in a network of servers. Each server knows only a fragment of
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the trapdoor key TK. Therefore, any calculation requiring the trapdoor key can
only be done by a collaboration of a given number of servers. This number λ is
called the threshold. We need a collaboration of at least λ servers to get a result.
Such a system is called a (λ, n)-threshold cryptographic system. In our scheme,
if k is the number of corrupted servers, then the threshold must be greater than
2k in order for the calculation to succeed. The use of a threshold scheme has
two objectives: (i) Avoiding the compromise of the trapdoor key. (ii) Proving
the absolute time. The absolute time must be checked by at least λ servers. In
our scheme, we need λ = 2k + 1, when the number of failed or malicious servers
is at most k1.

Threshold secret sharing protocols frequently require one trusted dealer which
generates and gives the secret to the n servers. In order to eliminate such a
trusted dealer, we use a Distributed Key Generation (DKG) protocol to generate
the hashing key HK and trapdoor key TK.

The remainder of this paper is organized as follows. Section 2 introduces
some preliminaries. In Section 3, we present our scheme. In Section 4, we briefly
analyze its security. Finally, we conclude the paper in Section 5.

2 Preliminary

2.1 Notations and Cryptographic Tools

We denote by {0, 1}∗ the set of all (binary) strings of finite length. If X is a
string then |X | denotes its length in bits. If X, Y are strings then X‖Y denotes an
encoding from which X and Y are uniquely recoverable. If S is a set then X ∈R S
denotes that X is selected uniformly at random from S. For convenience, for any
k ∈ N we write X1, . . . , Xk ∈R S as shorthand for X1 ∈R S, . . . , Xk ∈R S.

In this paper, we use the following cryptographic tools:

Authenticated Data Structure . Authenticated data structures provide crypto-
graphic proofs that their answers are as accurate as the author intended, even
if the data structure is being maintained by a remote host. The most known
authenticated data structure proposed by Merkle [19] is called Merkle tree.

Chameleon Hash Function . The principal cryptographic tool we use in this paper
is a chameleon hash function. Informally, a chameleon hash function is a special
type of hash function, whose collision resistance depends on the user’s state of
knowledge: Without knowledge of the associated trapdoor, the chameleon hash
function is resistant to the computation of pre-images and of collisions. However,
with knowledge of the trapdoor, collisions are efficiently computable. See [17] for
more detail.

Shamir Secret Sharing . Shamir’s secret sharing scheme [20] is a threshold scheme
based on polynomial interpolation. It allows a dealer D to distribute a secret
value s to n players, such that at least λ < n players are required to reconstruct
the secret.
1 We require k < n/3 to guarantee robustness.
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2.2 Security Requirements

The security objectives of timestamping schemes is to guarantee the properties:
correctness, data integrity and availability. The first property requires that the
verification succeeds only if Tx is correct. The second means that an adversary
cannot tamper the timestamp by back or forward dating it, or modify the request
associated to it, or insert an old timestamp in the list of timestamps previously
issued. The last property means that timestamping and verification must be
available despite processes failures.

In general, there exist two major types of attacks on timestamping protocols:
back-dating and forward-dating attacks. In the former attack, an adversary may
try to “back-date” the valid time-stamp. This is a fatal attack for applications
in which the priority is based on descendant time order (e.g. patents ...). The
adversary may corrupt the TSA and may try to create a forged but valid times-
tamp token. In the later, an adversary may try to “forward-date” the timestamp
without the approval of the valid requester. This is a fatal attack for applications
in which the priority is based on ascendant time order (e.g. Will ...).

The forward-dating attacks can be prevented by requiring the client’s identity
which allows us to determine who had timestamped the document. This type of
attacks was analyzed in more details by Matsuo and Oguro in [18]. Thus, secu-
rity problems of timestamping systems only concentrate on back-dating attacks.
The strongest security condition against back-dating attacks for a timestamping
scheme is presented by Buldas and Laur in [9].

3 Our Construction

In this section, we describe a round-based distributed timestamping scheme
which provides absolute temporal authentication. The basic idea is to make
use of the chameleon hash function to pre-construct a Merkle tree before each
round. When the TSA receives the ith timestamping request, it finds a collision
at the ith position in the Merkle tree and immediately returns a timestamping
certificate to the client. In order to guarantee the secret of the trapdoor key of
the chameleon hash function, our scheme uses a threshold secret sharing scheme
which enables the trapdoor key to be shared among n servers such that a subset
of them can find a trapdoor collision of the chameleon hash function without
reconstructing the key. In other words, at most k of the n servers in a threshold
timestamping scheme may be compromised without endangering the security of
the timestamping scheme. Our timestamping scheme is robust with k < n/3
and can detect compromised servers when they try to generate a faulty partial
trapdoor collision.

The timestamping service consists of two types of servers: a reception server
and several hash servers. The former will receive requests, add time and return
timestamps to clients. The later consists of n servers, each of them keeps a
fragment of the trapdoor key of the TSA and will make a partial trapdoor
collision of the chameleon hash function when a new timestamping request will
arrive. The trapdoor key TK is generated and stored in distributed manner. This
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key can be regularly renewed after some rounds or when a number of corrupted
servers is superior to a threshold k. Before each round, (m′

i, r
′
i) pairs are also

generated and stored in a distributed manner in the hash servers. Then, the
reception server generates hash digests hi = Hr(m′

i, r
′
i), constructs the Merkle

tree and publishes the round token and the hashing key HK in a newspaper.
When Alice sends a document she want to have timestamped to the TSA, a
subset of 2k+1 hash servers finds a partial trapdoor collision ri and then returns
a timestamp certificate to the client. In particular, the timestamping scheme
works as follows:

Let P be the set of n hash servers, l be a security parameter of system,
r be a security parameter of random strings in the chameleon hash function,
H : {0, 1}∗ �→ {0, 1}l be a collision-resistant hash function (e.g. SHA-1) and
Hr : {0, 1}l × {0, 1}r �→ {0, 1}l be a chameleon hash function. In describ-
ing, we use the Merkle tree and the log-discrete-based chameleon hash function
Hr(m, r) = Hr(gr+xm) = Hr(grhm), where h = gx, x is trapdoor key and
g, h are hash keys. This chameleon hash function was presented in [12], and
its security relies on one-more-discrete-logarithm assumption. We also denote
M = {0, 1}l and R = {0, 1}r.

Key Generation. In describing of the key generation, we make use of the Dis-
tributed Key Generation (DKG) protocol for discrete-log-based threshold cryp-
tosystems of Gennaro et al. [13] to securely generate keys and m′

i, r
′
i pairs.

1. Use the DKG protocol to create h = gx, where x ∈R Zp is the trapdoor
key and Pj ∈ P , 1 ≤ j ≤ n receives the share xj for a degree k polynomial
px(y) ∈ Zp[y] such that px(0) = x.

2. Publish the hashing keys g, h. Each hash server Pj ∈ P retain xj .

Setup. Suppose that 2m be the number of requests pre-generated for each round.
For 1 ≤ i ≤ 2m:

1. Use the DKG protocol to create gr′
i , where r′i ∈R R. Each hash server Pj ∈ P

receives the share r′ij for a another degree k polynomial pr′
i
(y) ∈ Zp[y] such

that pr′
i
(0) = r′i.

2. Use the DKG protocol to create hm′
i , where m′

i ∈R M. Each hash server
Pj ∈ P receives the share m′

ij for a another degree k polynomial pm′
i
(y) ∈

Zp[y] such that pm′
i
(0) = m′

i.
3. Use the DKG protocol to generate shares zij for each hash server Pj ∈ P of

a degree 2k polynomial p0(y) ∈ Zp[y] such that p0(0) = 0.
4. Now gr′

i and hm′
i are both known to the servers, so the hash digest hi =

Hr(m′
i, r

′
i) = Hr(gr′

ihm′
i) can be computed. The reception server computes

hi for i = 1, . . . , 2m.
5. The reception server constructs the Merkle tree whose leaves are above hash

digests and computes tree root (round token). Then the TSA publishes the
round token, the hashing key (g, h) of the chameleon hash function Hr.

6. Generate a sequence of authentication paths authi, one for each leaf. These
paths are stored by the reception server.
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To compute parent’s node value in constructing the Merkle tree from hash di-
gests hi, we use a cryptographic hash function H (e.g. SHA-1).

Timestamping. The Stamping Protocol used to generate a timestamp works
as follows:

1. Alice, the client ith of the round sends her identity and the hash value of the
document Di she wants to have timestamped: she sends IDA, mi (= H(Di)).

2. The reception server adds the current time t to mi, computes m = H(mi‖t)
and then sends t, mi, m to all of the servers.

3. Each hash server Pj ∈ P checks the correct time t (within reasonable limits
of precision) and checks whether m = H(mi‖t). If so, Pj computes c1j =
r′ij −xjm and c2j = xjm

′
ij +zij which is Pj ’s share of the trapdoor collision.

The role of the share zij in c2j is to allow us make the polynomial random.
Then Pj sends c1j , c2j to the reception server and to all of the other server
in P . After receiving 2k + 1 shares2 from a subset P ′ of hash servers P , the
reception server:

4. Defines fj(y) =
∏

Pl∈P′\Pj

l−y
l−j , as in the definition of Lagrange interpolation.

The trapdoor collision is computed as follows:

ri =
∑

Pj∈P′
(c1j + c2j)fj(0)

=
∑

Pj∈P′
(r′ij − xjm + xjm

′
ij + zij)fj(0)

= r′i + xm′
i − xm.

5. Each hash server Pj ∈ P ′ discards its share m′
ij , r

′
ij , zij .

6. The TSA then returns the timestamp certificate Ci = (i, IDA, mi, ri, t, authi,
tr) to Alice, where i is the certificate serial number, and t the current date
and time, tr is the date and time for the round and authi is the authentication
path of the message mi on the Merkle tree (for the purpose of reconstructing
this timestamp). This is the timestamp for Alice’s document Di.

7. Alice receives the certificate and checks that it contains the hash of the doc-
ument she asked a timestamp for and the correct time (within reasonable
limits of precision).

Verification. A verifier who questions the validity of the timestamp Ci for the
document Di will:

1. Check that the hash value mi = H(Di) corresponds to the document Di.
2. Compute the value of the leaf i: hi = Hr(H(mi‖t), ri) check that it is part

of the data that reconstructs the timestamp for the round.

2 Our protocol requires a multiplication operation of two secrets x and m, so each
share will be a degree 2k polynomial. For this reason, we need 2k+1 servers for each
calculation.
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Furthermore, the scheme is robust against dishonest hash servers. As pointed
out in [12], we can verify values c1j , c2j for the purpose of detecting incorrect
shares using zero-knowledge proofs for verification.

If any of the shares is deemed incorrect, then broadcast a complaint against
Pj . If there are at least k + 1 complaints, then clearly Pi must be corrupt since
with at most k malicious players, there can be at most k false complaints.

4 Efficiency and Security Analysis

From the point-of-view of efficiency, in our scheme the costs of our key gener-
ation and of our construction of Merkle tree are dominated by the cost of the
DKG protocol [13]. Our timestamping phase only requires one round of com-
munication between servers. Finally, our verification phase is efficient, it can be
executed in an off-line manner by a verifier, i.e. there needs no interaction with
the timestamping service.

The security of our scheme reduces directly to the security of chameleon
hash functions, the security of the Merkle tree (that depends on the property
“collision-resistant” of hash functions) and the security of the threshold scheme.

Our scheme tolerates the participation of at most k < n
3 corrupted servers

and requires 2k + 1 servers to construct a timestamping certificate3. When the
number of corrupted servers reaches k, our scheme allows to change the pair of
keys without influencing the correctness of previous timestamping certificates.
One can always verify the correctness of a timestamping certificate even if the
timestamping service is not available.

5 Conclusion

Our new round-based timestamping scheme delivers certificates instantaneously.
Another interesting point is that each certificate provides a provable absolute
time. Until now, schemes based on authenticated data structure like Merkle trees
did not have this capability. This scheme can be easily implemented since the
cryptographic bricks are already well known and partially implemented.
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Abstract. Service-oriented computing requires un-trusted and trusted
software to simultaneously execute on the same hardware platform.
Trusted software protects a service provider’s business model and must
execute in a high assurance environment. Increasingly, hardware mech-
anisms are required to create high-assurance closed environments to
host trusted software on open platforms. In current approaches, inde-
pendent hardware vendors (IHVs) design and implement closed envi-
ronments with proprietary interfaces specific to mobile phones, PCs
and servers, forcing independent software vendors (ISVs) and service
providers to develop non-portable software. In this paper, we present
an abstract closed environment architecture that exposes its facilities
via implementation-independent canonical interfaces. IHVs can use this
architecture to implement platform-specific closed environments, while
ISVs and service providers develop applications to the canonical interface
and build portable trusted software. We discuss example implementa-
tions of our framework to demonstrate the feasibility of building scalable
solutions to support trustworthy service-oriented computing.

1 Introduction

According to the Service Oriented Architecture (SOA) Reference Model [1], SOA
is “a paradigm for organizing and utilizing distributed capabilities that may be
under the control of different ownership domains”. The “distributed capabili-
ties” include hardware platforms, systems software, applications and associated
data, under the control of different “ownership and administrative domains”,
including service providers, service brokers and service consumers. An implicit
SOA requirement is mandatory policy enforcement on the use of each distributed
capability, especially when it is utilized in a physical context not controlled by
the capability-owner or policy-owner. Mandatory policies can only be enforced in
a “closed” environment on an otherwise open platform, e.g., a network operator
enforces its policy on a mobile phone using the closed, smart card environment
on the Subscriber Identity Module (SIM), while the mobile phone owner is free to
install any applications to run on the phone’s operating system, which is an open
environment. Therefore, platforms required to support SOA usage models must
be hybrid: open, general-purpose programmable environments alongside closed,
special-purpose programmable environments supporting trusted software that
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enforces mandatory policy on behalf of service providers. Indeed, we see a pro-
liferation of these types of platforms in the form of devices such as the iPhone
and other smartphones.

Current approaches to build hybrid platforms focus on enhancing conventional
software and hardware architectures. For example, TrustZone R©is an enhance-
ment to ARM R©processor cores; it is a mechanism to execute security-sensitive
parts of an application in a secure mode (closed environment), which is sepa-
rate from the normal mode (open environment) supporting standard applica-
tions. Other examples are Intel R©TXTTM,1 and AMD-VTM, that enhance x86
processors to support creation of closed environments on open platforms. The
IBM R©4758 [2] is a standalone, closed environment for server platforms. It is a
cryptographic co-processor based on a physical-tamper-resistant PCI card, pro-
viding an OS independent software execution environment. It is rated at FIPS
140-1 Level 4, the highest that the National Institute of Standards and Technol-
ogy (NIST) assigns to security products.

A problem with state-of-art approaches is that IHV’s find it difficult to change
closed environment designs based on these approaches without breaking appli-
cations; IHVs also do not expose a consistent set of security properties of their
designs. Similarly, ISV’s code cannot easily port to platform types (even with
the same processor ISA), but with differing design approaches to support closed
environments. For example, ARM processors are optimized for mobile phones
and embedded systems, not PCs or servers. Therefore, it is practically infeasible
to adopt TrustZone for PCs or servers based on other architectures. Conversely,
Intel TXT and AMD-V are PC technologies, and it is not at all clear that they
can be “ported” to mobile phones and servers without significant changes, po-
tentially weakening their security properties.

The primary contribution of this paper is an architectural framework consist-
ing of platform-agnostic mechanisms and principles for designing and exposing
closed environments via a canonical set of interfaces on open platforms. Our
framework consists of three components:

– An architectural construct that is rooted in hardware, is programmable,
possesses a canonical set of security properties to be a closed environment
and provides high assurance. We refer to this construct as a “secure vault”
in this paper.

– A canonical programming and messaging interface that ISVs and service
providers use to build services that interact with the secure vault and the
OS environment

– A software run-time environment that allows hardware-agnostic software and
services to execute in the secure vault

The rest of the paper is organized as follows: in Section 2 we present a brief
overview of related work. Section 3 describes our framework in detail. In
1 Intel, TXT and the Intel logo are trademarks or registered trademarks of Intel Cor-

poration or its subsidiaries in the United States and other countries. Other names
and brands may be claimed as the property of others.
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section 4, we describe examples of implementations based on our framework.
We state our conclusions in Section 5.

2 Related Work

While a significant body of work on implementation approaches [2,3,4,5] to cre-
ate closed environments on open platforms exists, our focus is on work that
takes a higher-level architectural approach to the problem. Therefore, in this
section, we briefly describe two recent efforts on creating a security architecture
with a canonical set of architectural components whose properties meet platform
stakeholder requirements.

The TCG-MPRA (TCG Mobile Phone Reference Architecture) specification
[6] describes a generic architecture that meets requirements of four stakeholders
of a mobile phone platform: device manufacturer, network operator, 3rd party
service provider and user. The TCG-MPRA defines a component called a Trusted
Engine (TE) that each stakeholder owns on the platform; it contains data and
services that the stakeholder provides to the other entities on the platform.
The TCG-MPRA specifies two levels of isolation: between TEs and within TEs
(between “trusted services” and “normal services”). Each TE exposes a set of
interfaces to other TEs and un-trusted components on the platform, and requires
the underlying mechanisms to enforce security policies at those interfaces.

Ashkenazi and Hartley [7] describe a security architecture and its integration
with virtualization for embedded systems. The paper discusses key components of
the security architecture required to provide assurance to “high-value services” ex-
ecuting on embedded systems. These components include Secure Boot, a
hardware-based Run-Time memory Integrity Checker (RTIC), a tamper-resistant
Secure RAM for run-time secrets with a Key Encryption Module (KEM) to store
secrets on disk, a Secure Debug port and a VMM-based Trusted Execution En-
vironment (TEE) to provide authenticity, integrity and confidentiality properties
to software, data, and secrets.

While there are similarities between our approach and those described above,
a key difference is that our approach applies to any type of platform - mobile,
embedded, PC and server - whereas the above approaches are specific to mo-
bile and embedded platforms. The rationale for our cross-platform approach is
that the SOA requires all platform types - not only mobile devices or PCs, but
also servers and possibly network routers - to enable trusted software enforce
mandatory policy in a closed environment.

3 Proposed Framework

In this section, we describe the architectural constructs and security principles
of our framework. Figure 1 shows the three components of our framework, their
inter-relationship and the relationship of our framework to the OS environment.
The Secure Vault is an architectural construct that provides a closed environ-
ment to trusted software for mandatory policy enforcement. IHVs can design
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and implement this component using any available approach (e.g., AEGIS [3],
IBM 4758 [2], our approach discussed in section 4 or some other approach or
combination), as long as it meets the security specifications discussed in section
3.1 and meets platform specifications for performance and power. The Canonical
Programming and Messaging Interface in Fig.1 is based on industry standard
protocols and formats, e.g., WS-* and SAML, and presents a uniform interface
that remote parties can use to provision and manage services in the secure vault.
The Interpreter, e.g., a JavaTMVirtual Machine, executes interpretable software
in a sandboxed environment; the value of the interpreter in this scenario is to
present a portable, cross-architecture, binary format for applications, and not
for security. Therefore, a service running in a sandbox depends on the secure
vault, not the sandbox, to enforce its mandatory policy. This fact is shown by a
dashed box around each service in Fig.1.

3.1 Secure Vault

The Secure Vault (SV) is based on the principles [8] of Minimal Trusted
Computing Base (TCB), Least Privilege Assignment and Separation
of Privilege. The SV must consist of exactly those (i.e., a minimal set) hard-
ware, firmware and systems software components required for it to support the
execution of trusted software, and no more. For example, it must not contain
a driver for a device that trusted software does not need. The SV TCB must
assign the least level of access privilege to each trusted software entity such
that it can function correctly and be usable; the SV TCB must apply a default-
deny access policy and grant access permissions only after evaluating each access
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request using a pre-defined policy. The SV TCB must logically separate itself -
using CPU privilege levels combined with its own security policy and enforce-
ment mechanism or being encoded using type-safe languages - from non-TCB
elements to ensure its protection.

A secure vault must possess the following security properties: tamper resis-
tance - i.e., be resistant [2,3,5] to both software and hardware attacks, high
integrity - i.e., contain hardware and software components that form the SV’s
root of trust [2,6,7] to prove its trustworthiness to a remote service provider,
safe execution environment - i.e., provide a programmable run-time environ-
ment that is a root of trust for software entities executing in isolated protection
domains (PDs) with the required confidentiality and integrity properties, me-
diated communications - i.e., be able to enforce policy-based inter-domain
communication as well as communication between a PD and non-PD entity out-
side the vault, trusted I/O – i.e., be able to gain control of a set of input
devices, e.g., keyboard, mouse, graphics, biometric device, on-demand and redi-
rect security-sensitive input data from those devices to a software entity that
requires this input and access control - i.e., be able to control access to secrets
produced and owned by software entities executing in the vault. We observe that
the ”assurance property” of the SV may vary and how to consistently express
its assurance properties to those with a need to know is an open, but difficult,
research problem.

It is desirable for a secure vault to possess dependability properties in addition
to security properties. A dependable SV can guarantee quality of service execu-
tion to service providers, who in turn, enter into appropriate service level agree-
ments (SLA) with users. A dependable SV must possess the following properties:
high availability - i.e., be available whenever the user attempts to initiate a
service-oriented transaction with the provider, even if the OS on the open part
of the platform is not available, and high reliability - i.e., possess a high Mean
Time Before Failure (MTBF) by minimizing the number of critical components
whose failure would cause the SV to fail and being completely independent of
the OS in the open environment for functionality, e.g., memory services.

Independent hardware vendors will benefit significantly by using the concept
of a secure vault proposed in this paper. First, they can employ the SV as a single
way to expose different programmable closed environment designs. Therefore, by
standardizing the manner in which closed environment designs are exposed, IHVs
can cost-effectively implement a closed environment on different types of plat-
forms. IHVs can also use the secure vault concept as a benchmark against which
they can evaluate level of security assurance a closed environment may provide
for a specific platform. They can use evaluation results to improve each design,
and in turn, enable ISVs and service providers build more robust software.

3.2 Canonical Programming and Messaging Interface (CPMI)

The second component of our framework, CPMI, exposes a set of core functions
to software executing within the SV and in the service provider’s back-end in-
frastructure. Some of these functions include provisioning - to enable a service
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provider to deploy software into the secure vault, remote attestation - to en-
able the secure vault to prove its trustworthiness to the service, and functions
for lifecycle management - to enable service providers to remotely manage
their provisioned software. CPMI enables service providers to build back-end
software and services agnostic to the specific technology used to implement the
vault. Further, software executing in the secure vault can use the CPMI to re-
quest the vault to act on their behalf to perform certain functions or to interact
with the un-trusted OS environment. The Web Services Framework [9,10] is an
example of a CPMI. Figure 2 shows a conceptual model of interaction between
a Service-Oriented Platform (i.e., a platform built using our framework) and a
service provider using web services based CPMI. Thus, CPMI enables the IHVs
to continually improve their implementation of the secure vault while supporting
all externally-visible functions.

3.3 Interpreter

In this section we briefly discuss the need for, and the benefits of, an interpreter
for service-oriented computing and its place in our framework. In general, an
interpreter serves as a “virtual machine” environment, e.g., a Java Virtual Ma-
chine (JVMTM), managing the software run-time and translating bytecode into
intermediate code or native instructions. Thus, the interpreter shields software
and service developers from details of the hardware implementation. Further, in-
terpreters provide mechanisms for isolating software modules from each other, by
managing their stack and heap, and also tracking overflows and cross-references
[11]. We expect an interpreter to play a similar role in our framework, albeit
with a greater focus on providing efficient translation than access control. This
is because the interpreter is an application layer component and as such, does
not have the ability to enforce mandatory policies on behalf of different princi-
pals at the system level. For example, it cannot enforce an access control policy
with respect to the TPM on behalf of a remote party service, because the secure
vault owns the TPM and only it can control access to the TPM. Similarly, the
interpreter cannot enforce isolation between remote party services it supports
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and those executing in a different interpreter in the vault. Therefore, as shown in
Figure 1, the secure vault enforces mandatory policy on behalf of each principal,
whereas the interpreter provides a platform-independent run-time environment.

4 Example Implementations of Proposed Framework

In this section, we briefly describe examples of secure vault implementation based
on the proposed framework.

The first example describes our ongoing effort to implement a secure vault
using off-the-shelf components and enhance them such that the vault meets the
overall security and dependability requirements discussed in section 3.1. The se-
cure vault implementation in this example is based on a microkernel called L4
[12] running on an Intel TXT based CPU, which is on a separate motherboard
connected to the main CPU board over a PCI link. Thus, the Intel CPU and
L4 form the secure vault’s hardware and systems software infrastructure. This
infrastructure provides software assurance to the vault’s TCB; the board has
its own RAM and a TPM to provide roots of trust for measurement, storage
and reporting - together, these components provide limited protection to the
secure vault’s TCB against hardware attacks. L4, in combination with the Intel
TXT CPU provides high integrity, separation of privilege, least privilege
assignment and mediated communications within the vault. Work on en-
abling access control and trusted I/O mechanisms in L4 is in progress. The CPMI
in this example implementation is based on the Web Services Framework. Work
on integrating a JVM-like interpreter into the L4 environment is in progress.

The second example describes a how a secure vault can be implemented us-
ing a combination of SELinux and a technology such as AEGIS [3] or IBM
4758 [2] to provide tamper resistance against hardware attacks. This example is
similar to the effort described in [13] in which SELinux forms the TCB and pro-
vides software assurance to each software entity executing as a Linux process or
thread in its own domain. In [13], SELinux is used to provide domain isolation
(by enforcing a fairly complex information flow policy) and is extended to en-
force integrity policy on behalf of each domain. By design SELinux enforces
separation of privilege on domains, assigns least privilegeto each domain
and enforces mediated communications between domains. As SELinux is the
TCB, can enforce access control on domains to protect their secrets from other
software; it can gain also access to I/O devices on behalf of domains. We are also
investigating how an SELinux-based vault can be hidden beneath a Web-service
interface and a JVM, a subject for a future paper.

5 Conclusions

The service-oriented computing paradigm will succeed only if end-points can en-
force mandatory policies on behalf of remote parties. Current approaches to this
problem employ platform-specific one-off solutions. IHVs create different designs
for each platform; service providers are either forced to develop variants of the
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same service to suit various platforms or worse, to deploy the service without
requisite protections, resulting in violation of the mandatory policy associated
with the service. The main contribution of this paper is to provide a framework
that addresses these issues. Our framework enables IHVs to choose a desired
level of platform security assurance and implement a platform-specific solution
based on their choice. Software vendors and service providers can develop their
software and services independent of the hardware vendor, and rest assured that
their modules can be easily ported across platforms.
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Abstract. Bluetooth technology is gaining increasing interest in the
research community because of the convenience of exchanging informa-
tion between wireless devices. As the communication medium is wire-
less, security is an important concern in this emerging technology. This
paper discusses the basic security of Bluetooth technology, some of its
shortcomings and presents two new proposals for securing Bluetooth
technology. One of the proposals is based on passkey-authenticated key
exchange, where security relies on keyed hash function, and the other
one is on amplified passkey-authenticated key exchange, where security
relies on elliptic curve discrete logarithms problem. The latter provides
some additional security services, but with added cost compared to the
former one. Both protocols provide mutual authentication, resist known
and possible threats, and achieve efficiency compared to other protocols.

Keywords: Bluetooth technology, Bluetooth security, Authentication,
Privacy, Wireless communications.

1 Introduction

Bluetooth technology [1,2] facilitates a simple way to communicate with a wide
range of devices connecting to the public or private network without wires, cables
and connectors. Over the years, the Bluetooth technology has emerged rapidly
in electronic society and has been used in several interesting real-world applica-
tions. The Bluetooth technology operates in the unlicensed industrial, scientific
and medical (ISM) radio band at 2.4GHz that allows two Bluetooth enabled de-
vices within 10-100 meter range to share data [3]. To date, a variety of products
available in market have short range Bluetooth radios installed, including mo-
bile phones, printers, laptops, keyboards and so on. The major challenges facing
Bluetooth technology are: (i) robust and efficient security solution; (ii) vendor
independence and application interoperability; and (iii) quality of service. Al-
though Bluetooth Special Interest Group (SIG) Specification defines security at
the link level [4,5]; the security requirements for Bluetooth vary from application
to application.
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The basic Bluetooth security mechanism enforces a device to choose either
“discoverable” mode or “non-discoverable” mode. When a Bluetooth device is
in discoverable, it is easy to establish a session using a Personal Digital Assistant
(or a Notebook PC) and exchange data. In contrast, the “non-discoverable” mode
enables Bluetooth devices invisible to other Bluetooth device, instead, the device
would be only visible to those devices who know its Bluetooth MAC address.
Once pairing of devices has formed, they can communicate each other in secure
and non-secure modes as per configuration. By default, the communication is set
as non-secure mode. However, for some services, such as, dial-up account, voice
gateway, or file transfer, security services such as authentication, authorization
and (optional) encryption, are required. It is noted that the link layer security
needs to be stronger to make the Bluetooth communication safe and application
layer security independent.

1.1 Related Work

Bellovin and Merritt [6,7] proposed the seminal work, known as Encrypted Key
Exchange (EKE), using the Diffie-Hellman [8] key exchange approach, which
opens substantial research directions for authenticated key exchange using dif-
ferent crypto primitives. Jablon [9] and Kwon [10] added more lights on au-
thenticated key exchange mechanism. MacKenzie [11] proposed the password
authenticated key exchange (PAK) with tight security notion.

In 2005, the work in [12,13] articulates how a Bluetooth PIN can be cracked
by brute force search. Wong et. al. [13] also mentioned the inability to use a
128-bit PIN at the baseband, as the PIN is represented by a variable-length
character encoding scheme. Jakobsson and Wetzel [14] observed two other at-
tacks, namely location attack and cipher attack. A group of researchers from
industry and academia, initiated by the Bluetooth SIG, proposed a simple pair-
ing whitepaper for Bluetooth security [4] using Diffie-Hellman like key exchange
and keyed hash function. However, their proposal lacks a rigorous security proof.
Recently, Kostakos [15] observed some more threats on Bluetooth security while
comparing the Bluetooth with RFID [16] security.

1.2 Contributions

This paper aims to present authenticated key exchange protocols for Bluetooth
security. One of the proposals is based on passkey-authenticated key exchange,
where security relies on keyed hash function such as HMAC-SHA256 [17], and
the other one is designed as an amplified passkey-authenticated key exchange,
where security relies on elliptic curve discrete logarithm problem [18]. The salient
features of the proposed protocols are: (i) both protocols provide mutual authen-
tication of the communicating parties; (ii) secure data transmission through a
mutually agreed session key; and (iii) resist known and possible threats.

The remainder of the paper is organized as follows: Section 2 reviews the
basic security model of Bluetooth technology, Section 3 presents our protocols,
Section 4 analyzes the protocols’ security and efficiency, and Section 5 concludes
the paper.
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2 Bluetooth Security

This section reviews the basic security of Bluetooth that the SIG specification
supports followed by some of the prominent limitations of the specification.

2.1 The Basic Security Model of Bluetooth

The security architecture of Bluetooth [5] is divided into three modes: (1) non-
secure; (2) service-level enforced security; and (3) link-level enforced security.
In non-secure mode, a Bluetooth device does not initiate any security mea-
sures. Whereas in service-level and link-level enforced security modes, two Blue-
tooth devices can establish an asynchronous connection-less link. The difference
between service-level and link-level enforced security is that in the latter, the
Bluetooth device initiates security procedures before the channel is established.
Bluetooth supports authentication and encryption par mode of configuration.
Authentication is provided by a 128-bit link key. The algorithms for authenti-
cation and encryption are based on the SAFER+ [19] cipher. We briefly review
both service and link levels security as follows:

When the pair is formed for the first time, they generate and share a link key
Kinit = E22[PIN,addrI, RANDR], where addrI is the address of the initiator
device, say I, RANDR is a random number chosen by the receiver device, say R,
PIN is a shared secret number that the user manually enter into both devices,
and E22 is the algorithm based on the SAFER+ cipher. Once two devices share
the initial link key Kinit, they can renew it latter and derive a new one, known
as a combination link key (say, KIR). The combination key is derived as follows:

Devices I and R generate random number RANDLKI and RANDLKR, re-
spectively. Each device masks the random number by XORing it with Kinit

and sends it to other device. Both devices individually hash each of the two
random numbers with the Bluetooth address of the device, using the algo-
rithm E21 which is also based on the SAFER+ cipher. The two hashes are
then XORed to generate the combination key KIR as KIR = E21(RANDLKI ,
addrI) ⊕ E21(RANDLKR, addrR). The old link key is then discarded. The
authentication process follows a challenge-response mechanism. The initiator I
sends a challenge RAND to the receiver R and then R responds to I with an
authentication token SRES = E1(KIR, RAND,addrR), where E1(·) is the au-
thentication algorithm based on SAFER cipher.

Observations. It is straightforward to see that the basic security model of
Bluetooth depends primarily on the user’s PIN (or passkey). In other words, if
user’s PIN is compromised then the secret link key is derived easily from the
PIN and other parameters. It is also noted that the works [12] and [13] observe
how an attacker can find the PIN used during the pairing process. In fact, the
results show that a 4-digit PIN can be cracked in less 0.06 sec on a Pentium IV
3GHz computer [12].
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3 The Proposed Protocols

We present two protocols, namely SPAK and APAK, that provide secure and
efficient authenticated key exchange for securing data transmission between the
communicating Bluetooth-enabled devices. The SPAK is based on user passkey
and keyed hash approach, whereas, APAK is based on amplified passkey and
Diffie-Hellman key exchange approach. The notation used throughout the paper
is given in Table 1.

Table 1. Notation used in the protocols

I Bluetooth-enabled Initiator device
R Bluetooth-enabled Receiver device
PRF(k; < m >) keyed hashed value of message m using key k
h(·), h1(·) cryptographically secure hash functions

[m]l most significant l bits of string m
a‖b concatenation of strings a and b
a ⊕ b bitwise exclusive-OR of strings a and b
X → Y: < m > X sends message m to Y over a public channel

The proposed protocols require an association step between two Bluetooth-
enabled devices (a similar concept of forming pairing). The user of the devices
could run the association step, Asso-Step, either each time the devices want to
communicate or periodically in changing his/her passkey.

3.1 SPAK: Simply Passkey-Authenticated Key Exchange

Asso-Step: This step is executed when two devices want to communicate for
the first time or renewing the verifier. The user enters his/her passkey pw (or
PIN) and a two-character salt s into I and R manually. Both I and R compute
v = PRF(pw; <addrI‖addrR‖s >) and store it in their database. Here the salt
is used to avoid the dictionary attack of stolen verifier.

Once the association of devices is formed, the SPAK works as follows:

s1) I → R: <addrI, c1, n > :: I chooses two random numbers n and r1, computes
c1 = PRF((v ⊕ r1); <addrI‖n >), where n is acted as a nonce to safeguard
the protocol against replay attacks. I sends (addrI, c1, n) to R.

s2) R → I: <addrR, c2, h1 > :: R first validates n. If n is fresh (e.g., value
of n is greater than the previously received n), computes c2 = PRF((v ⊕
r2); <addrI‖addrR >) and h1 = v ⊕ (r2‖n), where r2 is a random number
chosen by R; else abort. Then R sends (addrR, c2, h1) to I.

s3) I → R: < h2 > :: I first extracts r2 from h1 as (r2‖n) = h1 ⊕ v, and then
checks whether c2 = PRF((v ⊕ r2); <addrI‖addrR >). If it does hold then R
is authenticated; else abort. I computes h2 = r1 ⊕ r2 and sends h2 to R.

s4) R extracts r1 = h2⊕r2 and checks whether c1 = PRF((v⊕r1); <addrI‖n >).
If it holds then I is authenticated; else abort.
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Data Confidentiality. Once both I and R get authenticated, they establish a
session key as sk = h(r1‖r2‖n) through which they can exchange data encrypted
under the key sk.

3.2 APAK: Amplified Passkey-Authenticated Key Exchange

The APAK is designed in a similar line of AMP [10], but with a fine-tuned
version, which makes APAK more robust and efficient compared to AMP [10]
and others [13].
Asso-Step: Both I and R compute an amplified passkey apw from user’s passkey
pw as apw = [h(addrI‖addrR‖t‖pw)]l, where t is a synchronized timestamp of
I and R used to avoid dictionary attack on apw to get user’s passkey pw. Then
they compute a common secret parameter V = apw · G, where G is a common
base point of the elliptic curve chosen by communicating parties.

Once the association of devices is formed, the APAK works as follows:

a1) I → R: < CI, h3, n̂ > :: I chooses a random r̂1 and a nonce n̂, computes
QI = r̂1G, CI = QI+V and h3 = h1(n̂‖addrR‖QI). Then I sends (CI, h3, n̂)
to R.

a2) R → I: < CR, h4 > :: R first validates n̂. If n̂ is fresh then R obtains QI from
CI as QI = CI − V and checks whether h3 = h1(n̂‖addrR‖QI); else abort.
If h3 is found correct then I is authenticated; else abort. Then R chooses a
random r̂2, computes QR = r̂2G, CR = QR + V and h4 = h1(n̂‖addrI‖QR). R
sends (CR, h4) to I.

a3) I obtains QR from CR as QR = CR−V then checks whether h4 = h1(n̂‖addrI
||QR). If it does hold then R is authenticated; else abort.

Data Confidentiality. Once both I and R get authenticated, they establish
a session key as ŝk = h(QI‖QR‖n̂) through which they can exchange data en-
crypted under the key ŝk.

4 Analysis of SPAK and APAK

4.1 Security Analysis

The security strength of SPAK and APAK are explained in the context of known
and possible threats as follows:

Association threat : Bluetooth devices have a 48-bit unique identifier and 24-bit
device class descriptor. Each device can be assigned a user friendly device name.
And the association threat can be tackled by the renaming solution (similar to
self-assigned IP-address of peer-to-peer IEEE 802.11 communications).

Location threat : With frequent changing Bluetooth devices’ identifer, the location
of device as well as person’s position can be safeguarded from being revealed and
tracked.

Eavesdropping: A strong passkey is linked in generating session key for each
session that prevents eavesdropping.
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In SPAK, the parameters are addrI, addrR, c1, c2, h1, h2 and n, in which
addrI, addrR, n do not contain any secret information. And with c1, c2, h1

and h2, the eavesdropper cannot execute either passive or active attacks, as the
security relies on the keyed hash function such as HMAC-SHA256.

Similarly, the eavesdropper cannot gain anything on having CI, CR, h3 and
h4 in APAK, as security is based on elliptic curve discrete logarithm problem,
which is believed to be an intractable problem.

Guessing threat : In our protocols, the user passkey is not transmitted as a simple
hashed passkey, instead, passkey is masked in a secret random number. On
intercepting < c1, c2, h1, h2 > or < CI, CR, h3, h4 >, the intruder cannot figure
out pw or apw, as in every case there are two unknown parameters (pw or apw
and a random number) to be guessed on each string and the intruder needs to
guess pw/apw.

Freshness of Session key : The protocol run resists the freshness property of
the session, as the intruder cannot guess a fresh session key on having some
previously issued session keys. The session key is computed as sk = h(r1‖r2‖n)
in SPAK, and ŝk = h(QI‖QR‖n̂) in APAK, where r1, r2, QI and QR are all
secret parameters. At the end of the protocol runs, the intruder will not be able
to distinguish a fresh session key from any previously issued session keys.

Secure channel : Once both devices I and R authenticate each other, they estab-
lish a session key in which all subsequent data can be transmitted through the
secure channel protected under the session key.

Forward secrecy: Forward secrecy ensures no previously established session key
will be revealed if the link key gets compromised. We note that SPAK does
not resist this threat, as on getting pw one can obtain r1 as well as r2 from
the intercepted parameters. However, the APAK successfully resists this prop-
erty, because the user passkey is get amplified with devices’ system time and
then both devices compute a common secret for authentication and session key
establishment.

Mutual authentication: Both SPAK and APAK provide mutual authentication
before accessing or sharing data.

Known key threat : Known key threat enables to compromise systems security
by knowing a link key. Both SPAK and APAK resist this threat. Unlike SIG
specification link key, our protocols authenticate the communicating devices dy-
namically in each session with the help of user’s passkey. Consequently, knowing
session key or intercepting other parameters cannot make any damages in our
protocols.

Mutual key control : In SPAK, the session key is computed as sk = h(r1‖r2|n)
and in APAK it is ŝk = h(QI‖QR‖n̂), where (r1, QI) and (r2, QR) chosen by I
and R, respectively. Therefore, a device cannot be biased to a specific session key
of its own choice.
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Bluejacking: Bluejacking is the process of sending unsolicited messages (e.g.,
business card) to Bluetooth-enabled devices and gaining control of the device,
if the receiver device accepts the message. This attack will not work in our
protocols because of two-way authentication and message acceptance thereafter.

Replay Attack : Suppose the intruder intercepts a valid authentication request
< c1, c2, h1, h2 > (or < CI, CR, h3, h4 >) and tries to authenticate him/herself
by replaying the same. The verification of this request fails, as each request is
accompanying a nonce, n (or n̂). If the intruder manipulates c1 (or CI) with a
new random number and generates h1 (or h3) from that number, the recipient
extracts a different number (as the user already picked a number which is masked
with his/her pw (or apw) than the hashed value h1 (or h3) communicated by
the intruder. Consequently, the intruder will not be succeeded in replay attack
until s/he knows the user’s passkey.

4.2 Performance Evaluation

In order to analyze the efficiency of our protocols, we compare the protocols
with two related protocols [13], [20] for Bluetooth security based on passkey-
authenticated key exchange. Performance of the protocols is shown in Table 2.
From Table 2, it is easy to see that the computational cost of our protocols is

Table 2. Comparisons of the protocols te, ts, th are computation time for modular
exponentiation, symmetric key encryption, hash operation, respectively, and ex is the
number of message exchange

Computational cost Communication cost

Device I Device R Device I Device R

Wong et. al. [13] 2te + 5ts + 2th 2te + 5ts + 2th 2 ex 2 ex

Bluetooth SIG WG[20] 2te + ts + th 2te + ts + th 2 ex 2 ex

The SPAK 6th te + 7th 2 ex 1 ex

The APAK 6th te + 7th 2 ex 1 ex

significantly less than the protocols [13], [20]. Moreover, our protocol requires less
bandwidth than others, as the message size and number of message exchange in
our protocol are comparatively lesser than [13], [20]. Consequently, our protocols
provide better efficiency in comparisons with [13], [20].

5 Conclusions

We discussed the security issues and implications of current Bluetooth technol-
ogy. We then proposed two new protocols, SPAK and APAK, for device au-
thentication and securing data transmissions. We have shown both protocols
provide mutual authentication, establish secure session for data transmission,
and achieves efficiency in comparisons with other protocols. The proposed pro-
tocols can be validated formally with some logic and/or process algebra based
techniques, and the authors are in process to formalize its security as well.
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Abstract. In this paper a Timed Automata (TA) based verification
framework is proposed for Temporal RBAC. Roles, users, permissions
- three basic components of RBAC are modeled using TA. These com-
ponents interact with each other through channel synchronization. A
parallel composition of TA is used to construct the complete system.
Temporal constraints on roles, user-role assignments and role-permission
assignments are conveniently expressed in this representation. Further-
more, both role hierarchy and separation of duty (SoD) have been in-
corporated in the proposed framework. Security properties are specified
using Computation Tree Logic (CTL) and verified by model checking.

Keywords: Temporal RBAC, Timed Automata, Verification, Model
Checking, CTL.

1 Introduction

In Role Based Access Control (RBAC) [1], roles, users and permissions are the
primary components of a system. In real application scenarios, it is often required
to give access depending on when the request is being made or where the subject
or object is. So temporal and spatial aspects are to be considered for performing
authorization. Bertino and Bonatti have proposed a model for extending RBAC
in the temporal domain, which is named as TRBAC [2]. It supports temporal
constraints on role enabling and disabling. Later a new version of TRBAC is
proposed, which is known as the Generalized Temporal Role Based Access Con-
trol (GTRBAC) model [3]. It is capable of expressing temporal constraints on
user-role assignments and role-permission assignments as well. Also it makes a
distinction between role enabling and activation.

With the development of different access control models, it is also required
to provide a framework for formal verification of properties of systems imple-
menting such models. Ahmed and Tripathi [4] have proposed a model checking
mechanism for verification of security requirements in role based Computer Sup-
ported Cooperative Work (CSCW) systems. Li and Tripunitara [5] have worked
on the security analysis of two variants of RBAC model— AATU (Assignment
And Trusted Users) and AAR (Assignment And Revocation). Jha et al. have

R. Sekar and A.K. Pujari (Eds.): ICISS 2008, LNCS 5352, pp. 140–147, 2008.
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compared the use of model checking and first order logic programming for the se-
curity analysis of RBAC system and concluded that model checking is a promis-
ing approach for security analysis [6].

Analysis of Temporal RBAC is to be done differently due to the presence
of temporal constraints in the system. Bertino and Bonatti [2] have provided a
polynomial time algorithm to verify whether specifications in TRBAC are free
from ambiguities. Shafiq et al. have studied a Petri-Net based framework for
verifying the correctness of event-driven RBAC policies in real time systems [7].
It considers the cardinality and separation of duty constraints. But it does not
talk about temporal role hierarchy. A few other systems where time is consid-
ered to be a critical factor have also been analyzed by the researchers. Alur et
al. [8] have used model checking for the analysis of real time systems. Furfaro
and Nigro [9] have used timed automata (TA) for temporal verification of real
time state machines. Recently, we [10] have suggested timed automata based
approach for the security analysis of temporal RBAC but it only deals with the
temporal constraints on user role assignment relation. Here we propose a verifi-
cation framework for temporal RBAC which can handle temporal constraints on
user-role assignment, role-permission assignment, role hierarchy and Separation
of Duty (SoD).

2 Proposed Approach

The main objective here is to map the Temporal RBAC system to a TA based
system. The full descriptions of a timed automaton can be found in [11]. We have
considered the general framework of GTRBAC model [3] and we try to address
the different temporal constraints on role enabling-disabling, role activation-
deactivation, permission assignment, user assignment, role hierarchy and SoD.
The mapping scheme is dependent on a given set of policies. Some desirable
properties based on the given set of policies are used to verify the model. For
verification of properties, we have used a TA based tool named Uppaal [12].

2.1 Algorithms for Constructing Timed Automata

Here we propose four different algorithms to construct TA. Algorithm 1 gives
the steps to construct role TA. The algorithm uses standard terminology of
an RBAC system. It generates a timed automaton corresponding to each role.
Algorithm 2 illustrates the steps to construct controller timed automaton. It is
dependent on a global clock variable. Synchronization actions are initiated from
this automaton and the appropriate role gets enabled or disabled. Algorithm 3
depicts the steps to construct the user TA. It searches UA relation to determine
which user is associated with which role. Algorithm 4 is used to build permission
TA. For each permission an automaton is constructed.

2.2 Mapping from Temporal RBAC to Timed Automata

Here we explain how the algorithms work in different situations. A role is enabled
if a user can acquire the permissions associated with it. Role enabled is a state
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Algorithm 1. Constructing Role Timed Automata
for each role r such that r ∈ R do

construct a timed automaton Tr = 〈L, l0, C, A, E, I〉 such that-
L = {Disabled, Enabled}; l0 = Disabled; A = {enable r, disable r};
t ⊆ C;where C is a finite set of clocks
Let g be a guard which is a conjunction of boolean expressions involving clocks or
some other variables
E = {Disabled

g,enable r?,t−→ Enabled, Enabled
g,disable r?,t−→ Disabled};

usercount = 0
for each user u such that (u ∈ U) and ((r, u) ∈ UA) do

usercount + +;
end for
if usercount = 1 then

L = L ∪ {Activated}; A = A ∪ {assigned r, unassigned r};
E = E ∪{Enabled

g,assigned r!,t−→ Activated,Activated
g,unassigned r!,t−→ Enabled};

else if usercount > 1 then
L = L ∪ {Activated}; A = A ∪ {assigned r, unassigned r};
E = E ∪ {Enabled

g,assigned r!,t−→ Activated,Activated
g,unassigned r!,t−→

Enabled,Activated
g,assigned r!,t−→ Activated,Activated

g,unassigned r!,t−→
Activated};

else
no operation;

end if
for each permission p such that (p ∈ P ) and ((r, p) ∈ PA) do

L = L ∪ {p}; A = A ∪ {allow p, disallow p};
E = E ∪ {Activated

g,allow p!,t−→ p, p
g,disallow p!,t−→ Activated};

end for
for each role r′ such that (r′ ∈ R) and ((r � r′) ∈ RH) do

{here r is a senior role}
L = L ∪ {Activated r′};
A = A ∪ {activate r′, deactivate r′};
E = E ∪ {Activated

g,activate r′!,t−→ Activated r′, Activated r′
g,deactivate r′!,t−→

Activated};
end for
for each role r′ such that (r′ ∈ R) and ((r′ � r) ∈ RH) do

{here r is a junior role}
L = L ∪ {ActivatedByr′}; A = A ∪ {activate r′, deactivate r′};
E = E ∪ {Enabled

g,activate r′?,t−→ ActivatedByr′, ActivatedByr′
g,deactivate r′?,t−→

Activated};
for each permission p such that (p ∈ P ) and (r′, p) ∈ PA do

L = L ∪ {pH};
A = A ∪ {allow p, disallow p};
E = E ∪ {ActivatedByr′

g,allow p!,t−→ pH, pH
g,disallow p!,t−→ ActivatedByr′};

end for
end for

end for



A Verification Framework for Temporal RBAC with Role Hierarchy 143

Algorithm 2. Constructing Controller Timed Automaton
construct a timed automaton say Tc = 〈L, l0, C, A, E, I〉 such that
L = {l0};
E = φ;
X = φ;{X is used to store the role enabling-disabling time instances}
for each role r such that r ∈ R do

X = X∪{xr, x
′
r}; here xr is a role enabling time instance and x′

r is a role disabling
time instance for role r.

end for
arrange the elements of X in ascending order.
for each x such that (x ∈ X) do

if x is a role enabling instance of role r then

L = L ∪ {lr}; E = E ∪ {l g,enable r!,t−→ lr};l = lr;
else

L = L ∪ {l′r}; E = E ∪ {l g,disable r!,t−→ l′r};l = l′r;
end if

end for
E = E ∪ {l t=0−→ l0};

Algorithm 3. Constructing User Timed Automata
for each user u such that (u ∈ U) do

flag = 0;{To keep track whether a user is associated with more than one role}
for each role r such that (r ∈ R) and ((r, u) ∈ UA) do

if flag = 0 then
construct a timed automaton say Tu = 〈L, l0, C, A, E, I〉.
L = L ∪ {Idle, Active r};
E = E ∪ {Idle

g,assigned r?,t−→ Active r,Active r
g,unassigned r?,t−→ Idle};

flag=1;
else

L = L ∪ {Active r};
E = E ∪ {Idle

g,assigned r?,t−→ Active r,Active r
g,unassigned r?,t−→ Idle};

end if
end for

end for

Algorithm 4. Constructing Permission Timed Automata
for each permission p such that (p ∈ P ) do

construct a timed automaton say Tp = 〈L, l0, C, A, E, I〉 where
L = L ∪ {Inactive, Active}; l0 = Inactive;

E = E ∪ {Inactive
g,allow p?,t−→ Active, Active

g,disallow p?,t−→ Inactive};
end for
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Fig. 1. (a) Example of a Role Timed Automaton (b) Senior Role r1 activates Junior
Role r0

when it is ready for user assignment but no user is assigned yet [13]. A role is
disabled if it is not ready for user assignment. An enabled role becomes active
when a user acquires the permissions associated with it. So with the first user
assignment an enabled role goes to the activated state. Any subsequent user
assignment operation will not change its state. A role is deactivated when all
the users are unassigned from that role. When the roles are in active state,
the users assigned to the role can access some permissions. This is represented
by permission assignment relation, which may also depend on some temporal
constraints. In Figure 1 (a), we show a role timed automaton which incorporates
the temporal constraints on role enabling, role activation and on permission
assignment relation.

In some situations an active role (say a senior role) can activate another role
(junior role). Joshi et al. [13] have shown the use of different types of temporal
role hierarchies. In this paper, we represent the role hierarchy as r1 � r0 where
r0 and r1 are two roles such that r1 is senior to r0. This means that the users
associated with role r1 can access the permissions associated with role r0 and the
users of r1 can also activate role r0. In Figure 1 (b) we show how this hierarchical
relation is represented using two role TA.

User timed automaton is primarily represented by two locations - Idle and
Active. On receiving a synchronization action from a role timed automaton, it
goes to Active location. This represents that the user is assigned to a specific role.
With another synchronization action it may go to the Idle location. Separation
of Duty constraint can be addressed using the user timed automaton. If a user u
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can be assigned to two roles, r0 and r1 but not at the same time, then instead of
one Active location, it will have two locations - Active0 and Active1, representing
the user assignment to role r0 and r1 respectively. If a user is assigned to the
role r0 then it will move to Active0 location; otherwise, it will move to Active1.

To model a complete Temporal RBAC system, another automaton is required
to control role enabling and disabling using a global clock. This automaton is
known as Controller Automaton. A global clock variable is used in each tran-
sition to specify the temporal constraints on role enabling and disabling. Also
each transition is labeled with a synchronization action such as enable r0! or
disable r0!. The role timed automaton with corresponding receiving synchro-
nization label gets enabled or disabled at appropriate time. It may be noted
that periodic time expression as suggested in [2] can also be handled by this
automaton. However, due to page restrictions it is kept outside the scope of this
paper.

3 Property Specification, Verification and Analysis

For property specification, we have used the branching notion of time – an infinite
tree of states. Computation Tree Logic (CTL) supports such branching notion.
CTL is sufficiently expressive for the formulation of properties such as safety,
liveness and reachability properties [10]. Let us assume that there are three roles
– r0, r1 and r2 where r1 � r2 and r0 is enabled at time t = 1 and disabled at
time t = 16. Let the permissions associated with the roles (i.e., the PA relation)
be represented by PA = {< r0, p0 >, < r1, p1 >, < r2, p2 >}. Let there be
nine users – u0, u1, · · · , u8. Among them users u0, u1, · · · , u6 can take the role
r0, similarly users u6, · · · , u8 can take the role r1. So only the user u6 can be
assigned to both the roles. Here we put one SoD constraint: whenever user u6 is
assigned to role r0 then he will not be assigned to role r1 and vice versa. Now
we specify some CTL properties desirable for this system.

– Property A: A[] u0.Active imply (r0.Activated || r0.p0) – As permission
p0 is only associated with r0, this indicates that in all possible states if u0
is active then role r0 is also active.

– Property B: A[] r0.Enabled imply t ≥ 1 && t ≤ 16 – This means that in
all possible states r0 is enabled in between time 1 and 16.

– Property C: A[] u6.Active0 imply not u6.Active1 – This represents that in
all possible states if user u6 is assigned to role r0 then it cannot be assigned
to role r1 at the same time. It is a typical SoD constraint.

– Property D: A[] r2.ActivatedByr1 imply r1.Activated r2 – This expresses
that if role r2 is activated by r1 then r1 must be in activated state also. This
shows a role hierarchical behavior.

– Property E: A[] not deadlock – This checks that in all paths and in all
states whether there is any possibility of deadlock or not.

– Property F: E <> r0.Activated – This asks whether r0 role will eventually
be activated at some time.
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Fig. 2. Two Cases of Verification Time Analysis of Properties A - H

– Property G: E <> p0.Active – This asks whether permission p0 will be
accessible at some time.

– Property H: r0.Enabled → r0.Disabled – This asks whether an enabled
role r0 will eventually be disabled at some time.

In Figure 2 we show the verification time required for each property. Two cases
are considered. Figure 2(a) shows the time requirement for a system with three
roles, nine users and three permissions. In Figure 2(b), the result is shown with
three roles, fifteen users and three permissions. In the second case, six new users
have been assigned to role r2. With this increase, the time required for the
verification of properties A, B, C, D, E and H has increased drastically. This can
be explained as follows. To verify properties A, B, C, D and E, all the possible
states in all the paths are required to be explored. With increase in the number
of user automata, the size of the state space grows automatically. So the state
space search consumes a lot of time to explore all the states separately before
concluding that the property is satisfiable or not. For the liveness property H,
verification time is dependent on the two states under consideration. In property
H, if we replace r0.Enabled and r0.Disabled with u0.Active and u0.Idle then
we get much faster response time. This is because, in the latter case, less number
of states is involved in between the states under consideration. Finally, the time
required for reachability properties such as F and G is almost unchanged with
increase of user automata. They look for a single state in the state space and
whenever that state is reached the verification process can conclude that the
property is satisfiable or not.

4 Conclusions

We have discussed how to represent a Temporal RBAC system using TA. Using
the algorithms of Section 2.1, any Temporal RBAC model with different tem-
poral constraints on role enabling-disabling, role activation-deactivation, per-
mission assignment and user role assignment can be mapped to a TA based
system. Even temporal constraints on role hierarchy and SoD constraints can
be addressed using this mapping scheme. This helps to express a wide range of
security policies. The verification framework can be useful in designing a correct
and safe system with respect to a given set of security policies.



A Verification Framework for Temporal RBAC with Role Hierarchy 147

Acknowledgement

This work is partially supported by a research grant from the Department of
Science and Technology, Government of India, under Grant No. SR/S3/EECE/
082/2007.

References

1. Sandhu, R., Coyne, E., Feinstein, H., Youman, C.: Role based access control mod-
els. IEEE Computer 29(2), 38–47 (1996)

2. Bertino, E., Bonatti, P.A.: TRBAC: A temporal role based access control model.
ACM Transactions on Information and System Security 4(3), 191–223 (2001)

3. Joshi, J.B.D., Bertino, E., Latif, U., Ghafoor, A.: A generalized temporal role-
based access control model. IEEE Transactions on Knowledge and Data Engineer-
ing 17(1), 4–23 (2005)

4. Ahmed, T., Tripathi, A.R.: Static verification of security requirements in role based
CSCW systems. In: 8th ACM Symposium on Access Control Models and Technolo-
gies, Italy, pp. 196–203 (June 2003)

5. Li, N., Tripunitara, M.V.: Security analysis in role based access control. ACM
Transactions on Information System Security 9(4), 391–420 (2006)

6. Jha, S., Li, N., Tripunitara, M., Wang, Q., Winsborough, W.: Towards formal
verification of role based access control policies. IEEE Transactions on Dependable
and Secure Computing (to appear, 2008)

7. Shafiq, B., Masood, A., Joshi, J., Ghafoor, A.: A role based access control policy
verification framework for real time systems. In: 10th IEEE International Workshop
on Object Oriented Real Time Dependable Systems, USA, pp. 13–20 (2005)

8. Alur, R., Courcoubetis, C., Dill, D.L.: Model checking for real time systems. In:
5th Symposium on Logic in Computer Science, USA, pp. 414–425 (1990)

9. Furfaro, A., Nigro, L.: Temporal verification of communicating real time state ma-
chines using Uppaal. In: IEEE International Conference on Industrial Technology,
Slovenia, pp. 399–404 (2003)

10. Mondal, S., Sural, S.: Security analysis of Temporal-RBAC using timed automata.
In: 4th International Conference on Information Assurance and Security, Italy, pp.
37–40 (2008)

11. Alur, R., Dill, D.: A theory of timed automata. Theoretical Computer Sci-
ence 126(2), 183–235 (1994)

12. Behrmann, G., David, A., Larsen, K.G.: A tutorial on Uppaal. In: 4th Interna-
tional School on Formal Methods for the Design of Computer, Communication
and Software Systems: Real Time, Italy, pp. 200–236 (2004)

13. Joshi, J.B.D., Bertino, E., Ghafoor, A.: Hybrid role hierarchy for generalized tem-
poral role based access control model. In: 26th Annual International Computer
Software and Application Conference, England, pp. 951–956 (2002)



Computing on Encrypted Data

(Extended Abstract)

Amit Sahai�

University of California, Los Angeles
sahai@cs.ucla.edu

Abstract. Encryption secures our stored data but seems to make it in-
ert. Can we process encrypted data without having to decrypt it first?
Answers to this fundamental question give rise to a wide variety of appli-
cations. Here, we explore this question in a number of settings, focusing
on how interaction and secure hardware can help us compute on en-
crypted data, and what can be done if we have neither interaction nor
secure hardware at our disposal.

1 Introduction

The increased frequency of cyber-attacks as well as governmental regulations,
such as HIPPA and GLBA in the United States, are driving enterprises to en-
crypt more and more of their data. In the near future, it is expected that en-
cryption will be ubiquitous and the majority of enterprise data will be stored
encrypted.

While protecting data with encryption provides clear benefits, it also has some
significant drawbacks. Unlike cleartext data which can be edited and searched,
encrypted data seems to support none of these operations. It is commonly be-
lieved that encrypted data cannot be manipulated without first decrypting it.
This often leads to complex key management where multiple entities are given
access to the decryption keys. The end result is reduced security and increased
cost. To give some examples, consider a database that stores encrypted trans-
actions. Locating all transactions within a certain range of dates is believed to
be impossible without giving the database access to decryption keys. More gen-
erally, once a database column is encrypted it is typically impossible to issue
general queries on that column. The same limitations apply to systems man-
aging encrypted file servers and email. This leads to the following fundamental
question:

Can we process encrypted data without having to decrypt it first?

Answers to this fundamental question give rise to a wide variety of applica-
tions. Here, we explore this question in a number of settings, focusing on how
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interaction and secure hardware can help us compute on encrypted data, and
briefly discussing our recent work in this area. We conclude with some musings
about what can be done if we have neither interaction nor secure hardware at
our disposal.

2 Interaction

Somewhat surprisingly, over two decades ago a powerful positive answer was
given to this fundamental question by making use of interaction, which led to
the flourishing field of secure two-party and multiparty computation [24,11,3,6].
Secure multi-party computation allows users that hold different sets of secret
data to collaborate and analyze all their data together, in such a way that no user
learns anything about anyone else’s secret data except for whatever is revealed
by the output of the analysis. Thus, even though the secrecy of other users’ data
is guaranteed through encryption methods, arbitrarily complex functions of all
the data can be jointly computed by the users.

The key to this is interaction. The intuition behind what makes this possible
is the fact that the holder of the data in unencrypted form is available to “answer
questions” from the other users, who only hold the data in some encrypted form.
Of course, the challenge is the following: how can we allow others to process our
data when we are only willing to answer questions that don’t reveal anything
about our data? A number of fascinating and sophisticated techniques have been
discovered to meet this challenge.

Secure two-party and multiparty computation remains a vast and exciting
field. We will briefly mention here two works regarding secure computation
that we were recently involved in. In recent joint work with Ishai and Prab-
hakaran [17], we show how to achieve a very high level of efficiency for secure
two-party and multi-party computation – where the communication overhead of
a secure two-party computation protocol for a function F is only a fixed con-
stant factor larger than the circuit size of F . This is possible under standard and
minimal computational assumptions. By making somewhat stronger and more
non-standard intractability assumptions, in another recent work, joint with Ishai,
Kushilevitz, and Ostrovsky [16], we gave the first steps towards achieving secure
two-party computation withconstant computational overhead. By this, we mean
that the amount of computation (not just communication) necessary to securely
compute some function F is only a fixed constant factor larger than the circuit
size of F .

3 Secure Tamper-Proof Hardware

Another resource with a much more obvious application to our question is secure
tamper-proof hardware. By “secure tamper-proof hardware,” we mean a device
that implements some functionality in a “black-box” manner, so that the holder
of the device can only query the device with some input and receive some out-
put from the device. As such, it is quite intuitive that such devices could allow
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for the processing of encrypted data. In particular, the device could have the
decryption key built into it, so the device would take as input some encrypted
values, decrypt them and process them, and reencrypt the result. Indeed, Gol-
dreich and Ostrovsky [12] showed that using such devices, one can efficiently run
“encrypted programs”. That is, the entire program to be executed is available
only in encrypted form, and therefore nothing about the program is revealed
except for roughly how long it runs, and what its outputs are on given inputs.
This goal is often called program obfuscation. Even with trusted hardware, this
goal is non-trivial to achieve because of the problem of “replay” attacks, where
the result of some intermediate computation is maliciously reused at some other
point of the program where it should not be used. Goldreich and Ostrovsky [12]
solve this problem using secure hardware tokens that maintain state information.
Recently, the work of Goyal and Venkatesan [15] achieved the same result using
stateless hardware tokens, where more sophisticated cryptographic techniques
are used to defend against the problem of replay attacks.

Perhaps the most natural question to ask in the context of secure tamper-
proof hardware is whether it is reasonable to assume that we could really have
secure tamper-proof hardware to begin with? This question has led to two very
interesting recent lines of work:

– Can we implement secure tamper-proof hardware out of insecure
components? In joint works with Ishai, Prabhakaran, and Wagner [19,18],
we considered this question, and showed how to make secure hardware de-
vices for implementing any function that can tolerate specific side channel
attacks (namely bit probes) and specific tampering attacks (namely tam-
pering with the values on individual wires inside the circuit). Interestingly,
the techniques we needed to accomplish these goals are closely related to
techniques from secure two-party and multiparty computation.

In other related work, Gennaro et al. [9] considered the question of
whether a general secure hardware device could be separated into a read-
able but tamper proof part, and a separate unreadable but tamperable part.
They gave a number of positive results for various specific functions.

– What can we accomplish with a very simple secure hardware de-
vices? The recent work of Goldwasser, Kalai, and Rothblum [13] introduce
a very simple hardware device that they call a “one-time memory” device
(we call such devices “OT tokens” because they can be thought of as im-
plementing the oblivious transfer [21,8] function). This device has built into
it two secret strings s0 and s1, takes a single bit t has input, outputs st

and then self-destructs (i.e. becomes useless). Using a collection of such sim-
ple devices, and assuming that one-way functions exist, they show how to
achieve a relaxation of program obfuscation, where the encrypted program
may only be run once – a notion which they call one-time programs. (Note
that this notion can be trivially generalized to allow the program to run a
pre-specified k times.)

In recent joint work with Goyal, Ishai, and Wadia [14], we extend their re-
sults in three ways, two major and one minor. One minor improvement that
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we offer is that our secure devices can be even simpler – a “bit OT token”
where the two strings s0 and s1 are replaced with just two bits b0 and b1,
and the output is just the bit bt. Our two major improvements are: (1) We
strengthen the notion of one-time programs to allow the manufacturer of the
program to specify guarantees about the encrypted program that the evalua-
tor of the program can verify at run-time (i.e. when the owner of the tokens,
Alice, runs the program on her secret input xA, she could be assured that
the program will simply compute f(xA, xB), where f is a specific function
known to Alice, and xB is a secret input of the manufacturer). We call this
stronger notion one-time programs with security against malicious sender.
(2) We achieve this stronger notion of one-time programs unconditionally,
without needing to make any unproven assumptions, such as the existence
of one-way functions.

4 The “Plain” Model

Unfortunately, much less is known about computing on encrypted data in the
“plain model,” where encrypted data is given to us, and we must non-interactively
process it without the assistance of any secure hardware. Indeed, in joint workwith
Barak, Goldreich, Impaggliazzo, Rudich, Vadhan, and Yang [2], we showed that in
this situation the goal of program obfuscation (encrypted programs) is in general
impossible to achieve, even when the programs to the obfuscated/encrypted are
fairly simple. Nevertheless, this area is filled with a number of fascinating open
questions.

One of the central open problems in cryptography today, called doubly-
homomorphic encryption, was first posed by Rivest et al. [22] almost 30 years
ago. The problem can be stated succinctly as follows. Let E be a (semantically)
secure encryption system where plaintexts are integers in {0, . . . , n} for some n.
The system is said to be doubly homomorphic if given the encryption of two
plaintexts Ek(x) and Ek(y) anyone can construct a new independent encryp-
tion of Ek(x + y) and Ek(x · y), without knowledge of x or y. This property
enables arbitrary computations on encrypted data, where the output and all in-
termediate computations remain in encrypted form. More precisely, E is doubly
homomorphic if there are two efficient algorithms A+ and A∗ such that

A+

(
Ek(x1), Ek(x2)

)
=p

(
Ek(x1 + x2), Ek(x1), Ek(x2)

)
, and

A∗
(

Ek(x1), Ek(x2)
)

=p

(
Ek(x1 · x2), Ek(x1), Ek(x2)

)

where =p denotes indistinguishability of distributions.
Virtually nothing is known about the existence of such an E, other than some

very weak impossibility results [5]. The major open problem is to build a
semantically secure public-key encryption that is doubly homomorphic where,
furthermore, algorithms A+ and A∗ are efficient and practical. Such a system
will enable a host of magical applications, such as:
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– Searching. In principle, E will enable a very rich set of search queries on
encrypted data, as discussed in the previous sections. It will also enable very
general searches with encrypted queries.

– Minimally interactive distributed data-mining and secure compu-
tation. E will enable simple minimally-interactive data-mining of databases
distributed across multiple competing entities (e.g., multiple airlines, hos-
pitals, or governments). The goal is to ensure that nothing other than the
data-mining results is revealed. Currently, this requires highly interactive
protocols based on secure computation techniques.

Several existing public-key systems, such as ElGamal [7] and Pallier [20], are
singly-homomorphic — they support only one homomorphic operation. Pre-
vious attempts [23] at building doubly-homomorphic systems only applied to
boolean operations and doubled the ciphertext size at every step. As a result,
one could only perform few boolean operations before the ciphertext size be-
came unmanageable. Recent work of Boneh, Goh, and Nissim [4] use techniques
from elliptic curves to construct a system that allows for an arbitrary number of
additions, and one multiplication. Surprisingly, this small additional homomor-
phic property already leads to a number of exciting new constructions. Thus,
even seemingly minor progress on this fundamental open question can lead to
significant payoffs.

5 Conclusions

The question of computing on encrypted data has spawned countless fascinating
techniques as well as deep open problems. It remains a driving force behind much
of the most exciting research in cryptography today.
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Abstract. Cryptographically strong Psuedo Random Bit Generators
(PRBGs) are used extensively for confidentiality of information. If these
PRBGs are weak then the security of information is at stack. In this
paper we are giving a model which will use confidence interval and mul-
tidimentional scaling for their identification. This statistical model can
be used to estimate the strength of a new PRBGs.

Keywords: PRBG, BBS generator, Geffe generator, Feature extraction,
Confidence Interval Estimation, Multidimensional Scaling.

1 Introduction

A PRBG [1] is a deterministic algorithm which, given a k-bit seed, outputs a
bit-sequence of length l >> k which appears to be random.

We have considered one cryptographically strong PRBG (Blum-Blum-Shub
with p = 65371, q = 65587) and a weak PRBG (Geffe generator with registers of
length 17, 19 and 23), described in [1]. We have devised a statistical model for
their identification and allocation of new PRBG to a class of strong PRBG or
weak PRBG.

Binary sequences from PRBGs are converted into real values by feature extrac-
tion techniques [2]. These features are normalized and confidence interval(C.I.)
for each generator are estimated at various levels of significance [3]. The multi
dimensional scaling (MDS) [4] of high dimentional feature set to two dimentional
features has helped in graphical display of the two generators. The quantitative
discrimination has been given by Minimum Distance Classifier (MDC) [5].

2 Identification Using C.I. Estimation and MDS

A set of M sequences from each of the PRBGs is taken. We divide each sequence
into blocks of 32-bit and 64-bit and evaluate four measures described in [2]
for each block and then their means were taken as the the four feature of the
sequence. The M values of each of four features are normalized between 0 and 1.
We have used two techniques viz., Confidence Interval Estimation in which C.I.
of the means of both the generators at various levels of significance are found
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Fig. 1. Graphical display of 32-bit and 64-bit transformed 2D data

and Multidimensional Scaling, where four dimensional features are transformed
to two dimensional features by a non-linear mapping such that the inter-vector
distance or dissimilarities in four dimensional space approximate the inter-vector
distance or the dissimilarity in two dimensional space. The graphical display of
two dimensional data for 32-bit block and 64-bit block are shown in Fig. 11. For
quantification of above figure MDC is used for both the generators using various
learning and test sets.

3 Conclusion

It has been concluded that in our model, C.I. of means of four features in weak
and strong generators are significantly different. Transformation of four dimen-
sional features to two dimentional features through MDS results in almost non-
overlapping clusters of weak and strong generator as visible in the graphical
display. The clusters are quantified to more than 90% of identification through
MDC. To estimate the strength of new PRBG, above model can be used by
taking BBS as the reference generator.
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Abstract. In a proxy re-signature scheme a semi-trusted proxy acts as
a translator between Alice and Bob to translate a signature from Alice
into a signature from Bob on the same message. In the 12th ACM CCS
2005, Ateniese and Hohenberger presented two secure proxy re-signature
schemes based on bilinear maps and left as open challenges the design of
multi-use unidirectional systems and determining whether or not a proxy
re-signature scheme can be built that translates one type of signature
scheme to another.

To address the first open problem, Benoit Libert and Damien
Vergnaud have given one solution based on bilinear groups. We propose
another solution for the same problem using the property of forward-
security. With a minor change in resigning key, we can make the scheme
to behave as a multi-use bidirectional scheme. To address the second open
problem, we have come up with schemes to convert Schnorr/ElGamal
Signatures to RSA signature.

Keywords: Signature conversion, Proxy re-signature, Proxy Signature,
Proxy revocation, Proxy key.

1 Introduction

In Eurocrypt 98, Blaze, Bleumer, and Strauss (BBS)[3] proposed proxy re-
signatures. Since the BBS proposal, the proxy re-signature primitive has been
largely ignored. Ateniese and Hohenberger [1] re-opened the discussion of proxy
re-signature and gave provably secure proxy re-signature constructions from bi-
linear maps. Nevertheless, they left open the following two problems: (1) The
design of multi-use unidirectional proxy re-signature scheme. (2) Determining
whether or not proxy re-signature scheme can be built that translate from one
type of signature scheme to another i.e. like a scheme that translates Alice’s
Schnorr signatures into Bob’s RSA based ones.

2 Solution to Open Problems in Proxy Re-signatures

To address the first open problem i.e for the design of multi-use (the translation
of signatures can be performed in sequence and multiple times by distinct prox-
ies) unidirectional (the re-signature key allows the proxy to turn Alice’s signa-
tures into Bob’s, but not Bob’s into Alice’s) systems, Benoit Libert and Damien
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Vergnaud [2] have given one solution based on bilinear groups. We propose an-
other solution for the same problem using the property of forward-security [4].
Our forward-secure proxy re-signature scheme which is based on the hardness
of factoring translates one person’s signature to another person’s signature and
additionally facilitates the signers as well as the proxy to guarantee the security
of messages signed in the past even if their secret key is exposed today (property
of forward-security). With a minor change in resigning key, we can make the
scheme to behave as a multi-use bidirectional scheme. Also, automatic revoca-
tion of re-signing occurs on expiry of the time period T for which the scheme is
designed.

To address the second open problem, we have come up with a proxy re-
signature schemes that translates from Alice’s ElGamal/Schnorr signature
scheme to Bob’s RSA Signature. Following is the protocol:

a) Key generation for ElGamal/Schnorr and RSA Signatures
b) Re-Signature key generation for ElGamal to RSA conversion and Schnorr to
RSA conversion
c) ElGamal / Schnorr Signature generation
d) ElGamal / Schnorr Signature verification
e) Re-Sign Algorithm for ElGamal to RSA conversion and Schnorr to RSA con-
version
f) RSA Signature verification.

We have carefully generated the proxy re-sign keys by establishing communica-
tion among delegatee, proxy signer and the delegator. Signatures generated by
the basic signature generation algorithm and re-signature algorithm are indis-
tinguishable. Also, Proxy signer revocation is possible.

3 Conclusion

We have tried to give solutions for the open challenges in the area of proxy
re-signatures i.e design of a multi-use unidirectional scheme and translation of
one type of signature scheme to another type. In both the solutions proxy signer
revocation is possible.
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Abstract. Automata-based representations and related algorithms have
been applied to address several problems in information security, and of-
ten the automata had to be augmented with additional information. For
example, extended finite-state automata (EFSA) augment finite-state
automata (FSA) with variables to track dependencies between argu-
ments of system calls. In this paper, we introduce extended finite au-
tomata (XFAs) which augment FSAs with finite scratch memory and
instructions to manipulate this memory. Our primary motivation for in-
troducing XFAs is signature matching in Network Intrusion Detection
Systems (NIDS). Representing NIDS signatures as deterministic finite-
state automata (DFAs) results in very fast signature matching but for
several types of signatures DFAs can blowup in space. Nondeterministic
finite-state automata (NFA) representation of NIDS signatures results
in a succinct representation but at the expense of higher time complex-
ity for signature matching. In other words, DFAs are time-efficient but
space-inefficient, and NFAs are space-efficient but time-inefficient. Our
goal is to find a representation of signatures that is both time and space
efficient. In our experiments we have noticed that for a large class of
NIDS signatures XFAs have time complexity similar to DFAs and space
complexity similar to NFAs. For our test set, XFAs use 10 times less
memory than a DFA-based solution, yet achieve 20 times higher match-
ing speeds.

1 Introduction

Automata-based representations have found several applications in information
security. In some of these applications automata are augmented with addi-
tional information. For example, extended finite state automata (EFSA) aug-
ment finite-state automata (FSA) with uninterpreted variables and are very
useful for capturing dependencies between system calls [23]. A similar repre-
sentation is used in STATL [8] to track dependencies between events. In this
paper our primary goal is to improve the time and space efficiency of signature
matching in network intrusion detection systems (NIDS).1 To achieve our goal we
1 A NIDS that performs misuse detection matches incoming network traffic against a

set of signatures. This functionality of a NIDS is called signature matching.
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introduce extended finite automata (XFAs) which augment traditional FSAs with
a finite scratch memory used to remember various types of information relevant
to the progress of signature matching. Since an XFA is an FSA augmented with
finite scratch memory, it still recognizes a regular language, albeit more effi-
ciently than an FSA. We demonstrate that representing signatures in NIDS as
XFAs significantly improves time and space efficiency of signature matching. We
also present algorithms for manipulating XFAs, such as constructing XFAs from
regular expressions and combining XFAs.

In the past signatures in NIDS were simply keywords, which resulted in ex-
tremely efficient signature-matching algorithms. The Aho-Corasick algorithm [1],
for example, finds all keywords in an input in time linear in the input size. Be-
cause of the increasing complexity of attacks and evasion techniques [19], NIDS
signatures have also become complex. Therefore, current techniques for gener-
ating different types of signatures, such as vulnerability [32,4] or session [28,21]
signatures, generate signatures that use the full power of regular expressions.
Representing NIDS signatures as deterministic finite-state automata (DFAs) re-
sults in a time-efficient signature-matching algorithm (each byte of the input can
be processed in O(1) time), but for certain regular expressions DFAs blow up in
space. Nondeterministic finite-state automata (NFAs) are succinct representa-
tions for regular expressions, but the time complexity of the signature-matching
algorithm increases, i.e., each byte of the input can take O(m) time to process,
where m is the number of states in the NFA. Therefore, DFAs are time-efficient
but space-inefficient, and NFAs are space-efficient but time-inefficient. If signa-
tures are represented as XFAs, the scratch memory has to be updated while
processing some input bytes. However, since the scratch memory is very small it
can be updated very efficiently (especially if it is cached). Moreover, for many
signatures XFAs are also a very succinct representation. For a large class of
NIDS signatures XFAs have time complexity similar to DFAs and space com-
plexity similar to or better than NFAs. The larger the scratch memory we can
use, the smaller the space complexity of the required automaton (but the time
complexity of the operations for updating the scratch memory may increase).

Recall that XFAs augment traditional FSAs with a small scratch memory
which is used to remember various types of auxiliary information. We will explain
the intuition behind XFAs with a short example. Consider n signatures si (1 ≤
i ≤ n) where si =.*ki.*k′

i (ki and k′
i are keywords or strings). Note that si

matches an input if and only if it contains a keyword ki followed by k′
i. DFA Di

for signature si is linear in the size of the regular expression .*ki.*k′
i. However,

if the keywords are distinct, the DFA for the combination of the signatures
{s1, · · · , sn} is exponential in n. The reason for this state-space blowup is that
for each i (1 ≤ i ≤ n) the DFA has to “remember” if it has detected the
keyword ki in the input processed so far. The XFA for the set of signatures
{s1, · · · , sn} maintains a scratch memory of n bits (b1, · · · , bn), where bit bi

remembers whether it has seen the keyword ki or not. The space complexity
of the XFA is linear in n and the time complexity is O(n) because the bits
have to be potentially updated after processing each input symbol, but this
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worst case happens only if n of the keywords overlap in specific ways. For the
actual signatures we evaluated, the time complexity for XFAs is much closer to
DFAs. Further, the XFA for an individual signature si is not much smaller than
the corresponding DFA, but the combined XFA for the entire signature set is
much smaller than the combined DFA. The reason is not that we use a special
combination procedure, but that the “shape” of the automata the XFAs are built
on does not lead to blowup. We discuss this example in detail in Section 3.1.

This paper is largely based on our earlier paper that appeared in Oakland
2008 [26]. The Oakland 2008 paper introduced the concept of XFAs. A subse-
quent paper that appeared in Sigcomm 2008 [27] formalizes the notion of state
space explosion and discussed some optimizations and migration of XFAs to
hardware.

2 Related Work

String matching was important for early network intrusion detection systems
as their signatures consisted of simple strings. The Aho-Corasick [1] algorithm
builds a concise automaton (linear in the total size of the strings) that recognizes
multiple such signatures in a single pass. Other software [3, 6, 9] and hardware
solutions [29, 16, 31] to the string matching problem have also been proposed.
However, evasion [19, 11, 24], mutation [14], and other attack techniques [22]
require signatures that cover large classes of attacks but still make fine enough
distinctions to eliminate false matches. Signature have thus evolved from simple
exploit-based signatures to richer session [28, 21, 33] and vulnerability-based [4,
32] signatures. These complex signatures can no longer be expressed as strings,
and regular expressions are used instead.

NFAs can compactly represent multiple signatures but may require large
amounts of matching time, since the matching operation needs to explore multi-
ple paths in the automaton to determine whether the input matches any signa-
tures. In software, this is usually performed via backtracking (which opens the
NFA up to serious algorithmic complexity attacks [7]) or by maintaining and up-
dating a “frontier” of states, both of which can be computationally expensive.
However, hardware solutions can parallelize the processing required and achieve
high speeds. Sidhu and Prasanna [25] provide an NFA architecture that updates
the set of states during matching efficiently in hardware. Further work [30,5] has
improved on their proposal, but for software implementations the processing cost
remains significant.

DFAs can be efficiently implemented in software, although the resulting state-
space explosion often exceeds available memory. Sommer and Paxson [28] pro-
pose on-the-fly determinization for matching multiple signatures, which keeps a
cache of recently visited states and computes transitions to new states as nec-
essary during inspection. This approach can be subverted by an adversary who
can repeatedly invoke the expensive determinization operations. Yu et al. [34]
propose combining signatures into multiple DFAs instead of one DFA, using sim-
ple heuristics to determine which signatures should be grouped together. The
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procedure does reduce the total memory footprint, but for complex signature
sets the number of resulting DFAs can be large. The cost of this approach is in-
creased inspection time, since payloads must now be scanned by multiple DFAs.
The D2FA technique [15] performs edge compression to reduce the memory
footprint of individual states. It stores only the difference between transitions in
similar states, and in some sense, extends the string-based Aho-Corasick algo-
rithm to DFAs. The technique does not address state space explosion and thus
is orthogonal to our technique which focuses on reducing the number of states
required. The two techniques could be combined to obtain further reductions in
memory usage.

Prefilter-based solutions such as those used by Snort [20] can achieve good
average-case performance. The pre-filter performs string matching on subparts
of a signature, invoking the matching procedure for the full regular expression
only when a subpart has been matched. Our preliminary results show that this
approach is vulnerable to algorithmic complexity attacks. By sending traffic
crafted to defeat Snort’s pre-filter and to cause expensive regular expression
processing, an attacker can slow it down by as much as a factor of 5000.

Other extensions to automata have been proposed in the context of in-
formation security. Extended Finite State Automata (EFSA) extend traditional
automata to assign and examine values of a finite set of variables. Sekar and Up-
puluri [23] use EFSAs to monitor a sequence of system calls. Extensions, such
as EFSA, fundamentally broaden the language recognized by the finite-state
automata, e.g., EFSAs correspond to regular expression for events (REEs). On
the other hand, XFAs can be viewed as an optimization of a regular DFA, but
XFAs do not enhance the class of languages that can be recognized. It will be
interesting to consider XFA-type optimizations to EFSAs.

Eckmann et al. [8] describe a language STATL, which can be thought of as
finite-state automata with transitions annotated with actions that an attacker
can take. The motivation for STATL was to describe attack scenarios rather
than improve the efficiency of signature matching. Automata augmented with
various objects, such as timed automata [2] and hybrid automata [12], have also
been investigated in the verification community. For example, hybrid automata,
which combine discrete transition graphs with continuous dynamical systems, are
mathematical models for digital systems that interact with analog environments.
As with EFSAs, these automata (which are usually infinite-state) fundamentally
enhance the languages they recognize.

Space-time or time-memory tradeoff is a technique where the memory use
can be reduced at the cost of slower program execution, or vice versa, the com-
putation time can be reduced at the cost of increased memory use. In complexity
theory researchers investigate whether addition of a restriction on the space in-
hibits one from solving problems in certain complexity class within specific time
bounds. For example, time-space tradeoff lower bounds for SAT were investigated
by Fortnow [10]. Time-space tradeoffs have also been explored in the context of
attacks [18,17]. We are not aware of existing work on time-space tradeoffs in the
context of signature matching for NIDS.
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3 Technical Overview

We begin with a discussion of simple signatures illustrating how XFAs need
much fewer states than DFAs, followed by an overview of the steps for compiling
realistic signatures to XFAs suitable for NIDS use.

3.1 Reducing State Space with XFAs

Recognizing a signature set with n signatures of the form .*Si.*S′
i, where all

Si and S′
i are distinct strings, leads to state space blowup with DFAs. Figure 1

shows an example for the case where n = 2, S1 =ab, S′
1 =cd, S2 =ef, and

S′
2 =gh. In the general case, for each of the n signatures, the combined DFA

must “remember” whether it already found the first string in the input so that
it “knows” whether to accept if it sees the second string. For example, in Figure 1
the DFA is in state PV when neither ab nor ef has been observed. Similarly, it
is in state RV when ab but not ef is seen, state PX when ef but not ab is seen,
and state RX when both ab and ef have been seen. In general, to remember n
independent bits of information, the DFA needs at least 2n distinct states. An
analysis of the generalized example shows that if the strings are of length l, then
the actual number of states used by the combined DFA is O(nl2n).
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Fig. 1. The DFA recognizing both .*ab.*cd and .*ef.*gh has state space blowup.
For simplicity, we do not show some less important transitions.

Figure 2 shows the same signatures as in Figure 1 when DFAs are replaced
with XFAs. In this figure, the XFAs for .*ab.*cd and *ef.*gh each use a
single bit of scratch memory that is manipulated by instructions attached to
specific edges (depicted in the figure as callout boxes). During matching, these
instructions are “executed” each time the corresponding transition is followed.
For each signature of the form .*Si.*S

′
i, as long as Si does not overlap with

S′
i, we can build XFAs like those in Figure 2 that uses a single bit of scratch

memory.2 This bit explicitly encodes whether Si has appeared in the input so
2 If Si and S′

i overlap it is still possible to build an XFA recognizing the signature,
but it will use more than one bit.
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Fig. 2. The XFA recognizing both .*ab.*cd and .*ef.*gh without state space blowup.
For simplicity, we do not show some less important transitions.

far, and the shape of the underlying automaton is very similar to that of the
combined DFA recognizing .*Si and .*S′

i independently. The combined XFA
for the entire signature set uses n bits and O(nl) states. Thus by adding n bits
of scratch memory we obtain a combined XFA approximately 2n times smaller
than the combined DFA. The initialization time goes up from O(1) to O(n) and,
assuming that the strings in the signatures are not suffixes of each other, only
a small constant is added to the worst-case per byte processing cost as at most
one bit is updated for any given byte from the input.

Note that the presence of scratch memory and use of instructions as defined for
XFAs does not affect combination: the same process for combining DFAs is used
for combining the underlying automata of XFAs. In reality, the combined XFA
(Figure 2) is smaller than the combined DFA (Figure 1) because the automata
structure in the source XFAs is different than for DFAs. When combined, these
XFAs have benign interactions, just as with DFAs limited to string matching.

XFAs can provide large reductions in the number of states even when recog-
nizing individual signatures. Figures 3 and 4 show the DFA and XFA, respec-
tively, recognizing the language defined by .{n} which consists of all strings of
length n. Although no NIDS signatures have this exact form, signatures detecting
buffer overflows use sequences of states similar to those in Figure 3 to count the

.
q0

.
q1

.
qn qn+1…� � � �

�

Fig. 3. DFA recognizing .{n}

counter++;�

q0
counter=0

If (counter==n) { accept(); }

Fig. 4. XFA recognizing .{n}
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Fig. 5. Lifecycle of signatures in a NIDS using XFAs

number of characters that follow a given keyword. The minimal DFA for .{n}
needs n + 2 states, whereas the XFA uses a single state and a counter. This
counter is initialized to 0 and is incremented on every transition, signaling ac-
ceptance only when the value is n. Increment is defined so that once the counter
reaches n + 1 it remains at n + 1. Thus the counter needs to take only n + 2
values, requiring only k = �log2(n+2)� bits of scratch memory. By adding these
k bits we reduce the number of states by a factor of close to 2k. Measuring run
time in bit operations, the initialization cost and per-byte processing increase
from O(1) to O(k). If we count instructions, a small constant is added to both
initialization and per byte processing.

3.2 Using XFAs in a NIDS

Figure 5 depicts the steps involved in constructing XFAs and using them in a
NIDS. Crafting NIDS signatures themselves is outside the scope of this paper
since our proposal changes only the representation of signatures for matching,
not the underlying semantics. Readers should refer to [26] for a description of
combining XFAs for multiple signatures. Our Oakland 2008 and Sigcomm 2008
papers also contain a feasibility study that uses a signature set from the open-
source Snort NIDS [20] to compare the performance of matching with an XFA
against the performance of matching with DFAs.

4 Extended Finite State Automaton (XFA)

Definition 1. An extended finite automaton (XFA) is a 7-tuple (Q, D, Σ, δ, U,
(q0, d0), F ) where

– Q is a finite set of states, Σ is a finite set of input alphabets, and δ ⊆
Q × (Σ ∪ {ε}) × Q is the transition relation,3

– D is a finite set of values in the data domain,
– U : Q × (Σ ∪ {ε}) × Q → 2D×D is the per transition update relation which

defines how the data value is updated on every transition,4

– (q0, d0) is the initial configuration which consists of an initial state q0 and
an initial data value d0,

– and F ⊆ Q × D is the set of accepting configurations.
3 We assume that ε is a special symbol not in Σ.
4 We assume that U is total (defined for all elements of the domain Q×(Σ∪{ε})×Q).

If (q, a, q′) �∈ δ then we define U(q, a, q′) to be the empty relation.
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Notice that XFA adds two additional components (a data domain and an update
relation) to the classical nondeterministic finite automaton (NFA). Moreover,
XFAs change the initial state and the acceptance criteria to include the data
domain.

A configuration is tuple (q, d) where q ∈ Q and d ∈ D. There is a transition
from (q, d) to (q′, d′) on an input symbol a ∈ Σ (denoted by (q, d) a→ (q′, d′))
iff (q, a, q′) ∈ δ and (d, d′) ∈ U(q, a, q′). A string a1a2 · · · ak is accepted by
an XFA X = (Q, D, Σ, δ, U, (q0, d0), F ) iff there is a sequence of transitions
(q0, d0)

a1→ (q1, d1) · · · (qk−1, dk−1)
ak→ (qk, dk) such that (qk, dk) ∈ F (recall that

(q0, d0) is the initial configuration). The set of strings accepted by an XFA X is
the language accepted by X (the language is denoted by L(X)). Since the data
domain D is finite, L(X) is regular.

An XFA X = (Q, D, Σ, δ, Uδ, (q0, d0), F ) is state deterministic if δ is a function
from Q × Σ to Q. XFA X is data deterministic if for all (q, a, q′) ∈ Q × Σ × Q,
U(q, a, q′) is a function from D to D. A XFA X is a deterministic if it is both
data and state deterministic.

5 Constructing XFAs

In classical automata theory (as discussed in [13]) the following steps are per-
formed to convert a regular expression R into a DFA D:

– Step 1: Convert the regular expression R into a NFA M with ε transitions.
– Step 2: Convert NFA M into an NFA M ′ without ε-transitions.
– Step 3: Determinize a NFA M ′ into a DFA D.
– Step 4: Minimize the DFA D.

We need to provide algorithms corresponding to the four steps for XFAs.

5.1 Converting Regular Expressions to XFAs

We expand the grammar of regular expressions with additional operators. The
set of regular expressions with integer-range exponents ( REIREs) over the al-
phabet Σ (denoted by REΣ) are defined by the following rules:

– ∅ ∈ REΣ.
– ε ∈ REΣ .
– For all a ∈ Σ, {a} ∈ REΣ .
– If E1 and E2 are in REΣ , then E1 + E2 is in REΣ .
– If E1 and E2 are in REΣ , then E1 · E2 is in REΣ .
– If E ∈ RΣ , then E� is in REΣ .
– If E1 and E2 are in REΣ , then E1�E2 is in REΣ.
– If E ∈ REΣ , n a non-negative integer, m a non-negative integer or ∞, and

n ≤ m, then E{n, m} is in REΣ . Note that E� = E{0,∞}, but we defined
an operator � because it is more efficient to handle it as a separate case.

– If E ∈ REΣ , then (E) ∈ REΣ.
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Given an E ∈ REΣ , let L(E) ⊆ Σ� be the language corresponding to E. The
language L(E) is recursively defined as follows:

– L(∅) is equal to ∅.
– L(ε) is equal to {ε} (the set containing the empty string).
– For all a ∈ Σ, L({a}) is defined as {a}.
– If E = E1 + E2, then L(E) is L(E1) ∪ L(E2).
– If E = E1 · E2, the L(E) is define as follows:

{x1x2 | such that x1 ∈ L(E1) and x2 ∈ L(E2)}

– If E = E′�, then L(E) is defined as follows:

{x1x2 · · ·xk | for 0 ≤ i ≤ k, xi ∈ E′}

– If E = E1�E2, the L(E) is define as follows:

{x1x2 | such that x1 ∈ L(E1) and x2 ∈ L(E2)}

– If E = E′{n, m}, then L(E) is defined as follows:

{x1x2 · · ·xk | 0 ≤ n ≤ k ≤ m for 1 ≤ i ≤ k, xi ∈ E′}

– L((E)) is equal to L(E)

Except for the operators � and {n, m} the other operators are the same as that for
classical regular expressions (see [13]). For all operators except � and {n, m} we
know from classical automata theory how to construct NFAs, e.g. given NFAs
for E1 and E2, we know how to construct NFA for E1 ∪ E2. These classical
algorithms can be readily adapted for XFAs (as usual data domains have to
be accounted for). Operators � and {n, m} have to be handled especially for
XFA case (readers should consult our Oakland 2008 paper [26] for a detailed
description of how these operators are handled). Figure 6 shows the XFA for
expr1�expr2 in terms of the XFAs for expr1 and expr2. Note that a bit is used
to ensure that XFAs for expr1�expr2 accepts the language corresponding to
expr1 · expr2. Figure 7 shows the XFA for expr1 {m, n} in terms of the XFA
for expr1.

5.2 Eliminating ε-Transitions

Eliminating ε-transitions for a NFA requires computing ε-reachability, i.e., a
state q′ is ε-reachable from another state q if there is a path from q to q′ only
consisting of ε-transitions. The complication for XFAs is that we have to keep
track of relations that update the data domain.

Consider an XFA X = (Q, D, Σ, δ, U, (q0, d0), F ) with ε-transitions. First we
extend the update relation Uδ to paths and sets of paths. Consider a path π =
q1

ε→ q2
ε→ · · · ε→ qk+1 from q1 to qk consisting only of ε-transitions. The update

relation corresponding to the path π is U(q1, ε, q2)◦U(q2, ε, q3)◦· · ·◦U(qk, ε, qk+1)
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NFA for expr1
NFA for expr1 qf1q01

bit=0
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bit=1;

NFA for expr2
NFA for expr2 qf2q02q+
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�

if (bit==1){

accept();

}

Fig. 6. Simplified NXFA construction step for parallel concatenation expr1#expr2

(◦ denotes relational composition).5 The update relation corresponding to a set
of paths {π1, · · · , πk} is

⋃k
i=1 U(πi). We define ε-closure of a state q (denoted by

ε-CLOSURE(q)) as the following set of tuples:

(q′, U ′) is in ε-CLOSURE(q) iff there exists a path from q to q′ only con-
sisting of ε-transitions (q′ is ε-reachable from q) and U ′ =

⋃
π∈paths(q,q′)

U(π) (where paths(q, q′) is the set of ε-paths from q to q′).

Even though the set paths(q, q′) can be infinite, ε-CLOSURE(q) can be computed
using a standard worklist algorithm.6

q+

NFA for expr1
NFA for expr1 qfq0

counter=0

� �

counter++;

if (counter>=m && counter<=n) {

accept();

}

Fig. 7. Simplified NXFA construction step for (expr1){m,n}

Assume that we have computed ε-CLOSURE(q) for all states q ∈ Q. Define
an XFA X ′ = (Q, D, Σ, δ′, U ′, (q0, d0), F ′), where

5 Given two relations U1 ⊆ D×D and U2 ⊆ D×D, the relational composition U1 ◦U2

is the relation which contains a tuple (d1, d2) iff there exists a d such that (d1, d) ∈ U1

and (d, d2) ∈ U2.
6 The standard worklist algorithm converges because D is finite.
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– A transition (q, a, q′) ∈ δ′ (a ∈ Σ) iff
• (q, a, q′) ∈ δ, or
• there exists a state q1 such that q1 is ε-reachable from q and (q1, a, q′) ∈ δ.

– U ′(q, a, q′) is equal to the following relation:

U(q, a, q′) ∪
⋃

(q1,U1)∈ε-CLOSURE(q)

U1 ◦ U(q1, a, q)

– If there is a configuration in F reachable from (q0, d0), then F ′ = F∪{q0, d0};
otherwise F ′ = F .

5.3 Determinizing a XFA

The classical algorithm for determinizing an NFA is based on subset construc-
tion (see [13]). We will now consider determinization of XFAs. In this sec-
tion we will assume that a XFA does not have ε-transitions. Consider a XFA
X = (Q, D, Σ, δ, U, (q0, d0), F ) without ε-transitions. We will transform X to a
state deterministic XFA X ′ = (Q′, D, Σ, δ′, U ′, (q′0, d0), F ′) where each compo-
nent of X ′ is defined as follows:

– Q′ = 2Q.
– For all a ∈ Σ, a state q in δ′({q1, · · · , qm}, a) iff there exists a transition

qi
a→ q (1 ≤ i ≤ m).

– U ′({q1, · · · , qm}, a, {p1, · · · , pj}) is
⋃m

i=1

⋃m
j=1 U(qi, a, qj).

– q′0 = {q0}.
– ({q1, · · · , qm}), d) ∈ F ′ iff there exists a qi ∈ {q1, · · · , qm} such that (qi, d) ∈

F .

Unfortunately the XFA X ′ does not accept the same language as XFA X . Assume
that in X ′ we create a state {q1, q2} and there is transition on a from q0 to q1

and q2. In X ′ the update relation U associated with ({q0}, a, {q1, q2}) is union of
the update relations U1 and U2 associated with (q0, a, q1) and (q0, a, q1). Assume
that (d0, d1) ∈ U1 and (d0, d2) ∈ U2 but (d0, d2) �∈ U1 and (d0, d1) �∈ U2. Since
(d0, d1) ∈ U and (d0, d2) ∈ U , the configurations ({q1, q2), d1) and ({q1, q2), d2)
are both reachable in X ′ from the initial state {{q0}, d0}. However, configurations
(q1, d2) and (q2, d1) are not reachable from (q0, d0) in X . This phenomenon can
lead to extra accepting paths in X ′. This situation can be remedied if each state
q has its own copy of the data domain to update.

Consider an XFA X = (Q, D, Σ, δ, U, (q0, d0), F ). We construct an XFA X1 =
(Q, D1, Σ, δ, U1, (q0, d

′
0), F

′), where each component is defined as follows:

– D1 = Q × D.
– A tuple ((q, d), (q′, d′)) ∈ U1(q, a, q′) iff (d, d′) ∈ Uδ(q, a, q′).
– d′0 = (q0, d0).
– (q, (q, d)) ∈ F ′ iff (q, d) ∈ F .

In order to determinize an XFA the following steps should be performed:



Fast Signature Matching Using XFA 169

1. First convert X to X1 by expanding the data domain D to Q × D.
2. Convert X1 to X ′ using the subset construction.

It is easy to see that X ′ is state deterministic. In order to create a data determin-
istic XFA extra steps need to be taken, which we will not describe in this paper.

Reachability analysis: Before we move to minimizing an XFA X we remove
configurations (q, d) that are not reachable from the initial configuration (q0, d0).
We also remove configurations (q, d) that cannot reach any configuration in F .

5.4 Minimizing a XFA

Consider a DFA M = (Q, Σ, δ, q0, F ). Minimization of M finds the coarsest
equivalence relation R ⊆ Q × Q that satisfies the following conditions:

– (q1, q2) ∈ R implies that q1 ∈ F ↔ q2 ∈ F .
– (q1, q2) ∈ R implies that for all a ∈ Σ , (δ(q1, a), δ(q2, a)) ∈ R.

Once the coarsest equivalence relation R is computed, all the states in Q in the
same equivalence class are merged.

Note: Let R be the set of all relations satisfying the abovementioned conditions.
We say that R1 ∈ R is coarser than R2 ∈ R iff R2 ⊆ R1. Also note that if R1 ∈ R
and R2 ∈ R, then R1 ∪ R2 is also in R. Hence the coarsest relation satisfying
the conditions given above is ∪R∈RR. Moreover, the coarsest relation can be
computed using a greatest fixpoint computation.

Consider a deterministic XFA X = (Q, D, Σ, δ, U, (q0, d0), F ). Assume that
we find the coarsest equivalence relation R ⊆ (Q × D) × (Q × D) that satisfies
the following conditions:

– ((q, d), (q′, d′)) ∈ R implies that q = q′ (configurations with different states
are never equivalent).

– ((q, d), (q, d′)) ∈ R implies that (q, d) ∈ F iff (q, d′) ∈ F .
– ((q, d), (q, d′)) ∈ R implies that for all a ∈ Σ ((q′, U(q, a, q′)(d)), (q′, U

(q, a, q′)(d′))) ∈ R (where q′ = δ(q, a)).7

In this case for a state q if two data values d1 and d2 have the property that
((q, d1), (q, d2)) ∈ R, then configurations (q, d1) and (q, d2) can be merged. Recall
that during determinizing a XFA X , we expanded the data domain to Q × D.
The equivalence relation R allows us to merge data values for each state q ∈ Q.

Next we consider minimizing states of a deterministic XFA X = (Q, D, Σ, δ, U,
(q0, d0), F ). For each state q ∈ Q, effects(q) = (Uq, pq) is a tuple such that
Uq(a, q′) is equal to U(q, a, q′) (Uq is a function from Σ ×Q → DD) and pq ⊆ D
such that d ∈ pq implies that (q, d) ∈ F . Intuitively, effects(q) capture the up-
date function and accepting data values associated with state q. Assume that

7 Since X is deterministic, U(q, a, q′) is a function.
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we find the coarsest equivalence relation R ⊆ Q × Q that satisfies the following
conditions:

– (q1, q2) ∈ R implies that effects(q1) = effects(q2).
– (q1, q2) ∈ R implies that for all a ∈ Σ , (δ(q1, a), δ(q2, a)) ∈ R.

Once we have computed the coarsest relation R satisfying the abovementioned
conditions, two states in the same equivalence class can be merged into one.

6 Conclusion and Future Work

In this paper we described Extended Finite Automata (XFAs), which augment
traditional finite state automata with a scratch memory that is manipulated by
instructions attached to edges and states. We provide a formal definition for
XFAs and present a technique for constructing them from regular expressions.
Experimental results presented in [26] demonstrated using a set of HTTP sig-
natures from Snort and observed that XFAs have matching speeds approaching
DFAs yet memory requirements similar to NFAs. Compared to multiple DFA-
based techniques, our tests used 10× less memory and were 20× faster.

The techniques and results we have presented here are preliminary in many
respects and we are actively working to refine them. Some aspects of our con-
struction procedure require some manual input, and some signatures require
inordinately long construction times. In addition, there is still some missing
functionality and inefficiencies in our interpreter and execution environment.
We are investigating techniques for addressing these and other issues. Notwith-
standing these open problems, we are hopeful that in the end XFAs will lead to
better solutions for high speed signature matching.
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Abstract. The premise of automated alert correlation is to accept that
false alerts from a low level intrusion detection system are inevitable and
use attack models to explain the output in an understandable way. Sev-
eral algorithms exist for this purpose which use attack graphs to model
the ways in which attacks can be combined. These algorithms can be
classified in to two broad categories namely scenario-graph approaches,
which create an attack model starting from a vulnerability assessment
and type-graph approaches which rely on an abstract model of the rela-
tions between attack types. Some research in to improving the efficiency
of type-graph correlation has been carried out but this research has ig-
nored the hypothesizing of missing alerts. Our work is to present a novel
type-graph algorithm which unifies correlation and hypothesizing in to a
single operation. Our experimental results indicate that the approach is
extremely efficient in the face of intensive alerts and produces compact
output graphs comparable to other techniques.

1 Introduction

The output of intrusion detection systems (IDS) is generally a time series of
discrete events called “alerts” with each event describing, at a low level, features
of the network traffic. These alert attributes typically include the endpoints and
communication channels implicated in an alert and the type of alert. Arguably
the most significant problem with analyzing IDS alerts is the high volume of
false alarms. Even without false alarms IDS alerts require some interpretation.
This is because attacks are often split in to several stages, each of which may
generate many alerts.

This observation has lead to the proposal that alerts be automatically cor-
related using a model of attacks which encodes their prerequisites and con-
sequences [10]. Typically these methods involve representing attack types as
vertices in a directed acyclic graph which we shall call an “attack graph”. Edges
in attack graphs represent the relationship between prerequisites and conse-
quences of attacks. Intuitively speaking, a directed edge will connect attack A
to attack B if A prepares for B.

Research has shown that such techniques are capable of:

1. Aggregating alerts which imply the same, or similar, consequences. An ag-
gregated group of alerts is called a hyper-alert.

R. Sekar and A.K. Pujari (Eds.): ICISS 2008, LNCS 5352, pp. 173–187, 2008.
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2. Ignoring extraneous alerts which do not correlate with anything.
3. Uncovering missing alerts in an alert stream and hypothesizing their at-

tribute values where possible [8]. Hypotheses may optionally be compared
against other evidence sources such as system logs [11].

These automated alert correlation techniques may be divided in to two cate-
gories based on the type of attack model which is encoded in the attack graph.
We shall refer to the two categories as type-graph and scenario-graph algorithms.
Scenario graph algorithms rely on a complete and correct vulnerability assess-
ment to generate a graph of attack sequences specific to the protected network
[6]. While this approach allows for real-time automated correlation it fails com-
pletely if network addresses are re-assigned or if the vulnerability assessment is
erroneous. Conversely, type graph algorithms model only abstract attack types
which allows for more robust correlation but with a higher computational cost.
In [10] correlation is performed in batch mode only and in [15], where vulnera-
bility assessment data is incorporated, a sliding correlation window is required
to keep the problem manageable.

We assert that real-time correlation is desirable because it allows for timely
automated responses. If the time lag between detection and response is too great
then attacks such as rapidly spreading worms may become much more difficult
to contain. Real-time operation also facilitates techniques such as [4] where cor-
relation output is used to perform a targeted forensic analysis of network traffic
for the purposes of discovering novel attacks and variations of known attacks.

Our work is motivated by the need for a correlation algorithm with both the
flexibility of an abstract attack type-graph and similar performance characteris-
tics to state of the art scenario graph algorithms. Specifically, we wish to avoid
relying on prior knowledge of network topology and the distribution of vulnera-
bilities in the protected network. It is also desirable to avoid relying on a sliding
correlation window which would allow “low and slow” attacks to become lost.

The aim of this paper is to develop an automated alert correlation algorithm
using attack type graphs which is suitable for deployment in a real-time setting.
A theoretical analysis of computational complexity will be provided. For verifi-
cation the algorithm will be experimentally evaluated in terms of performance
and accuracy.

Our proposed solution works by re-structuring the type graph correlation
algorithm presented by Ning et al. such that it acts on individual alerts in
sequence rather than all alerts in batch. The basic approach is to keep an in-
ternal database of hyper-alerts of each type and use in-memory indexes to ef-
ficiently find prerequisites of each new hyper-alert. The size of the in-memory
database is minimized by eliminating redundant information which does not
contribute to the correlation process. Hypothesizing of missing alerts is a recur-
sive special-case of the correlation algorithm which can input hyper-alerts with
wild-card attributes. The main contributions of this work are a type-graph cor-
relation algorithm suitable for real-time use. The algorithm depends on a novel
index structure and unifies the correlation and hypothesising steps in to a single
algorithm.
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This paper is structured as follows. First a brief discussion of related work is
given in section 2. From here we present a description and formal definition of
the problem in section 3. Building on this definition, a solution is presented in
section 4 which solves the minimal IAC problem where there are no false negative
alerts. This minimal algorithm is developed to the fuller solution presented and
analyzed in section 5. Section 6 provides an empirical analysis of the algorithm.
In the final section the results are discussed, conclusions drawn and future work
proposed.

2 Related Work

Seminal works such as [13, 5] laid the groundwork for automated analysis of
security related facts and events. These works proposed a formal theory of com-
puter attacks by modeling the prerequisites and consequences of vulnerabilities
in attack graphs and formal grammars respectively.

Wang et al. take a vulnerability-centric approach to alert correlation [6]. In
this work an automated vulnerability analysis [12, 14] creates an attack graph
consisting of two types of vertex, attacks and states. Only those attacks which
have been found on the protected system are included. All attack vertices are
bound with attribute values such as IP addresses and ports. The correlation
algorithm works by performing a breadth first search on the attack graph. High
performance is achieved by enumerating all possible fact assignments for every
attack type and pre-computing an optimized graph structure for correlation.
Another important concept in this work is “implicit correlation” whereby only
the latest alert which satisfies an attack step is stored in memory. However, we
have asserted that it is undesirable to assume that the defender can reliably
know of all vulnerabilities on the network. Therefore our work uses an abstract
attack-type model although we do use a similar hypothesizing technique and try
to preserve the notion of implicit correlation as far as possible.

Ning et al. take a logical approach to modeling attack sequences for automated
correlation[9, 10, 2]. The technique is intended to be applied in batch to an off-
line database of collected hyper-alerts. The fundamental building block of the
approach is the definition of a “hyper-alert type” which represents a type of
attack and its prerequisites and consequences. Each hyper-alert type consists
of a triple of fact names and prerequisites and conclusions which are predicate
expressions with free variables bound from the fact names. If a predicate appears
in the consequence of one hyper-alert type and the prerequisite of another then
the former “may prepare for” the latter. The assignment of facts to any such
shared predicate are used to calculate equality constraints between the two types.

A hyper-alert of a given type is simply a tuple of attribute values correspond-
ing to the fact names for that type. Correlation is performed in batch on a set of
hyper-alerts, each hyper-alert is considered a potential vertex in the correlation
graph and if equality constraints are satisified between other hyper-alerts then
they are correlated by adding a directed edge between them provided that their
timestamps show the correct temporal order.



176 G. Tedesco and U. Aickelin

Hypothesizing of missing alerts is treated in [8, 11]. The problem here is that
when some steps in an attack have been missed by the underlying IDS then the
resultant correlation graphs may be split and require additional processing to
re-integrate them. The approach taken in their work involves four steps:

1. Subgraphs of the correlation graph are clustered according to the attribute
values of their hyper alerts.

2. Once candidate subgraphs have been selected for integration, a special hyper-
alert type-graph is consulted which has had indirect edges added to it.
Pairs of subgraphs are then correlated using these new edges to define the
indirectly-prepares-for relation.

3. When an indirect correlation occurs there are one or more paths in the type-
graph connecting the two hyper-alert types. New hyper-alerts are created to
connect the two correlation graphs and their attribute values inferred using
the equality constraints in the graph.

4. Because the prior steps may generate many redundant hypotheses with
equivalent fact values, a consolidation step reduces the size of the final cor-
relation graph.

The work presented in this paper takes a different approach and simply relies
on recursing backwards through the type-graph whenever a hyper-alert is input
which has not had it’s prerequisites met by another hyper-alert in the system.
Our method is at once more efficient and eliminates the consolidation step by
terminating recursion as soon as a duplicate hypothesis is generated.

In [15] correlation and hypothesizing is performed, again, in batch mode. How-
ever in this case a state/event model is chosen so that evidence from complemen-
tary sources such as vulnerability analysis and raw audit logs. The attack model
is converted in to a Bayesian network where prior probabilities are assigned man-
ually by human experts. A sliding time window is used to limit memory usage
and prevent a combinatorial explosion in run-time complexity associated with
the Bayesian inference algorithm.

Our work is most similar to [7] in which in-memory indexes are used to signifi-
cantly speed up correlation leaving the RDBMS just to store a log of hyper-alerts
on disk. The most relevant contribution in their work is the proposal to index
instances of predicates rather than hyper alerts. Their results indicate that the
algorithm would be suitable for real-time operation but hypothesizing of missing
alerts is not addressed and must presumably be performed as a post-processing
step on the correlation graph. The work presented in this paper takes a different
approach and instead indexes instances of the PrepareFor relation.

In summary, there are several automated correlation algorithms. Those which
are suitable for real-time operation either rely on the defender being able to
correctly and completely enumerate possible combinations of attacks on their
protected network, or worse, rely on a sliding time window which opens up the
correlator to “low and slow” or “alert injection” attacks. The abstract type-graph
approach appears more promising and has been partly optimized for real-time
deployment. Our work builds on prior techniques by using a novel indexing
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structure and unifying the correlation and hypothesizing steps in to a single
real-time algorithm.

3 Problem Definition

For the purposes of clarity the intrusion alert correlation (IAC) problem will
be solved in two steps. Firstly the “minimal IAC problem” in which a totally
accurate alert stream is input and no alerts are hypothesized and secondly; the
“extended IAC problem” in which some alerts can be missing and the system
must hypothesize alerts. The following problem definition is based on that pro-
posed by Ning et al.[9, 10, 8, 11].

Definition 1. An attack model consists of logical predicates, hyper-alert types
and implication relations. A hyper-alert type T is a triple (fact, prerequisite,
consequence) where fact is a set of attribute names associated with the type,
prerequisite and consequence are sets of predicate expressions with free vari-
ables bound from fact. Prereq(T ) and Conseq(T ) denote the set of predicate
expressions from the prerequisite and consequence elements of T respectively.
For brevity we assume all implied expressions to be included in Conseq(T ). We
shall refer to the set of all hyper-alert types in an attack model as τ .

For the purpose of our examples we will assume that there are always 4 elements
in fact (say, source address, source port, destination address, destination port).

Definition 2. Given an ordered pair of hyper-alert types (A, B) then A may
prepare for B if Conseq(A) and Prereq(B) share at least one predicate, with
possibly different arguments.

Definition 3. Given an ordered pair of hyper-alert types (A, B) where A may
prepare for B a set of equality constraints may be computed. Each such con-
straint is a set of logical conjunctions of equality comparisons between the at-
tributes of the two types.

Let the sequences u1, u2, ..., un and v1, v2, ..., vn be distinct facts in type A and
B respectively. Then each constraint takes the form:

u1 = v1 ∧ u2 = v2 ∧ ... ∧ un = vn

such that there exists p(u1, u2, ...un) ∈ Conseq(A) and p(v1, v2, ..., vn) ∈ Prereq
(B) where p is the same predicate with possibly different fact assignments.

Note that the only substantial difference between our definition and that of
Ning et al. is the restriction that any given fact may appear at most once in the
arguments of a predicate. The purpose of this restriction will become clear in
the following sections.

Definition 4. Given an attack model, let us define an attack-type graph TG=
(V, E, C, T ). Where (V, E) is a directed acyclic graph. T is a bijection of vertices
on to hyper-alert types. An edge e(v0, v1) ∈ E if and only if T (v0) may prepare
for T (v1). C maps each edge to a set of constraints.
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Definition 5. A hyper-alert h is simply a tuple of attribute values. Type(h)
is a mapping on to the set of hyper-alert types. Prereq(h) and Conseq(h) de-
note the set of predicates from the prerequisite and consequence of the hyper-
alert type with free variables bound from the attribute values of the hyper-alert.
T imestamp(h) denotes the timestamp of the hyper-alert. A hyper-alert stream
is any time-ordered series of hyper-alerts.

Definition 6. A hyper-alert h of type A is said to prepare for a hyper-alert
h′ of type B if and only if Type(h) may prepare for Type(h′) and at least one
equality constraint evaluates to true when fact names have been substituted with
actual values from the hyper alerts. Furthermore, since an event B can be the
cause of an event C if and only if B occurs before C, an implicit time constraint
ensures forward causality holds. In other words the directed edges in TG, like
time, move from past to future.

Two hyper alerts are said to be correlated if and only if the former prepares for the
latter. Since all that is required to correlate two hyper alerts is that any one of the
constraints holds. We might say that each edge in TG is labeled with a predicate
logical formula, consistingonlyof equality comparisons, indisjunctivenormal form.

Definition 7. The output correlation graph CG is (V, E, H) where (V, E) is
a DAG and H is a bijection of hyper-alerts to vertices and an edge e(v0, v1) ∈ E
if and only if H(v0) prepares for H(v1).

Definition 8. If a hyper-alert h exists where Prereq(h) is non-empty and there
does not exist a hyper-alert h′ such that h′ prepares for h then h is said to be
“unexplained”.

An unexplained alert h may sometimes be explained by the construction of
a sequence of hypothesized hyper alerts y1, y2, ..., yn such that yn prepares for h,
yn−1 prepares for yn, ..., and a real (unhypothesised) hyper alert h′ prepares for
y1. There may be several alternative explanations for any such hyper-alert.

The extended correlation graph EG therefore consists of (V, E, H, Y ) with
the same definition as CG with the addition of Y , a mapping of vertices on to
the set of hypothesised hyper-alerts which are required to explain any unexplained
alerts in H. V is formed by the union of H and Y .

In summary our problem is to propose an algorithm which:

1. Is initialized with TG, and an empty CG.
2. At each time step:

(a) Input a hyper-alert.
(b) Construct a correct and complete CG as per definition 7 or, for the

extended IAC problem, definition 8.

4 A Minimal Solution

The inner loop of our proposed algorithm consists of two steps. Firstly “search-
ing for correlations” and secondly “marking of consequences”. When marking
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consequences of a type T hyper-alert h we find each type T ′ such that T may
prepare for T ′. Then the equality constraints between the two types are used
so as to index every possible combination of hyper-alert attributes for T ′ which
should be considered prepared for by h. Each index entry created in this stage
contains a pointer to h. Conversely when searching for correlations the indexes
on type T are searched using the attributes of h. If an earlier hyper-alert h′ has
been input and marked it’s consequences it will be found during the searching
for correlations stage if and only if h′ prepares for h. The structure of our index
is unique and, by indexing each attribute combination separately, the IAC is re-
duced to a sufficiently small constant number of search and insert operations on
balanced binary trees[1] rather than multi-dimensional searches with wild-cards.

This approach exploits two properties of the structure of the problem. Firstly
that time flows from past to future, meaning that prior alerts do not need to
be checked and correlated twice. Secondly although the number of possible con-
straints on a given edge are exponentially related to the number of facts, in
practice, the number of facts and therefore the maximum number of indexes
required is small.

Lemma 1. Given a pair of hyper-alert types (T0, T1) we take A and B to be their
attribute sets. The sets of attributes are equipotent, each containing n elements.
Each constraint may be represented as a set containing 0 <= m <= n ordered
pairs of attributes (a, b) such that a ∈ A and b ∈ B. No element of A may appear
as a left component more than once, and no element of B may appear as a right
component more than once since by definition 3 the problem is restricted to the
simplified case in which each fact referred to in an equality constraint may make
at most one appearance on each side of the equation.

There are P (n, m) ·C(n, m) ways to arrange m distinct pairs from n elements
of A and n elements of B, where P and C are the permute and chose functions
respectively. The number of possible equality constraints is therefore the sum of
all constraints of each length m.

Proof. Our problem is to construct two sequences a1, a2, ..., am and b1, b2, ..., bm

where a1 is paired with b1, a2 is paired with b2, etc. We shall solve the problem
in two separate steps. First we chose m elements of A and m elements of B and
secondly we arrange the pairs. There are C(n, m)2 ways to select a pair (A′, B′)
where A′ ∈ the set of all m-combinations of elements in A and B′ ∈ the set of
all m-combinations of elements in B. Now to pair them up we keep elements of
A′ in a fixed order and simply count the ways to permute the elements of B′.
Since there are m! ways to permute m attributes:

C(n, m)2 · m! =
n!

m!(n − m)!
· n!
m!(n − m)!

· m!

=
n!

m!(n − m)!
· n!
(n − m)!

= C(n, m) · P (n, m) ��
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Input: Hyper alert stream H , Hyper-alert types τ
Output: All pairs (h′, h) such that h′ prepares for h and both are in H
foreach h ∈ H (input in ascending time order) do

Let T = Type(h);
Let i be a index on ImplicitSet(T, τ );
if Lookup(i, h) then

Continue with next alert;
end
foreach index i on IndexSet(T, τ ) do

Let the set of hyper-alerts R = Lookup(i, h);
foreach h′ ∈ R do

Add the pair (h′, h) to Output;
end

end
foreach Type T ′ where T may prepare for T ′ do

foreach Permutation p, index i on CorrelationSet(T , T ′) do
Insert(i, Permute(h, p));

end

end

end
Algorithm 1. The minimal ATG algorithm

If we wish to count the maximum number of constraints when there is more than
one type of attribute then we can re-use the formula above to count the ways of
comparing the attributes of each type and take the product:

t∏

i=1

ci∑

j=0

P (ci, j) · C(ci, j) (1)

Where t is the number of types, ci is the number of attributes of the ith type.
Therefore, if we chose 4 facts: source and destination addresses and ports where
addresses and ports are not comparable with each other. Then there are 49 possi-
ble constraints to an edge in TG. Since there are less combinations than permuta-
tions, the idea is to create an index for each of the 16 combinations of facts for each
type. Permutations capture the possibly different orderings for the attributes in
the equality constraints and will be used when inserting items in to the indexes.

Algorithm 1, requires several further definitions to determine which combina-
tions of fields must be indexed for each type and how to evaluate what are the
consequences for each hyper-alert so that they can be marked. A notion similar
to implicit correlation in [6] is introduced. If two hyper-alerts have identical at-
tribute values then they must also have identical consequences meaning that the
correlation procedure is redundant the second time around. We define an implict
correlation so that all hyper-alerts of a given type are indexed based on the com-
bination of fact values which are used in marking of consequences.

Definition 9. The CorrelationSet is a relation on a given pair of types
(T, T ′), such that CorrelationSet(T, T ′) is a set of pairs of the form (a, b)
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where a is a permutation of facts in T and b is an subset of facts in T ′ such
that a and b are eqipotent and there exists an equality constraint of the form
u1 = v1 ∧ u2 = v2 ∧ ...un = vn where sequence u1, u2, ..., un is the elements of a
arranged in to a fixed order and v1, v2, ..., vn is the sequence b.

Definition 10. The Index Set is a relation on a given type T and set of all
types τ which returns subsets of facts in T which must be indexed. IndexSet(T, τ)
returns every subset x of facts of T where there exists a T ′ such that T ′ may
prepare for T and x is a right-component of CorrelationSet(T ′, T ).

Definition 11. The Implicit Set is a relation on a given type T and set of
all types τ which returns a set of facts in T upon which future correlations may
depend. ImplicitSet(T, τ) returns the union of every subset x of facts in T where
there exists a T ′ such that T may prepare for T ′ and x is a left-component in an
element of CorrelationSet(T, T ′).

5 Hypothesising Missing Alerts

Algorithm 1 does not attempt to deal with missing alerts in the input alert
stream. What should happen is that for any alert which arrives and is not ex-
plained by a prior alert then those alerts are hypothesized with appropriate fact
values. This is done recursively until either a hyper-alert type with in-degree zero
is found, no facts can be inferred for a hypothesis or until a real alert is found.
Only if a real alert is found will the hypothesized sequence be entered in to the
correlation graph. If no results are found in the “search for correlations” stage
then the current alert is unexplained. Alerts are hypothesized with attributes
satisfying each constraint on each incoming edge. Often times only a subset of
the fact values may be inferred for a hypothesized alert as not all values have to
be referred to in the equality constraints from the attack model.

This leads to a problem when we recurse more than one step. The recursion
needs to terminate when a real hyper-alert may prepare for a hypothesized one.
There is no guarantee that an index exists for the subset of fact values in the
hypothesized alert. Our approach leads us to consider the hypothesizing problem
as identical to the correlation problem, except that our hyper-alerts may contain
a partial set of attribute values.

A pre-processing step is introduced in which an expanded version of the
IndexSet is calculated so that all such partial sets of attribute values are in-
dexed. Also we intrdouce the relation HypothesisSet(T, τ) where T is a type and
τ is the set of all hyper-alert types. This relations maps on to a set of 5-tuples
with the components (t, i, p, m, o):

1. t is a type which may prepare for T .
2. i is an element of the IndexSet of t.
3. p is a permutation to apply to fact values of the current hyper-alert in order

to query the index i of type t.
4. m is the combination of facts which appear in p.
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5. o is the combination of facts that were originally required for the current
constraint. In other words all facts mentioned on the right hand side of the
equality comparisons for this constraint.

The hypothesizing algorithm then is a recursive procedure with two parameters
the first of which is a TG vertex v′ and the second is a hyper-alert h. The
function returns true if a real hyper-alert was correlated or false otherwise. The
procedure is that for each element in the HypothesisSet associated with v′:

1. Let f be the set of hypothesized fact attributes in h. Continue the loop if
the union of f and o is not equal to m. This avoids generating unnecessary
hypotheses based on a strict subset of the actually available fact attributes.

2. Let h′ be a new hyper-alert. Use p to permute the facts in h and assign them
to h′.

3. Create a key from h′ which combines facts required for index i of t. Query i
and if a result is found, correlate the result with h′ and continue the loop.

4. Recurse to the vertex for type t passing hyper-alert h′. If the recursion returns
true then correlate h′ with h.

With this procedure hyper-alerts with identical attributes may be created in
order to satisfy different paths through the attack graph even though they may
eventually lead to the same place. Such alerts add nothing to the intelligibility
of the result since one real alert could conceivably account for all such identical
hypotheses.

We define two hyper-alerts as strategically indistinguishable provided that
they are of the same type, have the same combination of facts assigned with
the same values and appear before the hyper-alert they have been hypothesized
to explain. Similarly to the implicit correlation step described in the previous
section a hypothesized alert database is added to each vertex in the type-graph.

6 Empirical Results

To verify the theory the algorithm is implemented in C[3]. Trivial sub-graph
elimination is implemented by keeping count of vertex degress in CG as edges are
added, only vertices with degree greater than zero are output. This small addition
makes output graphs more manageable. The Lincoln Labs 1.0 dataset is used
in the experiments for the purposes of generating results comparable to prior
works. These data-sets include labeling data which allows for the construction
of a perfectly accurate series of alerts. An attack model almost identical to that
in [11] is used. The only difference is in fixing an error in the original in which
UDP port-scans could be said to discover TCP services and vice versa, which is
not the case. All experiments were run on a PC with 1.6GHz Intel Core 2 Duo
CPU and 1GB RAM running a contemporary Linux distribution.

Two experiments are proposed: experiment #1 is designed to verify that the
algorithm is suitable for application in a real-time correlation setting as intended.
Experiment #2 is designed to qualitatively assess the hypothesizing algorithm
when a random subset of relevant alerts have been deleted from a perfectly
accurate alert stream.
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6.1 Performance

The aim of this experiment is to test the suitability of our algorithm for real-
time correlation. The method is to intersperse a true scenario consisting of 855
alerts within a large number of randomly generated alerts such that there are
1,000,000 alerts in total. No direct comparison with prior work is possible here
since comparable algorithms are either not intended for real-time setting, do
not perform the hypothesizing step or use a different attack model. Instead, the
time taken for the software to perform the work will be recorded and divided
by the number of alerts which will give us a correlation-rate. As long as the
correlation-rate is higher than the rate at which we expect alerts to be produced
by the underlying IDS then the algorithm ought to be suitable for real-time
operation. The size of the output graphs is also recorded representing the bulk
of the memory utilization of the program.

There are several parameters in this experiment. Firstly we will run the ex-
periment with variations of the algorithm so that we can get an idea of the costs
and benefits of each.

1. Algorithm 1. Minimal IAC problem.
(a) With implicit correlations disabled.
(b) With implicit correlations enabled.

2. Algorithm 2. Extended IAC problem.
(a) Without consolidating strategically indistinguishable hypotheses.
(b) Strategically indistinguishable hypotheses consolidated.

The question arises of how precisely to generate a large number of randomized
false positive alerts. The attribute space is 96 bits in total, based on two 32 bit
IP addresses, and two 16 bit port numbers. If all attributes are totally random-
ized the probability of false correlations being generated is exceedingly small.
Conversely if we devise a non-random worst-case data-set in which false alarms
are crafted specifically to generate correlations then we are venturing in to the
area of specific attacks aimed at the correlator itself which is a problem beyond
the scope of this paper.

The chosen solution is based on the observation that in a real-world setting the
IDS is most often connected to a point in an IP network where it can observe all
traffic entering or leaving that network. Therefore while one out of the source and
destination addresses of a packet may be any of 232 possible IP address values,
the other side will be set to one of the addresses on the monitored network
which will be a small subset of that address space. Traffic not conforming to
these rules is taking place outside of the range of communications systems that
the underlying IDS is placed to observe. Similarly, IP services tend to listen on
well known ports, typically those under 1024.

Two randomization methods are chosen, one based on a class C IP network
and the other on a class B network. These types of networks are defined as
having 28 and 216 addresses each. The algorithm for generating the data is:
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1. Pick a totally random IP address and port number.
2. Pick a random IP address within the allowable range of our network class.
3. Pick a random 10 bit port number.
4. Toss a coin, if heads then the fully random IP is the source address, else it’s

the destination address.
5. Toss another coin, if heads then the fully random port number is the source

address, else vice versa.

Five versions of the random data-set are created for each type of network, making
ten data sets in total. Each of the four variations of the algorithm were run on
each of the 10 data-sets making 40 runs in total. Each run is repeated three times
and the mean CPU time taken as the final result. The variation in run time on
the program on the same data-set turned out extremely low so, for the sake of
concision, the individual run-timings are not presented here. The 885 real alerts
from the LLDOS labeling data are interspersed randomly, but correctly ordered,
within each dataset.

If we look at the final column of table 1 we can observe that the correlation
rate is on the order of 100,000 alerts per second. This seems likely to be much
faster than an IDS, certainly the majority of deployments in any case.

In table 2 the columns stand for the total number of vertices and edges in the
output CG respectively. The number of false alerts seems rather alarming con-
sidering only 885 of them are part of our scenario. Although, bear in mind that
our noise is distributed over only 20 alert types which are quite highly connected.
Further we have opted to restrict alert values to “realistic” ranges. In practice a
million alerts do not occur over a few seconds but perhaps days or weeks.

6.2 Quality of Output

The aim of this experiment is to take the same totally accurate data-set and
remove random alerts and test the accuracy of hypothesizing by how accurate
the the graphs are as an increasing number of alerts are missed. Unfortunately
the number of ways of doing this with a data-set of of 855 alerts, such as ours, is
astronomical and our sample sizes would have to be inappropriately large to gain

Table 1. CPU Times for Class B and Class C Respectively

Class Exp. Min. (s) Max. (s) Mean (s) Mean Rate (a/s)

1(a) 7.47667 9.21 7.905 126,502
B 1(b) 5.31 6.26333 5.675 176,221

2(a) 6.55333 6.67667 6.599 151,541
2(b) 6.45333 6.48 6.461 154,772

1(a) 7.0533 7.14667 7.088 141,088
C 1(b) 6.79667 6.87 6.818 146,675

2(a) 11.46 11.6033 11.52 86.380
2(b) 10.9067 19.9233 12.43 80,440
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Table 2. Output size for Class B and Class C Respectively

Exp. Hyper-Alerts Correlations Hyper-Alerts Correlations

Class B Class C

1(a) 194,817 157,734 346,782 888,262

1(b) 182,727 148,457 129,220 641,115

2(a) 376,786 401,974 190,986 691,809

2(b) 299,395 302,553 190,417 691,112

results which can be interpreted with any confidence. From experience the algo-
rithm is extremely robust either when all alerts of one or two types are removed
or scores of alerts removed randomly. This intuition leads us on to an alterna-
tive experimental setup. There are only four types of alerts in the experimental
data set. At least two types are required for there to be correlations and if all
alerts are present then the output is ideal. We shall experiment with removing
all 2 and 3 combinations of alert types and examining the false correlation rates
which are calculated by hand in this case.

These experiments are run with Algorithm 2(b) only. To calculate false alert
rates the output graphs are compared against the complete correlation graph
which contains 58 hyper-alerts. A false negative is counted for every alert in the
complete CG for which no hypothesis exists. Conversely a false positive is counted
for every hypothesis which does not correspond to a hyper-alert in the complete
CG. For labeling purposes alert types are named A, B, C and D, standing for ping-
sweep, sadmind-ping, sadmind-exploit and mstream-zombie respectively.

The results in table 3 are difficult to analyze without taking a closer look at
the output graphs produced. For attack sequences which are short in length,
missing alerts can have a drastic effect on the false negative correlation rates.
False positive hypotheses are a slightly less serious problem and in this case
would be entirely eliminated with existing audit-record correlation techniques,
as proposed in [15].

Table 3. Hypothesis Accuracy

Input Types False Negatives False Positives

ABD 3 12

BCD 32 0

ACD 26 0

ABC 14 0

AC 37 0

BD 35 12

CD 41 0

BC 44 0

AD 35 12

AB 20 0
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7 Conclusions and Future Work

In this paper a real-time correlation algorithm using hyper-alert type graphs was
proposed. Our general approach was to reduce the minimal IAC problem to a
series of insertions to and removals from a balanced binary tree. We proceeded
from there to approach the extended (hypothesizing) problem by re-phrasing the
minimal problem such that we can recursively input hyper-alerts with unknown
(or wild-card) attributes. It was shown that such algorithms are feasible provided
a few conditions are met:

– The number of comparable facts in hyper-alerts is small.
– If hyper-alerts are to be hypothesized then type-graphs should be chosen

carefully in order to prevent a exponential explosion in time complexity.

The algorithm was implemented and validated through a series of experiments
which showed that a good implementation is suitable for real-time correlation
even in cases where the IDS alert rate is alarmingly high. In these cases the size
of the output graph becomes the overriding factor in determining the practical
utility of the algorithm. It was also confirmed that picking the right aggregation
function is invaluable in this respect by allowing many hyper-alerts to be merged
in to a single logical unit. However it is not immediately clear how best to design
these functions such as to minimize large output graphs to a satisfactory degree.

Although our approach does not require a vulnerability assessment it has been
shown that it is possible to make use of such information if it is there [15]. It
appears that our algorithm could be modified for similar purposes. The basic ap-
proach here would be to incorporate special constraints which depend on external
evidence sources. These would be checked before correlating or hypothesizing an
alert. However this leads to question of how to determine when to ignore false
negative vulnerability assessments if a successful attack of the relevant type has
been observed? This may also be a fruitful direction for investigation.
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Abstract. The syntax of application layer protocols carries valuable in-
formation for network intrusion detection. Hence, the majority of modern
IDS perform some form of protocol analysis to refine their signatures with
application layer context. Protocol analysis, however, has been mainly
used for misuse detection, which limits its application for the detection of
unknown and novel attacks. In this contribution we address the issue of
incorporating application layer context into anomaly-based intrusion de-
tection. We extend a payload-based anomaly detection method by incor-
porating structural information obtained from a protocol analyzer. The
basis for our extension is computation of similarity between attributed
tokens derived from a protocol grammar. The enhanced anomaly detec-
tion method is evaluated in experiments on detection of web attacks,
yielding an improvement of detection accuracy of 49%. While byte-level
anomaly detection is sufficient for detection of buffer overflow attacks,
identification of recent attacks such as SQL and PHP code injection
strongly depends on the availability of application layer context.

Keywords: Anomaly Detection, Protocol Analysis, Web Security.

1 Introduction

Analysis of application layer content of network traffic is getting increasingly
important for protecting modern distributed systems against remote attacks. In
many cases such systems must deal with untrusted communication parties, e.g.
the majority of web-based applications. Application-specific attack can only be
detected by monitoring the content of a respective application layer protocol.

Signature-based intrusion detection systems (IDS) possess a number of mech-
anisms for analyzing the application layer protocol content ranging from simple
payload scanning for specific byte patterns, as in Snort [19], to protocol analysis
coupled with a specialized language for writing signatures and policy scripts, as
in Bro [15]. By understanding the protocol context of potential attack patterns,
significant improvements in the detection accuracy of unknown application layer
attacks can be achieved.
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The main drawback of signature-based IDS is their dependence on the avail-
ability of appropriate exploit signatures. Rapid development of new exploits and
their growing variability make keeping signatures up-to-date a daunting if not
impossible task. This motivates investigation of alternative techniques, such as
anomaly detection, that are capable to detect previously unknown attacks.

Incorporation of the protocol context into anomaly detection techniques is,
however, a difficult task. Unlike a signature-based system which looks for a
specific pattern within a specific context, an anomaly-based system must translate
general knowledge about patterns and their context into a numeric measure of
abnormality. The latter is usually measured by a distance from some typical
“profile” of a normal event. Hence, incorporation of protocol syntax into the
computation of distances between network events (e.g. packets, TCP connections
etc.) is needed in order to give anomaly detection algorithm access to protocol
context.

The idea behind the proposed method for syntactically aware comparison of
network event is roughly the following. A protocol analyzer can transform a
byte stream of each event into a structured representation, e.g. a sequence of
token/attribute pairs. The tokens correspond to particular syntactic constructs
of a protocol. The attributes are byte sequences attached to the syntactic ele-
ments of a protocol. Measuring similarity between sequences is well understood,
for general object sequences [18], as well as byte streams of network events
[16; 17; 23]. To compare sequences of token/attribute pairs we perform compu-
tation of sequential similarity at two levels: for sequences of tokens (with partial
ordering) and byte sequence values of corresponding tokens. The resulting sim-
ilarity measure, which we call the attributed token kernel, can be transformed
into a Euclidean distance easily handled by most anomaly detection algorithms.

To illustrate effectiveness of the protocol syntax-aware anomaly detection,
we apply the proposed method for detection of web application attacks. Such
attacks, for example SQL injection, cross-site scripting (XSS) and other script
injection attacks, are particularly difficult for detection due to (a) their variabil-
ity, which makes development of signature a futile exercise, and (b) entanglement
of attack vector within the protocol framework, which makes simple byte-level
content analysis ineffective. Our experiments carried out on client-side HTTP
traffic demonstrate a strong performance improvement for these kinds of at-
tacks compared to byte-level analysis. The proposed method should be easily
adaptable for other application layer protocols for which a protocol dissector is
available.

2 Related Work

A large amount of previous work in the domain of network intrusion detection
systems has focused on features derived from network and transport layer pro-
tocols. An example of such features can be found in the data mining approach
of Lee and Stolfo [9], containing packet, connection and time window features
derived from IP and TCP headers. The same work has pioneered the use of
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“content” features that comprised selected application-level properties such as
number shell prompts, number of failed login prompts, etc. deemed to be rele-
vant for detection of specific attacks. Similar features comprising selected key-
words from application layer protocols have been used by Mahoney and Chan
for anomaly detection [12].

General content-based features using payload distribution of specific byte
groups have been first proposed by Kruegel et al. [7] in the context of service-
specific anomaly detection using separate normality models for different appli-
cation layer protocols. Full distributions of byte values have been considered
by Wang and Stolfo [23], extended to models of various languages that can be
defined over byte sequences, e.g. n-grams [16; 22].

Incorporation of application-level protocol information into the detection pro-
cess has been first realized in signature-based IDS. Robust and efficient protocol
parsers have been developed for the Bro IDS [15]; however, until recently they
were tightly coupled with Bro’s signature engine, which has prevented their
use in other systems. The development of a stand-alone protocol parser binpac
[14] has provided a possibility for combining protocol parsing with other de-
tection techniques. Especially attractive features of binpac are incremental and
bi-directional parsing as well as error recovery. These issues are treated in depth
in the recent. Similar properties at a more abstract level are exhibited by the
recent interpreted protocol analyzer GAPAL [1].

Combination of protocol parsing and anomaly detection still remains largely
unexplored. By considering separate models corresponding to specific URI at-
tributes in the HTTP protocol, Kruegel and Vigna [8] have developed a highly
effective system for the detection of web attacks. The system combines models
built for specific features, such as length and character distribution, defined for
attributes of applications associated with particular URI paths. Ingham et al.
[6] learn a generalized DFA representation of tokenized HTTP requests using
delimiters defined by the protocol. The DFA inference and the n-grams defined
over an alphabet of protocol tokens performed significantly better than other
content-based methods in a recent empirical evaluation [5]. Our approach dif-
fers from the work of Ingham and Inoue in that our method explicitly operates
on a two-tier representation – namely token/attribute pairs – obtained from a
full protocol analyzer (binpac/Bro) which provides a more fine-grained view on
HTTP traffic.

3 Methodology

A payload-based anomaly detection approach benefits from its ability to cope
with unknown attacks. The architecture of our system which is specifically built
for the requirements of anomaly detection at application layer is illustrated in
Fig. 1. The following four stages outline the essential building blocks of our
approach and will be explained in detail for the rest of this section.

1. Protocol Analysis. Inbound packets are captured from the network by
Bro which provides robust TCP re-assembly and forwards incoming packets
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Fig. 1. Architecture of payload-based anomaly detection

to the binpac protocol analyzer. The latter extracts application-layer events
at different levels of granularity, typical for common text protocols such
as HTTP, FTP, SMTP or SIP. Initially, extraction starts at the level of
request/response messages and can be further refined to specific protocol
elements. A key benefit of using protocol dissectors as part of data pre-
processing is the capability to incorporate expert knowledge into the feature
extraction process. Details on protocol analysis can be found in Section 3.1.

2. Feature Extraction. Each parsed event is mapped into a feature vector
which reflects essential characteristics. However, an event can be projected
into byte-level or syntax-level feature spaces. Our approach allows to combine
both. Details of the feature extraction process can be found in Section 3.2.

3. Similarity Computation. The similarity computation between strings is a
crucial task for payload-based anomaly detection. Once a message is brought
into a corresponding vectorial representation two events can be compared by
computing their pairwise distance in a high-dimensional geometric space. We
extend the common string similarity measures for token/attribute represen-
tations provided by a protocol parser, as explained in Section 3.4.

4. Anomaly Detection. In an initial training phase the anomaly detection
algorithm learns a global model of ”normality” which can be interpreted as
a center of mass of a subset of training data. At detection time an incoming
message is compared to a previously learned model and based on its distance
an anomaly score is computed. The anomaly detection process is described
in Section 3.3.

3.1 Protocol Analysis

Network protocols specify rules for syntax, semantics, and synchronization for
bidirectional data communication between network endpoints. The protocol syn-
tax is usually defined by an augmented Backus-Naur Form.

Our goal is to analyze network traffic based on the grammatical characteris-
tics of an underlying protocol in order to detect network attacks. We perform
the analysis at the granularity of protocol elements present in request/response
messages. The HTTP protocol definition is a classical representative of such re-
quest/response protocols. Additionally, HTTP is the most frequently used proto-
col for web applications and so we limit our focus to this particular specification.
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Usually, a request is transmitted in a single TCP packet, although certain fea-
tures of the TCP/IP (e.g. fragmentation) can make the process more complicated.
An application protocol analyzer, e.g. binpac [14], allows one to transform the
network event’s raw byte payload into a structured representation reflecting the
syntactic aspects of an underlying application protocol. For example in the syn-
tactic context of HTTP the sequence “Content-Length: 169” refers to a header
“Content-Length” with attribute “169”.

We present two examples of HTTP connections to illustrate the effect of ap-
plying binpac’s grammar and parser to an application-level specification. The
first example is a benign GET request containing common HTTP headers to-
gether with a CGI parameter.

GET /search.asp?keyword=master+thesis+learning HTTP/1.1\r\nHost: www.firs

t.fraunhofer.de\r\nUser-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows

NT 5.1; SV1)\r\nConnection: Keep-alive\r\nAccept-Encoding: gzip\r\n\r\n

The second example shows a SQL injection attack against a Microsoft SQL
Server exploiting the vulnerable CGI parameter keyword.

GET /search.asp?keyword=’+exec+master..xp_cmdshell(’tftp -i badhost.com g

et backdoor.exe c:/windows/system32/calc.exe’)+-- HTTP/1.1\r\nHost: www.f
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Fig. 3. Feature extraction for byte-level, syntax-level and attributed token-level
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irst.fraunhofer.de\r\nUser-Agent: Mozilla/5.0\r\nConnection: Keep-alive\r

\nAccept-Language: en-us,en\r\nAccept-Encoding: gzip\r\n\r\n

The token/attribute pairs generated by the protocol analyzer are shown in
Fig. 2. One can clearly see that the difference between these two requests is
given by the attributes attached to the token “keyword” of the parsed GET
request.

3.2 Feature Extraction

Anomaly detection usually requires data to be in a vectorial representation.
Therefore, the feature extraction process maps application layer messages, such
as HTTP requests, into a feature space in which similarity between messages can
be computed. Protocol dissection in the pre-processing stage allows to deploy
feature extraction on two different levels explained in the following.

Byte-Level Features. An intuitive way to represent a message at byte level
is to extract unique substrings by moving a sliding window of a particular
length n over a message. The resulting set of feature strings are called n-
grams. The first example in Fig. 3 shows the mapping of the benign HTTP
request introduced in Section 3.1 into a binary 2-gram feature space.

Syntax-Level Features. Each message is transformed into a set of tokens.
Although shown as a sequence of tokens in Fig. 2, these feature have only
partial sequential order as the order of many (but not all) tokens in an
HTTP request is not defined. An embedding of the benign HTTP request
into a token feature space is exemplarily presented in Fig. 3.

With the extraction of byte-level features from token attributes a semantic notion
is implicitly assigned to the corresponding protocol token. Note, that an explicit
representation of application layer messages can easily become computational
infeasible due to the combinatorial nature of byte sequences. Therefore, we use
efficient data structures such as suffix trees or hash tables (”feature objects” in
Fig. 1) that allow an implicit vectorial representation.

3.3 Anomaly Detection

Once, application layer messages are mapped into some feature space the prob-
lem of anomaly detection can be solved mathematically considering the ge-
ometric relationship between vectorial representations of messages. Although
anomaly detection methods have been successfully applied to different prob-
lems in intrusion detection, e.g. identification of anomalous program behavior
[e.g. 3; 4], anomalous packet headers [e.g. 11] or anomalous network payloads
[e.g. 8; 16; 17; 22; 23], all methods share the same concept – anomalies are
deviations from a model of normality – and differ in concrete notions of nor-
mality and deviation. For our purpose we use the one-class support vector ma-
chine (OC-SVM) proposed in [21] which fits a minimal enclosing hypersphere
to the data which is characterized by a center c and a radius R as illustrated
in Fig. 4.
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Fig. 4. Learning and anomaly detection using a one-class support vector machine

Mathematically, this can be formulated as a quadratic programming optimiza-
tion problem:

min
R∈R

ξ ∈R
n

R2 + C

n∑

i=1

ξi

subject to: ||φ(xi) − c||2 ≤ R2 + ξi,

ξi ≥ 0.

(1)

By minimizing R2 the volume of the hypersphere is minimized given the con-
straint that training objects are still contained in the sphere which can be ex-
pressed by the constraint in Eq.(1). A major benefit of this approach is the
control of generalization ability of the algorithm [13], which enables one to cope
with noise in the training data and thus dispense with laborious sanitization,
as recently proposed by Cretu et al. [2]. By introducing slack variables ξi and
penalizing the cost function we allow the constraint to be softened. The regular-
ization parameter C controls the trade-off between radius and errors (number
of training points that violate the constraint). The solution of the optimization
problem shown in Eq. (1) yields two important facts:

1. The center c =
∑

i αiφ(xi) of the sphere is a linear combination of data
points, while αi is a sparse vector that determines the contribution of the i-
th data point to the center. A small number of training points having αi > 0
are called support vectors (SV) which define the model of normality as
illustrated in Fig. 4.

2. The radius R which is explicitly given by the solution of the optimization
problem in Eq. (1) refers to the distance from the center c of the sphere to
the boundary (defined by the set of support vectors) and can be interpreted
as a threshold for a decision function.

Finally, having determined a model of normality the anomaly score sc(z) for a
test object z can be defined as the distance from the center:

sc(z) = ||φ(z) − c||2 = k(z, z)− 2
∑

i

αik(z, xi) +
∑

i,j

αiαjk(xi, xj), (2)
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where the similarity measure k(x, y) between two points x and y refers to a kernel
function which allows to compute similarity between two data points embedded
in some geometric feature space F . Given an arbitrary mapping φ : X �→ F of
a data point x ∈ X a common similarity measure can be defined from the dot
product in F :

k(x, y) = 〈φ(x), φ(y)〉 =
N∑

i=1

φi(x)φi(y), (3)

where φi(x) refers to the i-th dimension of a data point x mapped into F .

3.4 Similarity Measures

Having defined a set of characteristic features we can develop similarity measures
that, given two data points, returns a real number reflecting their similarity.

Spectrum Kernel. A natural way to define a kernel k(s, u) between two ap-
plication layer messages s and u is to consider n-grams that both messages have
in common. Given the set An of all possible strings of length n induced by an
alphabet A we can define a kernel function computing the dot product of both
messages embedded into a |A|n dimensional feature space.

k(s, u) = 〈φ(s), φ(u)〉 =
∑

w∈An

φw(s)φw(u), (4)

where φw(s)1 refers to a signum function that returns 1 if the w is contained in
s and 0 otherwise. The kernel function k(s, u) is referred to as spectrum kernel
[10]. Using n-grams to characterize messages is intuitive but may result in a
high-dimensional feature space. From an algorithmic point of view, it may seem
that running a summation over all possible substrings w ∈ An can become
computationally infeasible. Thus, special data structures such as tries, suffix
trees or suffix arrays enable one to compute k(s, u) in O(|s| + |u|) time [20].
Interestingly, the Euclidean distance deucl(s, u) which is of particular interest for
anomaly detection can be easily derived from the above kernel formulation:

deucl(s, u) =
√

k(s, s) + k(u, u)− 2k(s, u). (5)

Attributed Token Kernel. In this section we address the problem of how to
combine string similarity as defined in Section 3.4 and structural similarity of
two application layer messages. Consider an alphabet A = t1, t2, . . . , tz of tokens.
Let s = s1, s2, ..., sn and u = u1, u2, ..., um, si, uj ∈ A, be the token sets of two
application layer messages returned by a protocol analyzer. Let vu

t denote an
attribute attached to the token t found in a token set u. We can define a kernel
function for attributes in the same way we have done it in Eq.(4):

kt(s, u) =

{
k(vs

t , v
u
t ), if t is found in both s and u

0, otherwise.
(6)

1 Alternatively, the embedding function φw(s) may return the count or the term fre-
quency of w in s.
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Fig. 5. Normalization of the similarity measure between attributed token sequences

Finally, we combine definitions (4) and (6) in the following way:

k(s, u) =
∑

t∈s∩u

γ(t)
G

kt(s, u), (7)

where s∩ u is an intersection of tokens in s and u, γ(t) is a weight assigned to a
particular token, and G is an overall normalization constant. The computation
of the kernel function in Eq. (7) runs through all matching tokens and computes
the similarity measure defined in Eq. (4) over associated attributes at byte level.

The weighting constant is defined as:

γ(t) = log(|vs
t |) × log(|vu

t |),
and the normalization constant is defined as:

G =
∑

t∈s∪u

γ(t).

These constants are motivated by the need to normalize contributions from in-
dividual value sequences according to their lengths. The overall normalization
constant also includes contributions from mismatching tokens. This allows the
latter to indirectly influence the similarity measure by rescaling contributions
from matching tokens; direct influence is not possible since it does not make any
sense to compare value strings for mismatching tokens. For the rest of this paper
we refer to the kernel function defined in Eq. (7) as attributed token kernel.

4 Experiments

We evaluate the impact of incorporation of protocol context into anomaly detec-
tion on two data sets containing HTTP traffic. Both data sets comprise exploits
taken from the Metasploit framework2 as well as from common security mailing
lists and archives such as xssed.com, sla.ckers.org or Bugtraq.
2 http://www.metasploit.com/
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The first dataset (FIRST07) contains a sample of 16000 normal HTTP con-
nections drawn from two months incoming traffic recorded at our institute’s web
server. We mixed normal data with 42 attack instances of 14 different types,
mostly overflow-based attacks (8 stack overflows, 4 heap overflows, 1 format
string exploit, 1 web application attack). Except for using unsanitized data, this
a typical experimental protocol used in previous work, e.g. [5; 8; 23].

The second data set (NYT08) has been motivated by the observation that a
traffic profile of a mostly static web site may be quite different from a profile of
a site running web applications. In particular, a much more involved structure of
URI and certain header fields can be expected in normal traffic, which may cause
significantly higher false positive rates than the ones reported in evaluations on
static normal traffic. Since we do not have access to a “pure” web application
traffic, as e.g. the Google data used by Kruegel and Vigna [8], we have attempted
to simulate such traffic using specially developed crawlers. Our request engine
analyzes the structure and content of existing static traffic (in our case, the
FIRST07 data) and generates valid HTTP requests using frequently observed
protocol header elements while randomly visiting a target domain. We generated
15000 client-side connections accessing the nytimes.com news site and mixed the
traffic with 17 instances of web application attacks (1 buffer overflow, 1 arbi-
trary command execution vulnerability, 3 Perl injection, 2 PHP include, 4 SQL
injections and 6 XSS attacks). XSS attacks and SQL injections were launched
against two prototypical CGI programs that were adapted to the structure of a
”login”-site (8 CGI parameters) and a ”search”-site (18 CGI parameters) found
in the nytimes.com domain. In order to obtain a normal behavior for these sites
we generated 1000 requests containing varying user names and passwords as well
as search phrases and realistic parameter values for both prototypical “mirrors”
of NYT sites. In contrast to previous work in which the structure of HTTP
requests in exploits was used “as is”, we have also normalized the attacks by
using the same typical headers injected by crawlers, in order to avoid attacks
being flagged as anomalous purely because of programmatic but non-essential
difference in their request structure.

In our experiments, a model was trained using 500 requests taken from a
normal pool of data and subsequently applied to 500 unknown requests taken
from a distinct test set mixed with attacks. The detection accuracy was measured
in terms of area under receiver operating characteristic curve (ROC0.1) for false
positive rates ≤ 10%. For statistical reasons experiments were repeated and the
detection accuracy was averaged over 50 repetitions.

4.1 Detection Accuracy: Byte-Level Versus Attributed Token-Level

In the experiment on FIRST07 we investigate the detection of overflow-based
attacks in HTTP requests. As shown in Fig. 6(a), the spectrum kernel sk on
binary 3-grams attains a detection rate of 82% at 0% false positives anomaly,
which is comparable to Snort. The only attack that repeatedly suffered a high
false positive rate (1.5%-2%) is a file inclusion (“php include”) which is the only
non-buffer-overflow attack in this data set. Similar results have been obtained
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Fig. 6. Detection accuracy on intrusion detection datasets FIRST07 and NYT08

for the attributed token kernel except for some initial false positives due to proxy
requests containing anonymized header attributes.

In the experiment on NYT08 we investigate the detection of attacks that
are bound to specific parameters of a CGI program. The results presented in
Fig. 6(b) reveal that the detection of web application attacks using byte-level
similarity over n-grams is much more difficult than for overflow-based attacks
(Fig. 6(a)). The OC-SVM achieves its best detection rate of approximately 64%
at zero percent false positives using a spectrum kernel (sk) over 3-grams and
a binary feature embedding. Moreover, it can be observed that the accuracy
of byte-level detection rises by increasing the size of n-grams. As illustrated in
Fig. 6(b) significant improvements can be obtained by incorporating structure of
application layer messages into payload-based anomaly detection as illustrated
in Fig. 2. It turns out that anomaly detection using the attributed token kernel
(atk) achieves a 97% detection rate without suffering any false positive.

In order to assess the computational effort of our method we measured the
runtime for involved processing steps. Parsing and feature extraction require on
average 1.2ms per request; average kernel computation and anomaly detection
take 3.5ms per request. The overall processing time of 4.7ms per request yields
a throughput of approximately 212 HTTP requests per second.

4.2 Visualization of Discriminative Features

In order to illustrate the increase of discriminative power gained through incor-
poration of application layer context into anomaly detection Fig. 4.2 displays
1-gram frequency differences between 1000 normal HTTP requests and two dif-
ferent attacks, a buffer overflow and a SQL injection. A frequency difference
of 1 arises from bytes that only appear in normal data points whereas bytes
that can be exclusively observed in the attack instance result in a frequency
difference of -1. Bytes with a frequency difference close to zero do not provide
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Fig. 7. Byte-frequency differences at request-level and token-level

discriminative information. The upper two charts display frequency differences
for a buffer overflow attack (”edirectory host shikata ga nai”) and a SQL injec-
tion (”sql union injection”) that results from conventional byte-level analysis.
The buffer overflow can be easily detected due to the presence of a large amount
of non-printable characters (a large number of points at -1 for lower byte values
and values above 128). On the other hand, the SQL injection contains mostly
ASCII characters, which is reflected by close to zero frequency differences for
most of the printable characters. As a consequence, the detection of this attack
is relatively difficult. The lower two charts show the frequency differences for the
same attacks within their appropriate application layer context. The frequency
differences of the buffer overflow attack become even more obvious by examin-
ing the local byte distribution within the exploited request parameter “Host”.
Similar clarification takes place for the SQL injection attack for which many pre-
viously normal bytes become clearly anomalous considering the CGI parameter
“USERID”. This results in a major improvement of detection accuracy.

4.3 Comparison with Other Methods

To give a comparison to different intrusion detection techniques we examined
a model-based anomaly detection method (model-based AD) proposed by
Kruegel and Vigna [8] and the well-known signature IDS Snort3. The model-
based detection method applies a number of different models to individual
3 VRT Certified Rules (registered user release) downloaded 07/15/2008.
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Table 1. Comparison of fp-rates between model-based AD, Snort and OC-SVM

HTTP attacks model-based AD Snort OC-SVM
(NYT08 dataset) ALM ICD Combined sk atk

edirectory host alpha mixed .0728 .0208 .0362 + .0 .0
sql 1=1 .0112 .0379 .0214 − .1798 .0002
sql backdoor .0 .0006 .0 + .0004 .0
sql fileloader .0025 .0006 .0010 − .0065 .0
sql union injection .0 .0020 .0 − .0047 .0
xss alert .0 .0 .0 + .0388 .0
xss dom injection .0 .0 .0 + .0001 .0
xss img injection .0 .0 .0 − .0004 .0

parameters of HTTP queries. By learning various parameter models this method
creates a ”user profile” for each server-side program that is compared against
incoming requests for a particular resource. To allow a fair comparison to our
method we build models of not only CGI parameters in the URI, but also of
header parameters and CGI parameters present in the request’s body.

In our experiments the model-based AD comprises two models:

Attribute length model (ALM) estimates the attribute length distribution
of CGI parameters and detects data points that significantly deviate from
normal models.

Attribute character distribution model learns the idealized character dis-
tribution (ICD) of a given attribute. Using ICD instances are detected whose
sorted frequencies differ from the previously learned frequency profile.

A comparison of false positive rates per attack class (percentage of false positives
in test set given a detection of all instances from that attack class) is provided
in Table 1. Anomaly detection using the attributed token kernel exhibits almost
perfect accuracy of the 8 selected attacks, whereas both models of Kruegel and
Vigna as well as their combination suffer from significant false positive rates for
the first two attacks. Interestingly, Snort reported alarms for most of the cross
site scripting and buffer overflow instances but failed to detect the majority of
SQL injections which shows that specific exploits may require customization of
signatures in order to provide a consistent protection.

5 Conclusions

In this paper, we have developed a general method for the incorporation of
application layer protocol syntax into anomaly detection. The key instrument
of our method is computation of similarity between token/attribute sequences
that can be obtained from a protocol analyzer. A combined similarity measure
is developed for such sequences which takes into account the syntactic context
contained in tokens as well as the byte-level payload semantics.

The proposed method has proved to be especially useful for the detection
of web application attacks. We have carried out experiments on realistic traffic
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using the HTTP protocol analyzer developed in binpac. Although the additional
effort of protocol analysis does not pay off for simple buffer overflow exploits, the
detection rate for web application attacks has been boosted from 70% to 100% in
the false positive rate interval of less than 0.14%. Surprisingly, our method has
even outperformed a very effective model-based method of Kruegel and Vigna
[8] that was specially designed for the detection of web application attacks.

Due to its generality, the proposed method can be used with any other applica-
tion layer protocol for which a protocol analyzer is available. It can be deployed
in a variety of distributed systems applications, especially the ones for which
very few examples of potential exploits are currently known (e.g. IP multimedia
infrastructure and SCADA systems).
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[13] Müller, K.-R., Mika, S., Rätsch, G., Tsuda, K., Schölkopf, B.: An introduction to
kernel-based learning algorithms. IEEE Neural Networks 12(2), 181–201 (2001)

[14] Pang, R., Paxson, V., Sommer, R., Peterson, L.: binpac: a yacc for writing appli-
cation protocol parsers. In: Proc. of ACM Internet Measurement Conference, pp.
289–300 (2006)

[15] Paxson, V.: Bro: a system for detecting network intruders in real-time. In: Proc.
of USENIX Security Symposium, pp. 31–51 (1998)

[16] Rieck, K., Laskov, P.: Detecting unknown network attacks using language models.
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Abstract. The increase in bandwidth over processing power has made
stateful intrusion detection for high-speed networks more difficult, and,
in certain cases, impossible. The problem of real-time stateful intrusion
detection in high-speed networks cannot easily be solved by optimizing
the packet matching algorithm utilized by a centralized process or by
using custom-developed hardware. Instead, there is a need for a parallel
approach that is able to decompose the problem into subproblems of
manageable size. We present a novel parallel matching algorithm for
the signature-based detection of network attacks. The algorithm is able
to perform stateful signature matching and has been implemented only
using off-the-shelf components. Our initial experiments confirm that, by
making the rule matching process parallel, it is possible to achieve a
scalable implementation of a stateful, network-based intrusion detection
system.

1 Introduction

Intrusion detection is the process of analyzing a stream of events to identify
the evidence of attacks. Intrusion detection can be applied to different domains
and can be based on different techniques, which are usually characterized by
the model used as the basis for detection. Systems used to specify what the
“normal behavior” of an application is are usually called anomaly-based, because
an attack will be detected as an event that does not fit the system’s idea of what
is “normal.” On the other hand, systems used to specify what the manifestation
of an attack is are known as misuse-based, and the models are often referred to
as signatures.

Both anomaly-based and misuse-based systems have advantages and disad-
vantages. Anomaly-based systems are able to detect previously unknown at-
tacks, but they traditionally produce more false positives (erroneous detections).
Misuse-based systems, on the other hand, are usually more precise, but cannot
detect attacks for which they do not have a description, and, therefore, they
need continuous updating.

Because of their low false positive rate and their higher performance, misuse-
based detection approaches are the basis for the majority of the existing
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network-based intrusion detection systems. Unfortunately, as the speed of the net-
work links increases, keeping up with the pace of events becomes a real challenge.

This problem has been addressed by current intrusion detection systems by
minimizing the amount of state that is associated with the matching process.
In particular, many systems operate on single packets (e.g., [12]) and do not
provide support for complex, stateful signatures, where the evidence necessary
to detect an attack is spread across multiple packets at different points in time.

A number of approaches have been proposed to address the problem of match-
ing stateful signatures in high-speed networks. Kruegel et al. proposed a parallel
architecture to partition the traffic into slices of manageable size, which are then
examined by a set of intrusion detection sensors [10]. This slicing technique takes
into account the signatures used by the intrusion detection sensors, so that all
the evidence needed to detect an attack is guaranteed to appear in the slice as-
sociated with the sensor responsible for the detection of that particular attack.
Therefore, no communication among the intrusion detection sensors is necessary.

Unfortunately, even though the system was able to improve the overall per-
formance of the detection process, it was not able to effectively partition the
traffic in the case of complex stateful signatures. This is because, in general, the
correct partitioning of the traffic is known only at runtime, and, therefore, any
approach that uses a static partitioning algorithm needs to over-approximate
the event space associated with a signature, possibly resulting in a degenerate
partitioning.

We propose a novel technique to perform parallel matching of intrusion detec-
tion signatures. Our technique is similar to the one proposed in [10], since it uses
a partitioning mechanism to reduce the traffic on a high-speed link to slices of
manageable size, and, in addition, it uses a number of parallel sensors. However,
in our approach, the sensors are able to communicate through a high-speed,
low-latency, dedicated control plane. By doing this, they can provide feedback
to each other in order to synchronize their scanning processes. Therefore, they
can detect attacks that would be missed if the traffic partitions were analyzed
separately as it happens in [10]. In addition, our system does not rely on any
predetermined partitioning of the traffic and can optimally distribute the load
over the available sensors.

In this paper, we make the following contributions:

– We introduce a novel architecture for the parallel matching of stateful
network-based signatures.

– We present a novel algorithm that allows for the detection of complex, state-
ful attacks in a parallel fashion.

– We provide a precise characterization of the bottlenecks that are inherent to
the parallel matching of stateful signatures in the most general case.

– We describe a prototype implementation of our system and we show that the
proposed architecture allows for the parallel matching of network signatures.

The rest of this paper is structured as follows. In § 2, we present our rule matching
model. Then, in § 3, we present the architecture of our parallel intrusion detection
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system. In § 4, we describe an algorithm for parallel rule matching that we
implemented on the described architecture and in § 5 we show experimental
results. Then, § 6 discusses related work in the field of high-speed intrusion
detection and, finally, § 7 concludes.

2 Model

In general, an intrusion detection system scans a stream of events and detects
attacks using signatures. Rules are matched against the stream of events by a
rule matching system to identify signatures of attacks.

Usually, a rule r is described as composed of a predicate P , possibly a state
S (in this case, the rule is said to be “stateful”), and an action A [5,17]. The
predicate P describes the constraints on the values of the event and attributes
of S. If the predicate evaluates to true for an event, then the action is triggered.
The action A consists in modifying the rule state or raising an alert (that is,
generating a new event for further processing). The rule maintains the state S
in order to keep track of the steps of an attack. For example, a counter might be
the state used by a rule to keep track of the number of TCP connection attempts
to a host. This is information can be used to detect port scans. A number of
architectures that implement a rule matching system as described above are
publicly available [5,14,15]. These architectures are, in general, centralized, i.e.,
a single processing node deals with all the events.

A parallel architecture for intrusion detection should help lower the processing
power demand and the memory footprint of packet analysis by distributing the
network traffic to be analyzed among different sensors. We define a parallel model
for intrusion detection by expanding the aforementioned event model, with some
assumptions:

1. The network traffic is split and sent to one or more sensors.
2. Each sensor tries to match one or more signatures against the traffic it

receives.
3. The system does not rely on any predefined mapping between packets and

sensors, i.e., each packet could be sent to any sensor. This is a more general
approach than the one described by Kruegel et al. in [10], where the traffic
slicer enforced a mapping between packet features and sensors based on the
analysis of the signatures’ event spaces. Here, we take into consideration
the most general case, that is, for any pair of packets, we have no a priori
knowledge that they both belong to the same event space.

It is easy to see that, given these assumptions, stateful rules are difficult to
implement in a parallel rule matcher. The reason is that, without any pre-existent
mapping between packet features and sensors, there is no guarantee that two
packets that are required to match a signature are processed by the same sensor.

A trivial solution to overcome this problem would be to replicate the traffic
so that each packet is sent to every sensor. Unfortunately, this solution would
render the parallel approach totally ineffective. A better approach is to minimize
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the amount of traffic to be scanned by processing each packet only once, which,
in turn, entails that every sensor has to maintain the same rules with the same
state loaded. Therefore, our parallel machine, by design, requires no replication
of the incoming traffic, but a complete replication in the matcher state, which
has to be the same for all the sensors at any time. To refine this observation, we
express the predicate evaluation of a stateful rule in the following form:

Definition 1. Predicate evaluation of a stateful rule:

SR,t+1 = F (It, SR,t),

where It is the input at time t, R is a rule, and SR,t is the state of the rule at
time t.

If one sees the rule matching process as a finite state machine (FSM), F
is nothing more than its transition function. The computationally expensive
parts of the whole process are hidden in the formalism above and consist, most
notably, of: (a) the evaluation of the input It, i.e., the packet scanning, which
will possibly trigger a state transition, and (b) the corresponding state update
that a transition might imply.

Evaluating the predicate is part of the packet scanning process, and it can be
performed in parallel with no additional effort1, since each sensor evaluates the
same predicate on different packets. On the other hand, the state update is an
operation that we aim to avoid in our system, because it needs to be repeated
on all the sensors, in order to have the state of the parallel machine to evolve
simultaneously.

These considerations are not very encouraging when building a parallel sys-
tem. Amdahl’s law [1] here fits perfectly: the time needed by the state update
has to be spent by all the sensors for each packet that modifies the state, even
though the packet matching occurs on only one sensor, and, therefore, cannot be
parallelized. Simply put, during the state update triggered by a packet matching
a rule, all the sensors do the same operation, behaving as if they were a single ma-
chine and without exploiting any parallelization. Therefore, it is already clear
that the bottleneck of an architecture that has to address a general, parallel
stateful signature matching system lies in updating the state of the rule(s) when
a match occurs.

Note that the above considerations hold only for the scanned packets that
match a rule and, thus, update the rule’s state. However, not all the packets will
match (hopefully, very few will). Therefore, we can significantly benefit from
parallelizing the packet scanning process.

Intuitively, we need to make the update of the state of a rule as fast as possible.
In order to do that, we can partition the rule’s state. More precisely, we split
the rule’s state in two parts: a scanning state, or predicate state, and a working
state. The working state does not modify the scanning state and thus does not
affect the matching capability of a sensor. Only the predicate state needed for
the evaluation has to be updated in the aforementioned non-scalable fashion.
1 These kind of problems are also known as “embarrassingly parallel.”
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The actual working state can, on the other hand, live on a separate centralized
machine, which we call “control node,” and it can be updated asynchronously
(in § 3, we will describe the system architecture in more detail). Ideally, we
would like the scanning state to be as small as possible. More formally, we can
functionally decompose a rule as below:

Definition 2. State transition and output of a stateful sensor:

SP,t+1 = FSP (It, SP,t); OP,t+1 = FOP (It, SP,t)

Definition 3. State transition and output of a control node:

SW,t+1 = FSW (OP,t, SW,t); OW,t+1 = FOW (SW,t)

In the definition above, SP is the scanning (or predicate) state and SW is the
working state, while OP and OW are, respectively, the output of the sensors
(going to the control node) and the output of the control node, which could be
an alert. FS· are the state transition functions, which map states and inputs to
new states, and FO· are the output functions, which map states, or states and
input, to output.

Def. 2 describes the behavior of a generic sensor in terms of a Mealy Machine,
while Def. 3 describes the control node in terms of a Moore Machine. The fun-
damental point is that the control node can process the output from the sensors
in an environment that is completely decoupled from the sensors.

Following the considerations above, we want to split the state management so
that the state update process on the sensors is minimized and does not require
any feedback from the control node to the sensors. For example, a rule that de-
tects a port scan attack can be implemented as a TCP stream-based predicate
on the sensors. The stream-based predicate and the predicate state take care of
filtering out packets that are part of a flow (thus, maintaining some predicate
state that mimics the TCP state machine for each stream and filters out pack-
ets when they are found to belong to a legitimate connection). The detection
part (working state) on the control node takes care of keeping in memory and
updating all the data structures needed for the detection of the scan, such as
the list of targets and scanners, counters and timers, or, to detect coordinated
port scans, a whole implicit graph representation of inter-host connectivity as
described in [9], on which to run periodically complex set-covering algorithms.

3 Architecture

The proposed system uses a parallel architecture as shown in Figure 1. In our
setup, packets are obtained from a tap (T) into the high-speed network link(s)
that copies the packets and sends them to a packet numbering unit (PNU). The
PNU, in turn, tags the packets with a logical timestamp (e.g., generated using a
counter starting from zero) and forwards them to the splitter. The splitter sends
the traffic in a round-robin fashion to N sensor nodes in charge of performing
the detection.



208 L. Foschini et al.

 1

Fig. 1. The architecture of the parallel rule matcher

The sensor nodes are managed by a control node that maintains the working
state associated with the attack instances, as described in the previous section.
The sensor nodes forward to the control node any packet2 that is tagged as
suspicious, i.e., that it is possibly part of a stateful attack.

The control node updates its state (the working state) according to the mes-
sages received from the sensors. In addition, the sensors are able to talk to each
other through a low-latency broadcast channel. As a result, when one of the
sensors matches a rule, the others can update their predicate state (once again,
the same for all sensors) consistently.

In order for the parallel matcher to emulate a serial one, each sensor is provided
with a buffer that we call sensor match buffer (SMB), which is utilized to store
already-scanned packets. This buffer is required in case an earlier packet was
matched by another node, which triggered a sensor state change. In § 4, an
algorithm will be described that leverages the SMB on each sensor in order to
make the parallel rule matcher behave like a serial one.

In this architecture, the traffic is split in a round-robin fashion, and, there-
fore, each node receives 1/Nth of the total traffic, without incurring any poten-
tial load-balancing problems that instead would be caused by alternative traffic
partitioning techniques employed in other frameworks, such as [2,10]. Moreover,
since there are no constraints on the mapping between sensors and traffic, if
a sensor is slower than the others and is overloaded, the excess traffic can be
seamlessly diverted to other sensors in order to keep the load constant, without
using any complicated load-balancing algorithm.

4 Algorithm and Protocol

We present a general algorithm, called “simple-sequencer,” that we use to per-
form the parallel update of the state transition function of the predicate state
as described in Def. 2. The algorithm is implemented on the sensor nodes and

2 More precisely, only the relevant attributes of the packet such as, for example, source
or destination IP, are forwarded to the other sensors and the control node.
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is used to keep synchronized their predicate state. The simple-sequencer paral-
lel algorithm behaves like a serial algorithm performing the same task, as far
as correctness is concerned, if the predicate state transition function of Def. 2
belongs to a class of strict-sequence state machine that we define below. The
control node implements a serial rule-matching algorithm corresponding to the
working state update function in Def. 3 and needs only to perform reordering of
out-of-order packets sent by the sensors.

Definition 4. Strict-sequence state machine:
A strict-sequence state machine recognizes events that happen in a sequential
fashion, i.e., any event in the sequence can be followed by one and only one
different event in the event stream.

According to Kumar et al. [11], the majority of known intrusion patterns can
be formulated as a set of events that happen in strict sequence. Nevertheless,
the ability of the algorithm to match events in strict sequence can also be lever-
aged to recognize patterns not directly implying an attack. For instance, the
simple-sequencer algorithm allows to identify the beginning of a TCP connec-
tion, described by the sequence (SYN, SYN-ACK, ACK) in this particular order.
Even though the starting of a TCP connection is not a manifestation of an attack
itself, it could help, for instance, filter out packets belonging to a legitimate TCP
connection in a signature, which would reduce the rate of the traffic processed
by the parallel matcher.

Note that the strict-sequence constraint above applies only to the portion of
rule implemented on the sensors. The control node can evaluate more complex
functions (order-variant, with partial order constraints, etc.) on the output of
the sensor nodes, since it does not operate in parallel and leverages a centralized
state.

4.1 Simple-Sequencer Matching Algorithm

Overview of the Algorithm. From now on, we refer to packets as being
“earlier” or “later,” using the packet ID as the ordering parameter; with smaller
corresponding to earlier and larger corresponding to later. In addition, when we
say “packet x” we mean “packet with packet ID x”. We also say that a packet
“matches” the rule when it causes a state update on the associated FSM defined
in Def. 2.

The intuition behind the inner works of the simple-sequencer algorithm is the
following: if a packet causes a state change on a sensor, then any other packet
following it in the input has to be scanned against the new state. This means
that no packets can be discarded from the sensors’ SMBs as long as they are
needed.

The crux of the algorithm lies in the logic used to prune the sensors’ SMBs,
which, otherwise, would grow unbounded. The algorithm guarantees that no
packet that could be needed at some sensor is ever discarded. This condition
is enforced in two ways: (i) no packet later than the earliest packet currently
scanned (i.e., the packet scanned by the slowest sensor) is discarded; (ii) if a
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packet caused a match and a state update on all the sensors, it is retained until
all the matches triggered by that state update are completed.

The need for (ii) is clarified by an example. Suppose that the slowest sensor is
scanning packet x and that packet x causes a match. At this point, we say that
packet x has a pending match. The match is communicated to the other sensors,
which will update their state accordingly. The sensors will rescan any packet
later than x. If, during this operation the packet x + 1 causes a new match on
any sensor, then all the packets later than x+1 must be retained on the sensors.
But in the meantime, the slowest sensor could have moved far beyond packet
x+ 2, thus discarding all the earlier packets (and, x +2 itself) by (i). Therefore,
packet x+2 needs to be retained in the slowest sensor’s SMB by additional logic,
as described by (ii).

A match remains pending until it has been acknowledged by all the sensors.
A sensor acknowledges a match when all the matches triggered by this match
have been acknowledged, or, no new matches have been triggered. Packet x + 2
will become available to be discarded only when no packets earlier than it have
pending matches.

We assume that all messages between a pair of sensors are transported using
a first-in-first-out messaging system. Each sensor i keeps the following variables:

– lastInspectedi: The packet ID of the last packet inspected by sensor i.
– pendingMatchesi: A priority queue arranged in ascending order of the value

of packet ID ki. This queue contains the matches that are pending, i.e., not
yet acknowledged by the other sensors.

– earliestNeededi: The head of the pendingMatchesi, i.e., the packet ID of
the earliest packet that needs to be retained at sensor i.

– SMBi: The buffer in which packets are stored, ordered by packet ID. Pack-
ets stored in this buffer include those yet to be scanned, as well as those
already scanned but not yet discarded, i.e., all the packets later than
earliestNeededi.

In addition to the previous per-sensor variables, we define discardP tr to be the
minimum of earliestNeededj over all the sensors j.

Now, we are ready to specify the algorithm, and we do so for one sensor i.
We rely on the following primitives:

BroadcastMatch(< Match(Pk, rl, i) >): If the packet matches a rule rl

then broadcast < Match(Pk, rl, i) > to all nodes. Add < k, triggerMsg,
timestamp > to the pendingMatchesi priority queue. The parameter
triggerMsg may be null if no other match triggered this match. Pk is the
packet that matched3.

ProcessMatch(< Match(Pk, rl, j) >): A rule match < Match(Pk, rl, j) > is
received by sensor i. Update rule rl according to the action specified by the
rule and the data present in packet Pk, then scan the packets up to and

3 Of course, in a real-world deployment, only the relevant information needed by other
sensors will be broadcast.
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// Task 1: new packets are enqueued in the sensor’s SMB
foreach new packet Pk available from network do

Insert Pk at the end of buffer SMBi;
end
// Task 2: packet inspection and communication with other

sensors
foreach packet Pk not yet scanned in SMBi do

if a Match message is available wrt packet Ph and rule rl for sensor j
then

ProcessMatch(< Match(Ph, rl, j) >);
else

if a MatchAck message is available wrt packet Ph and rule rl for
sensor j then

ProcessMatchAck(< Match(Ph, rl, j) >);
end

end
Scan Pk against each rule;
Set lastInspectedi to k;
if a match with rule rl occurred then

BroadcastMatch(< Match(Pk, rl, i) >)
end

end
// Task 3: synchronize sensors’ buffers
Every T packets scanned, run the bully algorithm to compute discardP tr;

Fig. 2. The simple-sequencer rule matching algorithm

including lastInspectedi in buffer SMBi that are after packet k for a match
against the updated rule. For each match that occurs at packet h, for rule
m, call BroadcastMatch(< Match(Ph, rm, i) >).

ProcessMatchAck(< MatchAck(Pk, rl, j) >): Mark in pendingMatchesi

that sensor j has acknowledged < k, triggerMsg =< Match(Ph, rm) >,
timestamp >. If all the nodes have acknowledged this match, remove <
k, triggerMsg =< Match(Ph, rm, j) >, timestamp > from the priority
queue pendingMatchesi and send a match acknowledgment < MatchAck
(Ph, rm, i) > to node j.

The algorithm, shown in Figure 2 for the i-th sensor, is composed of three tasks,
which can be performed concurrently.

The bully algorithm [8] is utilized to compute the discardP tr. All the sensors
can discard the packets from their SMBs periodically (an appropriate timer can
be utilized to trigger discards). More precisely, the sensors can discard packets
earlier of the last discardP tr seen. This deferred deletion ensures that the tran-
sitories associated with the contention have vanished, so that there is not any
packet earlier than discardP tr, which is needed.
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Properties of the Simple-Sequencer Algorithm. The simple-sequencer al-
gorithm has an interesting property, i.e., it behaves as a serial algorithm in
matching strict-sequence FSMs as described in Def.4. This property is impor-
tant because it guarantees the matching of strict-sequence FSMs avoiding any
race condition among the sensors’ state.

Due to space constraints, a more thorough description of the simple sequencer
algorithm with exemplifications can be found in [7]. Also, for the same reasons,
an analysis of the scaling properties of the architecture when running the simple-
sequencer algorithm is omitted and reported in [6], Section 4.4.

4.2 Control Node

The simple-sequencer algorithm works on the sensors by implementing the pred-
icate state transition function of Def. 2. This function is constrained to belong
to the class of strict-sequence FSM as defined in Def. 4. Nevertheless, the Moore
machine of Def. 3 implemented on the control node and used to update the
working state does not have any limitation. Therefore, any kind of rule, as de-
composed in Def. 2 and Def. 3, can be implemented on the parallel architecture
made of sensors and control node, as long as the rule is decomposed in such a
way that guarantees that its predicate part is an FSM that abides to Def. 4.

Going back to the port scan detection example of § 2, now we can see how
this signature can be detected by our parallel architecture. The sensor nodes
are responsible of tracking established TCP connections and filter out packets
belonging to a legitimate connection. Tracking the beginning of a TCP con-
nection means identifying the three-way handshake between the involved hosts.
The (SYN, SYN-ACK, ACK) pattern can be matched by a strict-sequence rule
implemented on the sensors. Once the sensors identify a connection they start
discarding packets belonging to it. Other packets are instead forwarded to the
control node, which performs a thorough port scan detection on them. In this
way, the joint action of sensors and control node can detect a signature that
cannot be described by a strict-sequence FSM itself. We will review this setup
more in depth in § 5.

We stress that the control node, being a serial component, simply processes
packets sent to it by the sensors. However, sensors can still send to the control
node packets out of order. The reordering is caused by the different relative instan-
taneous speeds at which sensors operate. To prevent the control node to analyze
packets sent by the sensors in the wrong order, we use a simple reordering buffer.

The buffer must be large enough to accommodate as many packets as can
fit the gap between the fastest and the slowest sensor. In the same fashion, the
delay before processing packets must be large enough to allow late packets to
come in and be put in the right order.

Different from the SMBs, where the correct size of the buffers were enforced
as a byproduct of the simple-sequencer algorithm, the size of the control node
front buffer cannot be easily predicted. We will therefore set the size of the buffer
and the delay before processing to conservative values, which will be validated
in § 5.
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5 Experimental Validation

To test our model, following the model and algorithm presented in § 2 and § 4,
we implemented a parallel architecture to detect port scans.

Our implementation of the sensors and the control node relies on Snort ver-
sion 2.6 [15]. The Snort running on the sensors has two preprocessors loaded,
namely stream4 reassemble and sfportscan, which have been modified to up-
date their state synchronously, as described in the algorithm reported in Fig. 2.
More precisely, the stream4 reassemble preprocessors have been enabled to
communicate with each other to synchronize the state of the observed TCP
connections.

The control node runs Snort 2.6 with the sfportscan preprocessor loaded
and has a packet reordering buffer. The packet reordering buffer is used to
reorder possibly out-of-order packets from the sensors. The sensors use the
stream4 reassemble to check if a packet belongs to an established TCP connec-
tion. When this is not the case, the packet is forwarded to the control node that
uses the sfportscan preprocessor to match it against the port scan signature.

We expect our parallel architecture to be able to detect port scans as a single-
instance vanilla Snort with sfportscan preprocessor loaded would do. In ad-
dition, we expect the parallel machine to be able to keep up with a higher
throughput than what a single instance detector can cope with.

At first, we have performed a functionality test in an emulated environment
based on tap interfaces and the Virtual Distributed Ethernet [3,4]. A complete
description of the emulated environment cannot be reported here due to lack of
space and can be found in [6], § 6.1.

We have also set up a real-world network testbed to evaluate our algorithm,
protocol, and architecture. From the network point of view, the system was
built following the architecture described in § 3. More precisely, the system is
composed of two networks:

The distribution network, through which packets are sent from the splitter
to the sensors. This has been implemented as an Ethernet network with no
IP-level processing. The splitter has a high throughput network interface
connected to a switch, configured with static routes from the interface to
which the splitter is connected towards the outgoing interfaces to the sensors.

The control network, through which the sensors exchange control packets
among each other and with the control node. The sensors and the con-
trol node are connected through a hub, since there are no high throughput
requirements for control traffic, and only low latency is required.

We analyzed the behavior of the sensors by following the journey of a packet
captured from the live interface by a sensor.

1. When a new packet is captured on the live interface, it is passed to the Snort
decoding engine.

2. Before sending a packet to the preprocessors, each sensor listens (in non-
blocking mode) for incoming packets on the control interface and processes
them, if any.
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3. Packets received from the live interface are sent to the stream4 reassemble
preprocessor. If the packet changes the state of the reassembly machine (i.e.,
initiates, tears down, or modifies the state of some connections), which in this
case represents the scanning state described in our theoretical framework,
then it is broadcast to the other sensors as a Match beacon.

4. Packets received from the control interface (coming from other sensors) are
stored into the SMB and will be used to re-create the same state changes on
the stream4 reassemble preprocessor.

5. Packets coming from the live interface and sent through the stream reassem-
bly preprocessor are then handed out to the port scan preprocessor. At the
beginning of the process, some tests are performed on the packet in order to
exclude benign packets. One of these tests consists in checking if the packet
is part of a legitimate connection. If this is the case, the packet surely cannot
be part of a scan, and, thus, no further checks are performed on it.

Here is where the scanning state of the stream4 reassemble preprocessor
is exploited. Packets that are not tagged as benign at this stage do not go
through a complete analysis against port scan detection heuristics, but are
simply forwarded to the control node, which takes care of them. Therefore,
sensors do not need to maintain any state associated with the port scan
preprocessor, such as scanners and scanned hosts lists. Moreover, only a
small fraction of the input traffic will reach the control node.

6. The control node puts the packets received from the sensors in the reorder-
ing buffer and, after a delay of 0.2 seconds, scans them and identifies scan
attacks. In our experiments we have seen that a delay of 0.2 second was
sufficient to allow the control node for processing all the packets in order.

It is easy to recognize that the aforementioned setup is a particular case of
the general architectural model described in § 2. The preprocessor
stream4 reassembly on the sensors maintains the predicate state and uses the
simple-sequencer algorithm to keep the state of TCP connections synchronized
among sensors. The sfportscan preprocessor loaded on the sensors performs
the rule predicate evaluation to filter out benign traffic. The working state is
only kept in the sfportscan preprocessor on the control node in the form of all
the relevant structures maintained by the preprocessor itself, such as the scanner
hosts and the scanned hosts lists.

5.1 Evaluation Dataset

To evaluate our system, we have crafted an artificial dataset by merging attack-
free traffic collected on a real-world network at UCSB with a dump of a port
scans performed against a host inside the home network. The scans were per-
formed using the nmap tool. The attack-free traffic contains 3.46 million packets,
and includes a mix of web traffic, mail traffic, IRC traffic, and other common
protocols.

We rewrote, by means of the tcprewrite tool [20], the MAC address of every
frame in order to induct a round-robin scattering pattern on the splitter.



A Parallel Architecture for Stateful, High-Speed Intrusion Detection 215

5.2 Hardware and Software Configuration

We set up four Linux sensors running Snort 2.6. Each sensors is equipped with
four Intel Xeon CPUs X3220 at 2.40GHz and 4GB of RAM.

The control node is deployed on another Linux host with the same hard-
ware characteristics of the sensors. The control node runs a version of Snort
with the reordering packet buffer mentioned before and a vanilla version of the
sfportscan preprocessor. Another Linux box is used only to inject the traffic
into the testbed using a Gigabit Ethernet card connected to a PCI-Express bus.

Each sensor box mounts two Gigabit Ethernet network cards, one to receive
the traffic from the splitter, and another one to communicate with the other
sensors and the control node. Sensors are connected to the splitter box through
a Cisco Catalyst 3500 XL switch configured with static routes to the sensors
capture interfaces. The switch has a 1000-BaseT GBIC module that receives the
traffic from the splitter output interface and is connected to sensors through
FastEthernet ports. The sensors’ control interfaces are connected to each other
through an ordinary FastEthernet hub.

5.3 Experiments

We performed several experiments to validate our model. We compared the
parallel rule matcher setup with a single instance of Snort with the
stream4 reassemble and sfportscan preprocessor loaded. The Snort commu-
nity ruleset [19] (version “CURRENT” as of July 2008) was loaded on both the
parallel sensors and the single instance. We note that none of the rules loaded
on the sensors were extended to work correctly on the parallel machine. The
rules were used only to represent a realistic per-packet workload in a real-world
intrusion detection system.

We expected that, at a certain traffic rate, the single instance Snort would
not be able to keep up with the traffic, and, therefore, would miss the port scan
attack, while the parallel version of the sensor would be able to catch it. Each
experiment has been repeated 10 times and the results reported are the average
of the outcomes. More precisely, the setups compared are as follows.

Single Snort: In this setup, the traffic has been replayed via a cross cable to
a single box mounting a Gigabit Ethernet interface.

Parallel architecture with four sensors: In this setup, we implemented the
complete parallel architecture with four sensors and a control node.

Parallel architecture with two and three sensors: In this setup, we
changed the number of sensor utilized to study the scalability of our
approach.

Results are reported in Figure 3. For each setup, the percentage of attacks de-
tected versus the input traffic throughput is plotted. The percentage of detected
attacks is computed as the average number of port scan packets detected with
respect to the total present in the trace. It can be seen how the four-sensors Snort
outperforms the single instance starting from a traffic throughput of 190Mb/s.



216 L. Foschini et al.

Fig. 3. % of correct detection when varying the number of sensors and the traffic speed

At this speed, the single instance of Snort starts discarding packets. The percent-
age of discarded packets grows almost linearly as the throughput of the traffic
increases. On the other hand, the parallel Snort starts discarding packets at
around 320Mb/s. This happens because we saturated the aggregated capacity
of the four outbound ports of the Catalyst switch going to the sensors. In fact,
we found that none of the four Snort sensors employed dropped any packet dur-
ing their analysis; instead, packets were dropped by the switch. We expect our
parallel architecture to be able to achieve higher throughputs, but we were not
able to prove our expectation due to the physical limitations of the hardware
employed. The same problem of capacity saturation was also encountered with
the parallel architecture using two and three sensors, as can be seen in Figure 3.
For two sensors, in particular, the performance in detection is worse than using a
single Snort. This is easily explained by the fact that the single Snort was tested
using a crossover connection between the splitter and the instance, therefore
bypassing, the FastEthernet switch.

CPU Usage. We measured the time spent by the parallel-enabled Snort in the
portion of code implementing the communication and parallel synchronization
logic. The RDTSC instruction was used to achieve a precise time measure. RDTSC
returns time in arbitrary units (count of ticks from processor reset). Therefore,
it can be used only to get relative measurements. From our experiment, we have
measured that the average time spent by the sensors in the additional logic (at the
highest possible speed) is about 5.3% of the total time spent in the Snort engine.
The CPU usage measurements were performed without the community ruleset
used for the throughput experiments mentioned above, which is the worst case.
In fact, if the ruleset had been loaded, the fraction of time spent in the parallel
logic would have dropped even more, as it is independent of the loaded rules.
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Latency and Cost of Communication. Another important factor to take into
consideration is the latency introduced by the SMBs. In our experimental setup,
we chose to limit the length of the SMBs to 1,000 packets. Therefore, this number
determines the upper bound of the latency that a traffic packet can experience
in its journey to the control node. With four sensors scanning the traffic at
100Mb/s, the maximum latency experienced would be ∼ 0.05 seconds, which is
negligible. Moreover, the latency decreases with the increasing of throughput,
becoming less significant at higher throughputs.

As far as the communication cost introduced by the communication among
sensors and control node is concerned, we report that only 58K packets out of
3.46 million were forwarded to the control node when the setup with four sen-
sors was employed at 100Mb/s (no packet loss). 17K packets were exchanged
among the sensors to update the predicate state. Most of the rest of the com-
munication cost of the parallel machine is spent for the buffer synchronization
protocol. More precisely, 127K packets were exchanged among sensors as part
of the bully algorithm. We note that, since we chose to limit the SMB length
to 1,000 packets, we could have disabled the buffer synchronization mechanism.
However, we decided to leave it active to determine experimentally the cost of
the number of packets exchanged for buffer synchronization purposes. We also
note that the total cost spent in communication among the sensors and the con-
trol node accounts for 203K packets, out of the 3.46 million present in the traffic.
This means that only a small fraction of the input traffic (∼ 6%) reached the
control node and the majority of packets were filtered out by the sensors.

6 Related Work

As we mentioned in the introduction, Kruegel et al. proposed a distributed ar-
chitecture to partition the traffic into slices of manageable size, which were then
examined by dedicated intrusion detection sensors [10]. Our technique is differ-
ent because the sensors can communicate with each other in order to keep a
synchronized version of the matching state, which, in turn, allows the packets to
be sent independently to any sensors.

Sekar et al. [16] describe an approach to perform high-performance analysis
of network data. They propose a domain-specific language for capturing pat-
terns of both normal and abnormal packet sequences (therefore, their system
encompasses both misuse and anomaly detection). Moreover, they developed an
efficient implementation of data aggregation and pattern matching operations.
A key feature of their implementation is that the pattern-matching time is in-
sensitive to the number of rules, thus making the approach scalable to large rule
sets. The shortcomings in their work are that the processing of the packets is
done on a central sensor, and, therefore needs to be able to keep up with the
fast pace of packets on high-speed networks.

Building up from the foundations laid by Sekar et al., but using a more general
approach, Meier et al. [13] propose a method for system optimization in order to
detect complex attacks. Their method reduces the analysis run time that focuses
on complex, stateful, signatures.
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Sommer et al. [18] propose a way to exchange state among sensors by serial-
izing it into a file and exchanging it between sensors. Their approach is focused
on providing a framework to transfer fine-grained state among different sensors
in order to enhance the IDS with a number of features. Although the authors
provide a way to exchange fine-grained state among sensors, no emphasis is put
on performance.

However, the mechanisms introduced in [18] were leveraged by Vallentin et
al. to build a cluster-based NIDS [21]. This design has a number of similarities
with our architecture, as it includes a component that splits the traffic across
sensors, which, in turn, exchange information to detect attacks whose evidence
span multiple slices. However, the focus of the work of Vallentin et al. is on
the engineering challenges associated with the creation of a high-performance,
cluster-based NIDS, while the focus of the research we described in this paper
is on the modeling and analysis of the general problem of performing parallel
detection of stateful signatures. For example, a substantial part of the complexity
of our algorithm is due to the analysis of previously processed packets when a new
rule triggers a change in the replicated state. This problem is simply avoided by
Vallentin et al. by partitioning the traffic according to source/destination pairs,
using loose synchronization, and by limiting the possibility of race conditions
by means of signature-specific techniques. Even though the two approaches have
different foci, many of the lessons learned by implementing each approach can
be used as a basis to improve the respective designs.

Other approaches, such as the ones from Colajanni et al. [2] and Xinidis et
al. [22] propose optimization based on load-balancing and early filtering to reduce
the load of each sensor. However, their work does not focus on the design of a
truly parallel matching algorithm.

7 Conclusions

The speed of networking technologies has increased faster than the speed of
processors, and, therefore, centralized solutions to the network intrusion detec-
tion problems are not scalable. The problem of detecting attacks in high-speed
environment is made more difficult by the stateful nature of complex attacks.

In this paper, we have presented a novel approach to the parallel matching of
stateful signatures in network-based intrusion detection systems. Our approach
is based on a multi-sensor architecture and a parallel algorithm that allow for
the efficient matching of multi-step signatures. We have analyzed the feasibility
and described a proof-of-concept implementation of a parallel, stateful intrusion
detection system for high-speed networks.

The architecture has been deployed on a real network using four Linux boxes
as sensors and it has been tested for port scan detection in various configurations.
The result of the evaluation have confirmed the validity of the theoretical model,
since the parallel rule matcher, composed of four sensors, has successfully out-
performed a single sensor instance, which we used as a baseline for comparison,
performing the same kind of detection on the same dataset.
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Abstract. This paper proposes an efficient indexing technique that can
be used in an identification system with large multimodal biometric
databases. The proposed technique is based on Kd-tree with feature
level fusion which uses the multi- dimensional feature vector. A multi
dimensional feature vector of each trait is first normalized and then, it is
projected to a lower dimensional feature space. The reduced dimensional
feature vectors are fused at feature level and the fused feature vectors are
used to index the database by forming Kd-tree. The proposed method
reduces the data retrieval time along with possible error rates. The sys-
tem is tested on multimodal databases (feature level fusion of ear, face,
iris and signature) consists of 5400 images of 150 subjects (i.e. 9 images
per subject per trait). Out of the 9, 8 images are used for training and 1
is used for testing. The performance of the proposed indexing technique
has been compared with indexing based on score level fusion. It is found
that proposed technique based on feature level fusion performs better
than score level fusion.

Keywords: indexing, feature level fusion, Kd-tree, multi-dimensional
data structure.

1 Introduction

Biometric system provides an automated method to verify or to identify an indi-
vidual based on unique behavioral or physiological characteristics. Such a system
consists of biometric readers, or sensors; feature extractor to compute salient at-
tributes from the input template; and feature matcher for comparing two sets
of biometric features. An authentication system consists of two subsystems; one
for enrollment while other for authentication. During enrollment, biometric mea-
surements are captured from a subject and relevant information is stored in the
database. The task of the authentication module is to recognize a subject as a
later stage, and is either identification of one person among many, or verification
that a person’s biometric matches a claimed identity [1]. Let Ti be the feature
vector of ith template in the database of d dimension and is defined as follows:

Ti = [f1, ...., fd] (1)

R. Sekar and A.K. Pujari (Eds.): ICISS 2008, LNCS 5352, pp. 221–234, 2008.
c© Springer-Verlag Berlin Heidelberg 2008



222 U. Jayaraman, S. Prakash, and P. Gupta

If the query image Q with feature vector of d dimension is defined as Q =
[q1, ....qd], then ∀j, qj may not be same as fj, where fj and qj are the jth fea-
ture values of Ti and Q respectively. For a given query template Q, the problem
of identification system is to find the n nearest neighbors in the database con-
sisting of N templates. To make the system more powerful and fast, a feature
matcher should search for the templates with some pruning technique. Tradi-
tional databases index the records in an alphabetical or numeric order for effi-
cient retrieval. In biometric database, there is no natural order by which one can
keep the biometric templates. Hence there is a need for good indexing technique
to make the search process more efficient. Since the feature vector generated for
every templates are known a priori, these vectors can be arranged in such a way
that an efficient searching algorithm can be used.

In the literature, there are few techniques available to index the biometric
templates. These techniques either cluster the multi-dimensional templates and
uses cluster information for searching or map the multi-dimensional feature vec-
tor to a scaler value [2] and use an existing data structure to index it. The study
of reducing the search space of biometric databases is already made by Center
for Unified Biometrics and Sensors (CUBS) group. Their effort is based on the
binning/clustering technique. The effort of binning was performed in [3] and it
was demonstrated that the search space could be reduced to approximately 5%
of the original database. The data was clustered using K-means clustering algo-
rithm. The test template is then associated with the clusters it is closest to, with
the new search space being the templates within these closest clusters. However,
the binning approach needs re-partition the entire database on addition of new
samples to it. Thus binning/clustering systems are useful only in cases of static
databases. In [2], CUBS group made another effort to index biometrics database
using pyramid technique. Pyramid technique partitions a d-dimensional universe
into 2d pyramids that meet at the center of the universe. Then, every pyramid is
divided into several slices parallel to the basis of the pyramid. The d-dimensional
vectors representing points in space are approximated by one-dimensional quan-
tities, called pyramid values, which are indexed by a B+ tree. However, the
pyramid technique is ineffective in situations when the data points fall on or
near the boundaries of the original space. Another problem in this technique
is the increased storage overhead due to the need to keep the index of both
the pyramid values and the original points. Kd-tree stores actual data (origi-
nal points) based on the ith discriminator as a key value in a node, and hence
there is no storage overhead as like pyramid technique. In addition since Kd-tree
is based on space partitioning indexing technique, there is no overlapping be-
tween nodes as like bounding region based indexing techniques such as R-tree,
R*-tree, M-tree and X-tree [4,5]. This paper proposes an efficient indexing tech-
nique which reduces the search space of multimodal biometric databases for any
query template using Kd-tree with feature level fusion.

Section 2 presents dimension reduction technique and Kd-tree which serve as
the foundation for further discussion. Section 3 describes the feature extraction
algorithms for Iris, Signature, Ear and Face biometric traits. In Section 4 the
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indexing technique has been proposed using Kd-tree with feature level fusion
for the multimodal identification system. Results are analysed in the section 5.
Conclusion is given in Section 6.

2 Preliminaries

This section discusses some of the basic techniques which are required in develop-
ing the proposed indexing technique. Section 2.1 describes dimension reduction
technique that has been used to reduce the dimension of the feature vectors. Sec-
tion 2.2 describes the Kd-tree data structure which is used to index the databases
by forming Kd-tree.

2.1 Dimension Reduction Technique

Suppose, we have a dataset T consisting of {ti}N
i=1 training samples. Each sample

is described by a set of features F (d = |F |), so there are N samples described
by d dimensional feature vector each. This can be represented by feature object
matrix Td×N where each column represents a sample. The objective of dimension
reduction is to reduce the data into another set of features F ′ where k = |F ′|
and k < d; Td×N is reduced to T ′

k×N . Typically, this is a linear transformation
T ′ = WT that reduces dataset T to T’ in k dimension, where W = Wk×d is the
transformation technique. Principal Component Analysis (PCA) which is the
dominant dimension reduction technique, transforms the data into a reduced
space that captures most of the variance in the data. PCA reduces dimension of
a dataset by retaining those characteristics of the dataset that contribute most
to its variance. It can be done by keeping lower-order principal components and
ignoring higher-order ones. Such low-order components often contain the most
important aspects of the data. PCA can be mathematically defined [6] as an
orthogonal linear transformation that transforms the data to a new coordinate
system such that the greatest variance by any projection of the data comes to lie

Fig. 1. PCA in 2−D, the variance in the f ′
1 direction is maximum. a) Solid lines: The

original basis; Dashed lines: The PCA basis; b) The projection (1D reconstruction) of
the data using the first principal component.
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Fig. 2. Structure of Kd-tree node

on the first coordinate (called the first principal component), the second greatest
variance on the second coordinate, and so on. PCA is theoretically an optimum
transformation for a given data in least square terms. Dimensionality reduction
in PCA is accomplished by computing a set of eigenvalues of total scatter matrix
St of the data samples defined as:

St =
N∑

i=1

(ti − m)(ti − m)T (2)

where m is the mean value of the sample set T . For dimensionality reduction, k
(where k < d) eigenvectors U = [u1, ...., uk] corresponding to first k largest eigen-
values of St are selected. Reduced dimension training samples T ′ = [t′1, ...., t

′
n]

can be obtained by the transformation T ′ = UT T . Now, when a probe template
tp is presented for identification/verification, it is projected on U to obtain a
reduced dimension vector t′p = UT tp. Geometric interpretation of PCA is shown
in Fig. 1. To see how the data is spread, we encapsulate the dataset inside
an ellipse and take a look at the major and minor axes that form the vectors
f ′

1 and f ′
2. These are the principal component axes i.e. the base vectors that

are ordered by the variance of the data. PCA finds these vectors and gives a
[f ′

1, f
′
2] → [f ′

1] transformation. While this example is for 2 − D, PCA works
for multi-dimensional data, and it is generally used with high dimensionality
problems.

2.2 Kd-Tree Data Structure

The proposed indexing technique is based on the Kd-tree data structure [7,4,8].
This section discusses the salient features of Kd-tree. It is a binary tree that
represents a hierarchical subdivision of space using splitting planes that are or-
thogonal to the coordinates axes. Kd-tree is a space-partitioning data structure
for organizing points in a k dimensional space. Any application in which fea-
tures are generated as multi-dimensional is a potential application for Kd-tree.
Structure of a node in Kd-tree is given in Fig. 2. Each node in Kd-tree consists of
five fields. Node contains two pointers known as LLINK and RLINK, which
pointing to left subtree and right subtree respectively, if exists. Otherwise, it
points to null. The field V AL is an array of length k containing real feature
vector. The INFO field contains descriptive information about the node. The
DISC field is a discriminator, which is an integer between 1 and k, both inclu-
sive. In general, for any node P in the Kd-tree, let i be DISC(P ) and is defined
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as level(P ) mod k. Then for any node L in LLINK(P ), L.V AL[i] < P.V AL[i];
likewise, for any node R in RLINK(P ), R.V AL[i] ≥ P.V AL[i]. All nodes on
any given levels of the tree have the same discriminator. The root node has dis-
criminator 1, and its two sons have discriminator 2, and so on to the kth level
on which the discriminator is k. Again the (k + 1)th level has discriminator 1,
and the cycle repeats; In general, next discriminator denoted as NEXTDISC,
is a function defined as

NEXTDISC(i) = (i + 1) mod k (3)

Number of nodes in the Kd-tree are same as the number of templates in the
input file to be inserted in the tree. As it is mentioned already that k is the
dimensionality of the template.

In order to insert a node P having the data into the Kd-tree, it starts searching
from the root of the Kd-tree and finds its appropriate position where the node
can be inserted. Bentley [7] shows that the average cost of inserting and searching
a node in Kd-tree consisting of N nodes is O(log2 N).

Further, in order to perform a range search [9] for a given query template Q
with a distance r, it determines all templates T having euclidean distance from
Q less than or equal to r. The average cost to perform a range search in Kd-tree
consisting of N nodes is O(k.N1−1/k) [7].

3 Feature Extraction

A template in the proposed system is represented by four real feature vectors:
iris feature vector TI , signature feature vector TS , ear feature vector TE and
face feature vector TF . The signature feature vector is obtained using parameter
extraction algorithm [10,11], while other feature vectors are extracted using dis-
crete haar wavelet transform. In this section, the process of feature extraction
for each trait has been discussed.

3.1 Iris Feature Extraction

Features are extracted from the iris image using localization of inner and outer
iris boundaries [12,13]. In the proposed strategy, the inner iris boundary is lo-
calized on the iris image using circular hough transformation [14,15]. Once the
inner iris boundary (which is also the boundary of the pupil) is obtained, outer
iris is determined using intensity variation approach [16]. The annular portion of
iris after localization is transformed into rectangular block to take into consider-
ation the possibility of pupil dilation. This transformed block is used for feature
extraction using Discrete Haar Wavelet Transform (DHWT). Haar wavelet op-
erates on data by calculating the sums and differences of adjacent values. It
operates first on adjacent horizontal values and then on adjacent vertical values.
The decomposition is applied up to four levels on transformed rectangular iris
block as shown in Fig. 3. A d dimensional real feature vector TI is obtained from
the fourth level decomposition and is given by

TI = [i1, ....., idI ] (4)



226 U. Jayaraman, S. Prakash, and P. Gupta

Fig. 3. Four levels discrete haar wavelet transform on iris strip

3.2 Signature Feature Extraction

The signature image is scanned and cropped [approximately 300 × 150 pixels]
in the required format. The image is first passed to the noise removal module
which returns a noise free image in the form of a 2 − D integer array of same
size as the input image. The image extraction module is called to extract the
binary, high pressure region (HPR), and thinned images from the array.

Features can be classified into two types: global and local features, where
global features are characteristics that identify or describe the signature as a
whole and local features are confined to a limited portion (e.g. a grid) of the sig-
nature [10,11]. Examples of global features include width and height of individual
signature components (as shown in Fig. 4.), width to height ratio, total area of
black pixels in the binary and high pressure region (HPR) images, horizontal and
vertical projections of signature images, baseline, baseline shift, relative position
of global baseline and center of gravity with respect to width of the signature,
number of cross and edge points, slant, run lengths etc. These parameters are ex-
tracted from a signature template and are stored as feature vector of d dimension
as follows:

TS = [s1, ...., sdS ] (5)

3.3 Ear Feature Extraction

The given input side face image is first resized to 240 × 340 pixels, and the ear
part is cropped from the side face image. Discrete haar wavelet decomposition

Fig. 4. Different components of the signature image
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(a) (b) (c) (d)

Fig. 5. Two levels of haar wavelet transform on ear image (a) Input ear image, (b)
Diagonal coefficient, (c) Horizontal and (d) Vertical

is applied to the cropped ear image to extract the wavelet Approximation (CA),
Diagonal (CD), Horizontal (CH) and Vertical (CV) coefficients. Fig. 5. shows
an example for the two levels of the haar wavelet decomposition applied on the
cropped input ear image. The decomposition is applied up to the fifth level on
cropped ear image and a d dimensional real feature vector TE is obtained from
the fifth level decomposition is stored as

TE = [e1, ....., edE ] (6)

3.4 Face Feature Extraction

The given input face image is resized to 640 × 480 pixels and face part of the
image is cropped leaving the background (detected face image of size 120 × 250
pixels). Haar wavelet is used for extracting the features from a detected face
image. The detected input image is decomposed up to the required level giving
an Approximation (CA), Vertical (CV), Horizontal (CH) and Diagonal (CD)
coefficients using the haar wavelet transformation. Fig. 6. shows an example for
the two levels of haar wavelet decomposition is applied on the detected face
image and the corresponding Diagonal, Horizontal and Vertical coefficients. A d
dimensional real feature vector TF is obtained from the fifth level decomposition
and is given by

TF = [f1, ....., fdF ] (7)

(a) (b) (c) (d)

Fig. 6. Two levels of haar wavelet transform on face image (a) Input face image, (b)
Diagonal coefficient, (c) Horizontal and (d) Vertical
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4 The Proposed Indexing Technique

The proposed method is based on Kd-tree with feature level fusion. Feature
level fusion [17] refers to combining different features sets extracted from mul-
tiple biometric sources. When the feature sets are homogeneous (e.g. multiple
measurements of a person’s signature), a single resultant feature vector can be
calculated as a weighted average of the individual feature vector. When the fea-
ture sets are non-homogeneous (e.g, features of different biometric modalities
like face and signature), we can concatenate them to form a single feature vec-
tor. The following subsection explains the concatenation of non-homogeneous
feature vectors (ear, face, iris, signature) and Fig. 7. shows the overview of the
proposed indexing technique.

4.1 Feature Normalization

The individual feature values of vectors X = [x1, x2....xm] and Y = [y1, y2....yn]
may exhibit significant difference in range as well as form (i.e. distribution). So
there is a need of feature level normalization to modify the location (mean) and
scale (variance) of the features values via a transformation function in order
to map them into a common domain. Adopting an appropriate normalization
scheme also helps to address the problem of outliers in feature values. Let x
and x’ denote a feature vectors before and after normalization, respectively. The
min-max technique of normalization can be used to compute x’ as:

x′ =
x − min(Fx)

max(Fx) − min(Fx)
(8)

where Fx is the function which generates x, and min(Fx) and max(Fx) represent
the minimum and maximum values of Fx for all possible x values, respectively. The

Fig. 7. Overview of proposed indexing technique
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min-max technique is effective when the minimum and the maximum values of the
component feature values are known beforehand. Normalizing the feature values
results in modified feature vectors X ′ = [x′

1, x
′
2....x

′
m] and Y ′ = [y′

1, y
′
2....y

′
n]. In

the proposed technique, feature values for all traits are normalized between 0 and
1 using min-max technique.

4.2 Dimension Reduction Using PCA

The given real four feature vectors TI , TS , TE and TF of d dimension are reduced
to k dimension using the PCA. The features extracted from four traits are of
very high dimensions. Since all the features generated are not equally important,
proposed technique uses PCA to reduce the dimensions which represents the
compact information. In the proposed technique, the four traits features of ear,
face, iris and signature are reduced from edE , fdF , idI and sdS to ekE , fkF , ikI

and skS dimensions respectively.

4.3 Feature Level Fusion

The reduced k dimension features are fused to yield a new feature vector TN to
represent an individual. The vector TN of dimensionality 4k, (4k ≤ (edE + fdF +
idI + sdS)) can be generated by augmenting vectors TI , TS, TE and TF of iris,
signature, ear and face respectively.

4.4 Indexing the Feature Vectors

The fused feature values are indexed using the Kd-tree. Kd-tree has been pro-
posed for efficient storage and retrieval of records having multi-dimensional fea-
ture vector. Kd-tree is an appropriate data structure for biometric identification
system particularly in the analysis of execution of range search algorithm. The
proposed system decreases the search time as the Kd-tree is supporting the range
search with good pruning.

4.5 The Technique

Indexing the database implies a logical partitioning of the data space. Based
on the above steps, the algorithm for proposed indexing technique is given in
Algorithm 1. In this technique, reduction makes use of Kd-tree structure for

Algorithm 1. Proposed Indexing Technique
1: Normalize the feature vectors of each trait
2: Reduce the feature vectors using PCA.
3: Fuse the feature vectors at feature level.
4: Form the Kd-tree with the fused feature vectors for indexing.
5: Invoke this indexing technique through multimodal identification system.

organizing the data in such away that each node can store one biometric tem-
plate. In case of range search, only a fraction of the database lying within the
range of the indices of the test template would be the search of the entire
database.
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5 Experimental Results

In order to demonstrate the indexing using Kd-tree for multimodal identification,
data for four traits (iris, signature, ear and face) are obtained from the database
available at Indian Institute of Technology, Kanpur (IITK). In the following
subsections, first we briefly discuss the databases that we have used, and then
present our results of indexing on multimodal identification using Kd-tree with
feature level fusion and score level fusion.

Iris Database: IITK iris image database is used for the iris data. The database
comprises of 1350 iris images of 150 subjects (9 images per subject) from their
left eye. The images are JPEG in gray scale and are resized with 450 × 350
pixels resolution. Out of the 9, 8 images are used for training and 1 image is
used for testing.

Signature Database: IITK signature database is used for signature data. The
database consists of 1350 signature images of 150 subjects (9 images per subject).
These images are in JPEG format. In the predefined sheet, users are asked to
sign their signatures in the 9 boxes provided in the sheet. The sheet is scanned
at 200 dpi as a gray scale image. Size of the scanned image is around 1700×2300
pixels and the size of one box is 300×150 pixels. Out of the 9, 8 images are used
for training and 1 image is used for testing. A sample scanned signature sheet is
shown in Figure 8.

Ear Database: Ear database consists of 1350 side images of human faces from
IITK with the resolution of 240 × 340 pixels. The images are taken from 150
subjects (9 images per subject). These images are captured using a digital camera
from a distance of 0.5 to 1 meter. Ears are cropped from these input images and
used for the feature extraction.

Face Database: Face database consists of 1350 images (9 images per subject)
of 150 subjects from IITK. These images are captured using a digital camera
from a distance of 0.5 to 1 meter. The face is localized (120 × 250 pixels) from
the given input image by clicking three points. Two points on left and right eyes

Fig. 8. Scanned signature sheet
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and third point on lower lip portion. The localized face (detected face) image is
used for the feature extraction.

In our experiment the dimension of feature vectors for each of the traits are
found to be 64 for ear and face, 88 for the iris and 27 for the signature respectively.

5.1 Score Level Fusion Indexing Technique

In the score level fusion technique, we index the data of iris, ear, face and sig-
nature separately using four Kd-trees, one for each trait. For a given query
template, identification is performed using Kd-trees of individual traits (i.e iris,
ear, face and signature) and the results of the individual traits are fused to get
the top matches. In feature level fusion there is only one Kd-tree is formed. For
a given query template, identification is performed using the Kd-tree formed to
get the top matches.

The experiment proceeds as follows. In our experiment, 64 dimension of face
and ear as well as 88 dimension of iris, 27 dimension of signature feature values
are reduced to 10 dimensions correspondingly (Top 10 eigen values are consid-
ered). This reduced feature vectors are used to index the database by forming
four Kd-tree one for each trait. It takes the root of a Kd-tree and query tem-
plate Q of k dimensions [q1, ...qk] as input and retrieves all sets of templates
T with k dimension [t1, ...tk] that lies within distance r from Q. Proximity is
quantified between them using Euclidean distance. The indexing technique built
with Kd-tree for individual traits are invoked (ear, face, iris and signature). The
distance r of each tree has to vary to get sets of matched IDs. Fix distance r as
an optimum, where we get the minimum FRR in the multimodal identification
system. As a result, we get four separate sets of matched IDs for ear, face, iris
and signature respectively. These matched IDs are fused using weighted sum
rule to declare the top matches which are the nearest matched IDs. Matching
score M for an ID x in weighted sum rule is defined as follows:

M = wE × occE(x) + wF × occF (x) + wI × occI(x) + wS × occS(x) (9)

where occE(x), occF (x), occI(x), occS(x) are the occurrences of ID x in ear,
face, iris and signature result dataset respectively and wE , wF , wI and wS are
respective assigned weights such that wE + wF +wI + wS = 1. The weights wE ,
wF , wI and wS are modeled using the accuracy of the verification system when
only individual trait is considered and be defined as follows:

AccT = AccE + AccF + AccI + AccS (10)

wE =
AccE

AccT
, wF =

AccF

AccT
, wI =

AccI

AccT
, wS =

AccS

AccT
(11)

where AccE = 96.0, AccF = 96.2, AccI = 95.5 and AccS = 86.6 are various
accuracies through our experiments we have got when they are individually used
in the verification system. The matching score M is calculated for each of the
matched IDs for an ID x. This matching scores are sorted to declare the top
matches which are the nearest matched IDs for an ID x. In this experiment,
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Fig. 9. Top matches vs number of IDs underlying

distance of re = 17, rf = 18, ri = 1200, and rs = 30 the minimum FRR=0.66%
is achieved, where re, rf , ri and rs are distance of ear, face, iris, and signature
respectively.

5.2 Feature Level Fusion Indexing Technique

In case of feature level fusion the fused feature vectors (ear, face, iris and signa-
ture) TN of dimensionality 4k is used. In our experiment, 64 dimension of face
and ear as well as 88 dimension of iris, 27 dimension of signature feature vectors
are reduced to 10 dimensions correspondingly (Top 10 eigen values are consid-
ered). These reduced 10 dimensions from each of the traits are fused together,
as a result we get 40 dimension fused feature vectors (TN ). This 40 dimensional
feature vectors are used to index the database by forming Kd-tree. The process
of identification built with Kd-tree is invoked. It takes the root of a Kd-tree
and query template Q of k dimension [q1, ...qk] as input and retrieves all sets
of templates T with k dimensions [t1, ...tk] that lies within distance r from Q.
Proximity is quantified between them using Euclidean distance. As a result, we
get the set of matched IDs then we sort them based on the occurrence and
declare the top matched IDs. In this experiment, the distance of r = 0.67 the
minimum FRR = 0.66% is acheived.

5.3 Comparison of Feature Level Fusion and Score Level Fusion

In score level fusion there are four separate Kd-tree is formed, one for each trait,
while only one Kd-tree is formed in feature level fusion. Hence the search process
is more efficient in case of feature level fusion. Fig.9 shows the top matches
against IDs underlying for the 150 query templates for both score level fusion
and feature level fusion. Indexing based on feature level fusion performs better
than the score level fusion. Out of the 150 query template, 146 IDs fall in the
first match and 147 IDs fall in the top second match and 149 IDs fall in the
top 5 matches with 0.66% FRR. In score level fusion, out of the 150 IDs, 100
IDs fall in the first match, 117 IDs fall in the top second match and 149 IDs
fall in the top 12 matches with 0.66% FRR.
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6 Conclusion

This paper has proposed an efficient indexing technique using Kd-tree with
feature level fusion to reduce the search space of large multimodal biometric
databases. Kd-tree has been used for efficient storage and retrieval of records
having multi-dimensional feature vector. Kd-tree is shown as appropriate data
structure for biometric identification system particularly in the analysis of exe-
cution of range search algorithm. The proposed technique decreases the search
time as only one Kd-tree is formed which supports range search with good prun-
ing. The performance of the proposed indexing technique (Kd-tree with feature
level fusion) has been compared with indexing based on Kd-tree with score level
fusion. It is found that feature level fusion performs better than score level fusion
and to get top matches for any query template.
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Abstract. A robust and oblivious audio watermarking based on quan-
tization of wavelet coefficients is proposed in this paper. Watermark data
is embedded by quantizing large wavelet coefficient in absolute value of
high frequency detail sub-band at the third level wavelet transform. The
watermark can be extracted without using the host signal. Experimen-
tal results show that the proposed method has good imperceptibility
and robustness under common signal processing attacks such as additive
noise, low-pass filtering, re-sampling, re-quantization, and MP3 compres-
sion. Moreover it is also robust against desynchronization attacks such
as random cropping and jittering. Performance of the proposed scheme
is better than audio watermarking scheme based on mean quantization.

Keywords: Audio watermarking, quantization, discrete wavelet trans-
form (DWT).

1 Introduction

With the rapid development of the Internet and multimedia technologies in the
last decade, the copyright protection of digital media is becoming increasingly
important and challenging. Digital watermarking [1] has been proposed as a tool
to a number of media security problems. The purpose of audio watermarking is
to supply some additional information about the audio by hiding watermark
data into it. This watermark data may be used for various applications such
as authentication, copyright protection, proof of ownership, etc. Research in
the area of digital watermarking has focused primarily on the design of robust
techniques for Digital Rights Management (DRM).

Audio watermarking technique should exhibit some desirable properties [1].
Imperceptibility and robustness are two fundamental properties of audio water-
marking schemes. The watermark should not be visible to the viewer and the
watermarking process should not introduce any perceptible artifacts into the
original audio signal. In other words, watermark data should be embedded im-
perceptibly into digital audio media. Also, the watermark should survive after
various intentional and unintentional attacks. These attacks may include ad-
ditive noise, re-sampling, low-pass filtering, re-quantization, MP3 compression,
cropping, jittering and any other attacks that remove the watermark or confuse
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c© Springer-Verlag Berlin Heidelberg 2008
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watermark reading system [2]. A trade-off should be maintained between these
two conflicting properties.

In general, the audio watermarking techniques can be classified into different
ways. The easier watermarking techniques were almost time domain approaches.
The simplest method is based on embedding the watermark in the least signif-
icant bits (LSB’s) of audio samples. Probably the most famous time domain
technique proposed in [3] is based on human auditory system (HAS). However,
time domain techniques are not resistant enough to MP3 compression and other
signal processing attacks. For example, a simple low-pass filtering may eliminate
the watermark. Transform domain watermarking [1] schemes are those based
on the fast Fourier transform (FFT), and DWT, typically provide higher audio
fidelity and are much robust to audio manipulations. A very few quantization
based audio watermarking schemes have been proposed in the literature. Wang
et al. [4] proposed blind audio watermarking technique based on mean quantiza-
tion. Low frequency wavelet coefficients are selected to embed watermark data.
From the experimental results it follows that this method is robust to common
signal processing attacks. But the robustness against desynchronization attacks
is not discussed in this scheme. Kalantari et al. [5] presented a oblivious scheme
based on mean quantization in wavelet domain. The watermark data is embed-
ded by quantizing the means of two selected wavelet sub-band. The robustness
of this scheme is not discussed against the desynchronization attacks. A novel
quantization based audio watermarking algorithm using discrete cosine trans-
form is discussed in [6]. Experimental results shows that, this method has com-
promised audibility and robustness in better manner. Ronghui et al. [7] gave an
semi-fragile quantization based audio watermarking scheme in wavelet domain.
The watermark is embedded by changing the value of selected coefficients using
quantization. This scheme has limited robustness against common signal pro-
cessing. A fragile audio watermarking using adaptive wavelet packets based on
quantization is reported in [8]. We present an audio watermarking algorithm in
the wavelet domain based on quantization. The motivation of our work is based
on the idea of image watermarking technique proposed in [9]. The important fea-
tures of the proposed algorithm are: (i) The binary watermark is encrypted using
Arnold transform. (ii) Watermark is embedded using quantization of wavelet co-
efficients. (iii) Watermark extraction is blind without using original audio signal.
(iv) The proposed algorithm has better robustness compared to the scheme [4]
against common signal processing and desynchronization attacks. The rest of
this paper is organized as follows: A detail overview of the proposed scheme are
given in section 2. The experimental results of this scheme are presented and
discussed in section 3. Finally, section 4 concludes the paper.

2 Quantization Based Watermarking Scheme

The basic idea in the DWT for a one dimensional signal is the following. A signal
is split into two parts, usually high frequency detail sub-band and low frequency
approximate sub-band using wavelet filter. The low frequency part is split again
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Watermarked
audio signal Frame IDWT

Watermark
insertion

 Audio signal Frame DWT Quantization

Arnold transfromBinary image

Fig. 1. Watermark embedding scheme

into two parts of high and low frequencies. This process is repeated finite num-
ber of times. The original signal is restored back similarly using inverse DWT
(IDWT). The Arnold transform [10] is used for watermark permutation to ensure
security and robustness of the proposed scheme. The watermark is embedded by
quantizing the largest wavelet coefficient in absolute value of the high frequency
detail sub-band. The detail steps involved in the watermark embedding and
extraction are outlined below.

2.1 Embedding Scheme

The block diagram of the watermark embedding algorithm is shown in Fig. 1.
The watermark embedding process involves the following steps:

Step 1: The watermark data P is a binary image of size N × N and is given
by P = {p(n1, n2) : 1 ≤ n1 ≤ N, 1 ≤ n2 ≤ N, p(n1, n2) ∈ {0, 1}}.

Step 2: The watermark is pre-processed before embedding into the host signal.
All the elements P will be scrambled by applying Arnold transform. Due
to the periodicity of the Arnold transform, the watermark can be recovered
easily after transformation. Let (n1, n2)T is the coordinate of the watermark
image’s pixel, then (n

′
1, n

′
2)

T is the coordinate after the transform. Arnold
transform can be expressed as

[
n

′
1

n
′
2

]
=

[
1 1
1 2

] [
n1

n2

]
(mod N) (1)

We should convert the two-dimensional scrambled watermark into the one-
dimensional sequence in order to embed it into the audio signal. The cor-
responding one-dimensional sequence is given by: W = {w(k) = p(n

′
1, n

′
2) :

1 ≤ n
′
1 ≤ N, 1 ≤ n

′
2 ≤ N, k = (n

′
1 − 1) × N + n

′
2, 1 ≤ k ≤ N × N}.

Step 3: The original audio is first divided into non-overlapping frames, with a
frame size of 2048 samples. The number of frames is equal to the size of the
watermark data.
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Step 4: The audio frame is decomposed into 3-level wavelet transform using
4-coefficient Daubechies wavelet (db4) filter. The wavelet coefficients after
decomposition are given by cA3, cD3, cD2, and cD1, where cA3 is the low
frequency approximate coefficients of the audio and cD3, cD2, cD1 are the
high frequency detail coefficients of the audio.

Step 5: Select the largest coefficient cD3max(m) in absolute value of cD3 to
embed watermark using quantization.

Step 6: Quantize the largest coefficient as follows. The following quantization
function Q is used during the embedding and extraction process.

Q(cD3max(m)) =

{
0 if � cD3max(m)

Δ 23 � is even
1 if � cD3max(m)

Δ 23 � is odd
(2)

where Δ is a user defined positive real number called quantization parameter
and � � is the floor integer function.
If Q(cD3max(m)) = w(k), then no change is made to the coefficient. If
Q(cD3max(m)) �= w(k) then

cD3max(m) =
{

cD3max(m) − Δ 23 if cD3max(m) > 0
cD3max(m) + Δ 23 if cD3max(m) ≤ 0 (3)

Step 7: Inverse DWT is applied to the modified wavelet coefficients to get the
watermarked audio signal.

2.2 Extraction Scheme

The watermark can be extracted without using original audio signal. The ex-
traction algorithm is given below:

Step 1: The input watermarked audio signal is segmented into non-overlapping
frames, with a frame size of 2048 samples.

Step 2: The frame is transformed into 3-level wavelet transform using db4 filter.
Step 3: Select the largest coefficient cD3

′
max(m) in absolute value of 3rd level

high frequency detail coefficient cD3
′
.

Step 4: The extracted watermark is given by, w
′
(k) = Q(cD3

′
max(m)).

Step 5: The extracted watermark is de-scrambled using inverse Arnold trans-
form to obtain the original binary watermark image.

3 Experimental Results and Comparison

Audio files used in the experiment are 16 bit mono audio signal in WAVE for-
mat sampled at 44100 Hz sampling rate. A plot of a short portion of the jazz
audio signal and its watermarked version is shown in Fig. 2. The embedded wa-
termark is a Crown binary logo image of size 36×36 shown in Fig. 3. The binary
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Fig. 2. (a) Jazz audio signal (b) Watermarked jazz audio signal

Fig. 3. Binary watermark

watermark is encrypted using Arnold transform. The signal to noise ratio (SNR)
for evaluating the quality of watermarked signal is given by the equation:

SNR = 10 log10

∑M
a=1 Z2(a)∑M

a=1[Z(a) − Z∗(a)]2
(4)

where Z and Z∗ are original audio signal and watermarked audio signal
respectively.

The SNR of all selected audio files are above 20 dB. This ensures fact that wa-
termarked audio signal is quite similar to original audio signal. Which means our
watermarking method has good imperceptibility. We know that there is a trade-off
between imperceptibility of the watermark with different value of the quantization
parameter Δ. A large value of the parameter makes the watermark robust, but it
will destroy quality of original signal. A small value of the parameter allows us to
achieve good imperceptibility, but it is fragile to attacks. The following attacks
were performed to test the robustness and effectiveness of our scheme.
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Fig. 4. Extracted watermark with various NC

(i) Additive white Gaussian noise (AWGN): White Gaussian noise is added so
that the resulting signal has a SNR of 30 dB.

(ii) Re-sampling: The watermarked signal originally sampled at 44.1 kHz is re-
sampled at 22.05 kHz, and then restored by sampling again at 44.1 kHz.

(iii) Low-pass filtering: The low-pass filter used here is a second order Butter-
worth filter with cut-off frequency 11025 Hz.

(iv) Re-quantization: The 16-bit watermarked audio signals have been
re-quantized down to 8 bits/sample and back to 16 bits/sample.

(v) MP3 Compression: The MPEG-1 layer 3 compression with 64 kbps is
applied.

(vi) Cropping: Segments of 500 samples were randomly removed and replaced
with segments of the signal attacked with filtering and additive noise.

(vii) Jittering: Jittering is an evenly performed form of random cropping. We
removed one sample out of every 2000 samples in our jittering experiment.

The similaritymeasurementbetween extractedwatermark andoriginalwatermark
can be evaluated using normalized correlation (NC), which is defined as follows:

NC(Y, Y ∗) =

∑N
i=1

∑N
j=1 Y (i, j)Y ∗(i, j)√∑N

i=1

∑N
j=1 Y (i, j)2

√∑N
i=1

∑N
j=1 Y ∗(i, j)2

(5)

where Y and Y ∗ are original and extracted watermarks respectively, i and j are
indexes of the binary watermark image.

The bit error rate (BER) is used to find the percentage of the extracted
watermark, it is defined by:

BER =
B

N × N
× 100% (6)

where B is the number of erroneously detected bits.
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Table 1. NC values and BER of extracted watermark from different types of attacks

Audio file Type of attack Proposed Scheme [4] Proposed Scheme [4]
scheme scheme

NC NC BER (%) BER(%)

Classical

Attack free 1 1 0 0
AWGN 1 0.9729 0 4
Re-sampling 1 0.9958 0 1
Low-pass filtering 1 0.9932 0 1
Re-quantization 1 0.9847 0 2
MP3 64 kbps 0.9050 0.8909 13 14
Cropping 1 0.9889 0 2
Jittering 1 0.9905 0 1

Country

Attack free 1 1 0 0
AWGN 1 0.9916 0 1
Re-sampling 1 0.9905 0 1
Low-pass filtering 1 0.9858 0 2
Re-quantization 1 0.9852 0 2
MP3 64 kbps 0.8116 0.7831 26 29
Cropping 1 0.9905 0 1
Jittering 1 0.9968 0 0

Jazz

Attack free 1 1 0 0
AWGN 1 0.9789 0 3
Re-sampling 1 1 0 0
Low-pass filtering 1 0.9958 0 1
Re-quantization 1 0.9937 0 1
MP3 64 kbps 0.8143 0.7899 26 28
Cropping 1 0.9963 0 1
Jittering 1 0.9958 0 1

Pop

Attack free 1 1 0 0
AWGN 1 0.9920 0 1
Re-sampling 1 0.9942 0 1
Low-pass filtering 1 0.9911 0 1
Re-quantization 1 0.9764 0 4
MP3 64 kbps 0.8062 0.6324 26 46
Cropping 1 0.9905 0 1
Jittering 1 0.9968 0 0

The Fig. 4. shows the some of the extracted watermarks after the above at-
tacks with different NC values. Performance comparison of our method with the
audio watermarking scheme based on the mean quantization [4] for the above
attacks is summarized in the Table 1. Moreover our scheme has high NC and
low BER as compared to the scheme [4] for the above mentioned attacks, which
clearly shows the efficiency of our approach. The proposed scheme has NC above
0.8 for all the above attacks, that ensures extracted watermark is recognizable
and acceptable. For example, the NC value of our scheme under MP3 compres-
sion attack at 64 kbps for pop audio file is 0.8062, where as the NC value for the
scheme [4] is 0.6324 under the same attack. This result shows that our scheme
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is better than the scheme [4]. Also for the desynchronization attacks such as
random cropping and jittering the results of our approach is better than [4]. We
observe that the performance is mainly depends on the audio files and water-
mark logo image used in the experiment. Audio files such as classical, country,
jazz, and pop are good host signals for our audio watermarking scheme. These
results prove that the proposed method has superior performance.

4 Conclusions

A blind audio watermarking technique resistant to signal processing and desyn-
chronizationattackswaspresented in this paper.Arnold transform isused to ensure
the security and robustness of thewatermarkdata.This techniqueyields impressive
results both in terms of image quality and robustness against various signal pro-
cessing attacks. Watermarked audio signal maintains more than 20 dB SNR, which
assures the imperceptibility of our scheme. From the robustness tests, we can see
that the algorithm is robust to common signal processing and desynchronization
attacks. Experimental results shows that performance of the proposed scheme is
much better than audio watermarking scheme based on mean quantization.
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Abstract. Often we hear controversial opinions in digital forensics on the re-
quired or desired number of passes to utilize for properly overwriting, some-
times referred to as wiping or erasing, a modern hard drive. The controversy has 
caused much misconception, with persons commonly quoting that data can be 
recovered if it has only been overwritten once or twice. Moreover, referencing 
that it actually takes up to ten, and even as many as 35 (referred to as the Gut-
mann scheme because of the 1996 Secure Deletion of Data from Magnetic and 
Solid-State Memory published paper by Peter Gutmann) passes to securely 
overwrite the previous data. One of the chief controversies is that if a head posi-
tioning system is not exact enough, new data written to a drive may not be writ-
ten back to the precise location of the original data. We demonstrate that the 
controversy surrounding this topic is unfounded. 

Keywords: Digital Forensics, Data Wipe, Secure Wipe, Format. 

1   Introduction 

Often we hear controversial opinions on the required or desired number of passes to 
utilize for properly overwriting, sometimes referred to as wiping or erasing, a modern 
hard drive. The controversy has caused much misconception, with persons commonly 
quoting that data can be recovered if it has only been overwritten once or twice. 
Moreover, referencing  that it actually takes up to ten, and even as many as 35 (re-
ferred to as the Gutmann scheme because of the 1996 Secure Deletion of Data from 
Magnetic and Solid-State Memory published paper by Peter Gutmann, [12]) passes to 
securely overwrite the previous data. 

One of the chief controversies is that if a head positioning system is not exact 
enough, new data written to a drive may not be written back to the precise location of 
the original data. This track misalignment is argued to make possible the process of 
identifying traces of data from earlier magnetic patterns alongside the current track.  

This was the case with high capacity floppy diskette drives, which have a rudimen-
tary position mechanism. This was at the bit level and testing did not consider the 
accumulated error. 
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The basis of this belief is a presupposition is that when a one (1) is written to disk 
the actual effect is closer to obtaining a 0.95 when a zero (0) is overwritten with one 
(1), and a 1.05 when one (1)  is overwritten with one (1). This we can show is false 
and that in fact, there is a distribution based on the density plots that supports the 
contention that the differential in write patterns is too great to allow for the recovery 
of overwritten data. 

The argument arises from the statement that “each track contains an image of  
everything ever written to it, but that the contribution from each ``layer" gets progres-
sively smaller the further back it was made”. This is a misunderstanding of the phys-
ics of drive functions and magneto-resonance. There is in fact no time component and 
the image is not layered. It is rather a density plot. 

This is of prime importance to forensic analysts and security personal. The time 
needed to run a single wipe of a hard drive is economically expensive. The require-
ments to have up to 35 wipes [12] of a hard drive before disposal become all the more 
costly when considering large organisations with tens of thousands of hosts. With a 
single wipe process taking up to a day to run per host through software and around an 
hour with dedicated equipment, the use of multiple wipes has created a situation 
where many organisations ignore the issue all together – resulting in data leaks and 
loss. 

The inability to recover data forensically following a single wipe makes the use of 
data wiping more feasible. As forensic and information security professionals face 
these issues on a daily basis, the knowledge that a single wipe is sufficient to remove 
trace data and stop forensic recovery will remove a great deal of uncertainty from the 
industry and allow practitioners to focus on the real issues. 

1.1   What Is Magnetic Force Microscopy1 

Magnetic force microscopy (MFM) images the spatial variation of magnetic forces on 
a sample surface. The tip of the microscope is coated with a ferromagnetic thin film. 
The system operates in non-contact mode, detecting changes in the resonant fre-
quency of the cantilever induced by the magnetic field's dependence on tip-to-sample 
separation. A MFM can be used to image naturally occurring and deliberately written 
domain structures in magnetic materials. This allows the device to create a field den-
sity map of the device. 

1.2   MFM Imagery of Overwritten Hard Disk Tracks  

The magnetic field topography (Fig. 2A below) was imaged with an MFM to measure 
the magnetic force density. This image was captured using the MFM in Lift Mode 
(lift height 35 nm). This results in the mapping of the shift in the cantilever resonant 
frequency.  

 

                                                           
1 The MFM senses the stray magnetic field above the surface of a sample. A magnetic tip is 

brought into close proximity with the surface and a small cantilever is used to detect the force 
between the tip and the sample. The tip is scanned over the surface to reveal the magnetic 
domain structure of the sample at up to 50 nm resolution. 
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Fig. 1. The concepts of how Partial Response Maximum Likelihood (PRML) (a method for 
converting the weak analog signal from the head of a magnetic disk or tape drive into a digital 
signal) (and newer Extended Partial Response Maximum Likelihood (EPRML) drive) encoding 
is implemented on a hard drive. The MFM reads the unprocessed analog value.  Complex sta-
tistical digital processing algorithms are used to determine the “maximum likelihood” value 
associated with the individual reads.  

The acquisition time for 1 byte is about 4 minutes (this would improve with newer 
machines). The image displays the: 

• track width and skew, 
• transition irregularities, and  
• the difference between written and overwritten areas of the drive.  

Because of the misconception, created by much older technologies (such as floppy 
drives) with far lower densities, many believe that the use of an electron microscope 
will allow for the recovery of forensically usable data. The fact is, with modern drives 
(even going as far back as 1990) that this entire process is mostly a guessing game 
that fails significantly when tested. Older technologies used a different method of 
reading and interpreting bits than modern hard called peak detection. This method is 
satisfactory while the peaks in magnetic flux sufficiently exceed the background sig-
nal noise. With the increase in the write density of hard drives (Fig. 3), encoding 
schemes based on peak detection (such as Modified Frequency Modulation or MFM) 
that are still used with floppy disks have been replaced in hard drive technologies. 
The encoding of hard disks is provided using PRML and EPRML encoding technolo-
gies that have allowed the write density on the hard disk to be increased by a full 30-
40% over that granted by standard peak detection encoding. 
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(a) 
 

                               (b) 

Fig. 2. (a). This image was captured and reconstructed at a 25-µm scan from an Atomic Force 
Microscope [15]. The image displays the residual from overwrites and alignment. (b). This 
image from PCGuide.com displays the configuration of a 20 track hard drive. These tracks are 
separated into five zones which are displayed in a separate color as follows: 5 x 16 sector tracks 
in the blue zone, 5 x 14 sector tracks in the cyan zone, 4 x 12 sector tracks in the green zone, 3 
x 11 sectors tracks in the yellow zone, and 3 x 9 sector tracks in the red.  

Additionally, hard disk drives use zoned bit recording (Fig 2b) which differs from 
floppy drives and similar technologies. Older technologies (including floppy disks) 
used a single zone with a write density that is several orders of magnitude larger than 
that used with hard disks. We have not tested recovery from a floppy disk using these 
methods, but it would be expected that the recovery rate would be significantly 
greater than with respect of that of a hard disk platter - although still stochastically 
distributed. 

The fact is many people believe that this is a physical impression in the drive that 
can belie the age of the impression. This misconception is commonly held as to the 
process used to measure the magnetic field strength. Using the MFM in Tapping 
Mode2, we get a topography image that represents the physical surface of the drive 
platter. 

The magnetic flux density follows a function known as the hysteresis loop. The 
magnetic flux levels written to the hard drive platter vary in a stochastic manner with 
variations in the magnetic flux related to head positioning, temperature and random 
error. The surfaces of the drive platters can have differing temperatures at different 
points and may vary from the read/write head. This results in differences in the ex-
pansion and contraction rates across the drive platters. This differential can result in 
misalignments. Thermal recalibration is used on modern drives to minimize this vari-
ance, but this is still results in an analogue pattern of magnetic flux density. 

One of ways used to minimize the resultant error has come through the introduc-
tion of more advanced encoding schemes (such as PRML mentioned previously). 
Rather than relying on differentiating the individual peaks at digital maxima,  
                                                           
2 Tapping mode can also be called Dynamic Force mode, intermittent contact mode, non-

contact mode, wave mode, and acoustic AC mode by various microscope vendors. When op-
erating in tapping mode the cantilever is driven to oscillate up and down at near its resonance 
frequency by a small piezoelectric element. 
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magnetic flux reversals are measured by hard drive heads and processed using an 
encoding process (PRML or EPRML) that is based on determining maximum likeli-
hood for the flux value using a digital signal sampling process. Complex statistically 
based detection algorithms are employed to process the analog data stream as it is 
read the disk. This is the "partial response" component. This stochastic distribution of 
data not only varies on each read, but also over time and with temperature differen-
tials. This issue has only grown as drive densities increase. 

 

Fig. 3. This graph from IBM demonstrates how the bit size used with modern hard drives is 
shrinking. This has resulted in a dramatic increase in the density of hard disks which has re-
sulted in the error rate from movement and temperature remaining an issue even with the im-
provements in compensating technologies.  

A Track is a concentric set of magnetic bits on the disk. Each track is commonly 
divided into 512 bytes sectors. The drive sector is the part of each track defined with 
magnetic marking and an ID number. Sectors have a sector header and an error cor-
rection code (ECC).   

A Cylinder is a group of tracks with the same radius. 
Data addressing occurs within the two methods for data addressing:  

• CHS (cylinder-head-sector) and  
• LBA (logical block address).   

The issue from Guttmann’s paper [12] is that we can recover data with foreknowledge 
of the previous values, but not with any level of accuracy. The issues with this are 
twofold. First, to have any chance of recovery it is necessary to have perfect  
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Fig. 4. The hysteresis loop3 demonstrates the relationship between the induced magnetic flux 
density (B) and the magnetizing force (H). It is often referred to as the B-H loop. This function 
varies with a number of prevalent conditions including temperature. 

knowledge of what was previously written to the drive. This situation most often 
never occurs in a digital forensic investigation. In fact, if a perfect copy of the data 
existed, there would be no reason to recover data from the wiped drive. Next, the 
level of recovery when presented with a perfect image is too low to be of use even on 
a low density pristine drive (which does not exist in any actual environment). Carroll 
and Pecora (1993a, 1993b) demonstrated this effect and how stochastic noise results 
in a level of controlled chaos. The Guttmann preposition [12] is true based on a 
Bayesian a-prior model assuming that we have the original data and the pattern from 
the overwrite, but of course this defeats the purpose of the recovery process and as 
noted is still not sufficiently accurate to be of any use. Stating that we can recover 
data with a high level of accuracy, given that we have the original data, is a tautology, 
and there would be no reason to do the recovery. 

The previously mentioned paper uses the determination that the magnetic field 
strength is larger or smaller than that which would be expected from a write suggests 
the prior overwritten value. This is that a factored magnetic field strength of 0.90 or 
1.10 (where 1.0 is a “clean” write with no prior information) would represent the 
previous information written to the drive that has been overwritten. This is postulated 
to be a means through which the use of an electron microscope could be deployed to 
recover data from a drive that has been wiped. The problem with this theory is that 
there are both small write errors on an unwritten sector and remnant magnetic field 
densities from prior use of the drive sector.  

                                                           
3 Image sourced from Iowa’s State University Center for Nondestructive Evaluation NDT (Non 

Destructive Testing). 
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Fig. 5. This example displays the experimentally derived magnetic field density functions for 
hard drive rewrites where “A” displays the measured distribution of binary “1” values on initial 
copy. “B” displays the distribution of values associated with a binary “1” value following an 
overwrite with another binary “1”. 

Magnetic signatures are not time-stamped, accordingly there is no “unerase” capa-
bility [15]. Figure 4 displays the B-H loop for magnetic flux. Starting at a zero flux 
density for a drive platter that has not been previously magnetized, the induced flux 
density created when the drive head writes to the platter follows the dashed line (dis-
played in Fig. 4) as the magnetizing force is increased. Due to a combination of power 
constraints, timing issues and write density, modern hard drives do not saturate the 
magnetic flux on the drive to point "a". Rather, they use sophisticated statistical 
measures (PRML and EPRML) to determine the maximum likelihood of the value 
stored on the drive. In demagnetizing a drive (reducing H to zero) the curve moves 
from point "a" to point "b" on Figure 4. Some residue from the prior magnetic flux 
remains in the material even though the magnetizing force is zero. This phenomenon 
is known as remanence. The retentivity of disk platter will not reach the maxima (de-
fined by points “b” and “d” in figure 4) as the drive heads do not reach saturation. 
Further, fluctuations in temperature, movement and prior writes influence the perme-
ability4 of the platter. Jiles [21] notes that in the event that the temperature of a drive 
platter is increased from, 20 to 80 centigrade then a typical ferrite can become subject 
to a 25% reduction in the in permeability of the platter.  

Consequently, the B-H curve does not go back to the originating point when the 
magnetic flux is rewritten and the B-H curve will vary with use due to temperature 
fluctuations. On subsequent writes, the hysteresis curve follows a separate path from 
position "f" in Figure 4. As drive heads do not cause the hard drive platter to reach the 
saturation point, the resultant B-H loop will vary on each write. 

                                                           
4 Permeability is a material property that is used to measure how much effort is required to 

induce a magnetic flux within a material. Permeability is defined the ratio of the flux density 
to the magnetizing force. This may be displayed with the formula: µ = B/H (where µ is the 
permeability, B is the flux density and H is the magnetizing force).  
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Fig. 6 (A and B). This example displays the magnetic field density functions that were experi-
mentally obtained following a rewrite (wipe) of the prior binary unit on the hard drive. Plot “A” 
displays the density distribution associated with “1” values following an overwrite with a “0”. 
Plot “B” displays the density function for an initial “0” value that has been overwritten with a 
“1”. 

A common misconception concerning the writing of data to a hard drive arises as 
many people believe that a digital write is a digital operation. As was demonstrated 
above, this is a fallacy, drive writes are analogue with a probabilistic output [6], [8], 
[10]. It is unlikely that an individual write will be a digital +1.00000 (1). Rather - 
there is a set range, a normative confidence interval that the bit will be in [15]. 

What this means is that there is generally a 95% likelihood that the +1 will exist in 
the range of (0.95, 1.05) there is then a 99% likelihood that it will exist in the range 
(0.90, 1.10) for instance. This leaves a negligible probability (1 bit in every 100,000 
billion or so) that the actual potential will be less than 60% of the full +1 value. This 
error is the non-recoverable error rating for a drive using a single pass wipe [19]. 

As a result, there is no difference to the drive of a 0.90 or 1.10 factor of the mag-
netic potential. What this means is that due to temperature fluctuations, humidity, etc 
the value will most likely vary on each and every pass of a write. The distributions of 
these reads are displayed as histograms in Fig. 5. The distribution is marginally dif-
ferent to the original, but we cannot predict values. From Fig. 6 it is simple to see that 
even with the prior data from the initial write we gain little benefit. These images 
display the differences in the voltage readings of the drives (which are determined 
through the magnetic field strength). Clearly, some values that are more distantly 
distributed than would be expected in the differenced results (Fig. 6 B) with voltage 
values that are significantly greater then are expected. The problem is that the number 
of such readings is far lower than the numbers that result through shear probability 
alone.  

Resultantly, there is no way to even determine if a “1.06” is due to a prior write or 
a temperature fluctuation. Over time, the issue of magnetic decay would also come 
into play. The magnetic flux on a drive decays slowly over time. This further skews 
the results and raises the level of uncertainty of data recovery. 
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Consequently, we can categorically state that there is a minimal (less than a 
0.01% chance) of recovering any data on a NEW and unused drive that has a sin-
gle raw wipe pass (not even a low-level format). In the cases where a drive has 
been used (even being formatted for use) it is not possible to recover the informa-
tion – there is a small chance of bit recovery, but the odds of obtaining a whole 
word are small. 

The improvement in technology with electron microscopes will do little to change 
these results. The error from microscope readings was minimal compared to the drive 
error and as such, the issue is based on drive head alignment and not the method used 
for testing. 

1.3   Read Error Severities and Error Management Logic  

A sequence of intricate procedures are performed by the hard drive controller in order 
to minimise the errors that occur when either writing data to or reading data for a 
drive. These processes vary with each hard drive producer implementing their own 
process. Some of the most common error management processes have been listed 
below. 

ECC Error Detection: A drive sector is read by the head. An error detection algo-
rithm is used to determine the likelihood of a read error. In the event that an error 
state is considered to be unlikely, the sector is processed and the read operation is 
considered as having been concluded successfully. 

ECC Error Correction: The controller uses the ECC codes that it has inter-
preted for the sector in order to try and correct the error. A read error can be 
corrected very quickly at this level and is usually deemed to be an "automatic 
correction". 

Automatic Retry: The next phase involves waiting until the drive platter has com-
pleted a full spin before attempting to read the data again. Stray magnetic field vari-
ances are a common occurrence leading to drive read error. These fluctuations may 
result due to sudden movement and temperature variations. If the error is corrected 
following a retry, most drives will judge the error condition to be "corrected after 
retry". 

Advanced Error Correction: Many drives will, on subsequent retries after the first, 
invoke more advanced error correction algorithms that are slower and more complex 
than the regular correction protocols, but have an increased chance of success. These 
errors are "recovered after multiple reads" or "recovered after advanced correction". 

Failure: In the event that the drive is incapable of reading the sector, a signal is sent 
to the drive controller noting a read error. This type of failure is an unrecoverable read 
error. 

Modern encoding schemes (PRML and EPRML) have a wide tolerance range al-
lowing the analogue values that the drive head reads from and writes to a hard disk to 
vary significantly without loss of data integrity. Consequently, the determination of a 
prior write value is also a stochastic process. 
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2   Data and Method 

In order to completely validate all possible scenarios, a total of 15 data types were 
used in 2 categories. Category A divided the experiment into testing the raw drive 
(this is a pristine drive that has never been used), formatted drive (a single format 
was completed in Windows using NTFS with the standard sector sizes) and a simu-
lated used drive (a new drive was overwritten 32 times with random data from 
/dev/random on a Linux host before being overwritten with all 0’s to clear any  
residual data). 

The experiment was also divided into a second category in order to test a number 
of write patterns. Category B consisted of the write pattern used both for the initial 
write and for the subsequent overwrites. This category consisted of 5 dimensions: 

• all 0’s,  
• all 1’s,  
• a “01010101 pattern,  
• a “00110011” pattern, and  
• a “00001111” pattern. 

The Linux utility “dd” was used to write these patterns with a default block size of 
512 (bs=512). A selection of 17 models of hard drive where tested (from an older 
Quantum 1 GB drive to current drives dated to 2006). The data patterns where written 
to each drive in all possible combinations. 

1. The data write was a 1 kb file (1024 bits). 
2. Both drive skew and the bit was read. 
3. The process was repeated 5 times for an analysis of 76,800 data points.  

Table 1. Table of Probability Distributions for the older model drives. Note that a “used” drive 
has only a marginally better chance of any recovery than tossing a coin. The Pristine drive is 
the optimal case based on an early Seagate 1Gb drive. 

Probability of recov-
ery 

Pristine drive Used Drive (ideal) 

1 bit 0.92 0.56 
2 bit 0.8464 0.3136 
4 bit 0.71639296 0.098345 
8 bits5  0.51321887 0.009672 
16 bits 0.26339361 9.35E-05 
32 bits  0.06937619 8.75E-09 
64 bits 0.00481306 7.66E-17 
128 bits 2.3166E-05 5.86E-33 
256 bits 5.3664E-10 3.44E-65 
512 bits 2.8798E-19 1.2E-129 
1024 bits 8.2934E-38 1.4E-258 

 

                                                           
5 This represents one (1) ASCII character. 
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The likelihood calculations were completed for each of the 76,800 points with the 
distributions being analyzed for distribution density and distance. This calculation 
was based on the Bayesian likelihood where the prior distribution was known. As has 
been noted, in real forensic engagements, the prior distribution is unknown. This 
presents this method with an advantage to recovering the data that would not be found 
when conducting a forensic examination and recovery of a drive.  

Even on a single write, the overlap at best gives a probability of just over 50% of 
choosing a prior bit (the best read being a little over 56%). This caused the issue to 
arise, that there is no way to determine if the bit was correctly chosen or not. There-
fore, there is a chance of correctly choosing any bit in a selected byte (8-bits) – but 
this equates a probability around 0.9% (or less) with a small confidence interval either 
side for error. 

Resultantly, if there is less than a 1% chance of determining each character to be 
recovered correctly, the chance of a complete 5-character word being recovered drops 
exponentially to 8.463E-11 (or less on a used drive and who uses a new raw drive 
format). This results in a probability of less than 1 chance in 10Exp50 of recovering 
any useful data. So close to zero for all intents and definitely not within the realm of 
use for forensic presentation to a court.  

Table 1 below, shows the mapped out results of probable recovery with a pristine 
drive of a similar make and model6 to that which would have been used in the paper 
by Dr. Gutmann. This drive had never been used and was had raw data written to it 
for the first time in this test. The other drive was a newer drive7 that has been used (I 
used this for my daily operations for 6 months) prior to the wiping procedure. A total 
of 17 variety of drives dated from 1994 to 2006 of both the SCSI and IDE category 
where tested for this process. A total of 56 drives where tested. On average only one 
(1) drive in four8 (4) was found to function when the platter had been returned after an 
initial reading with the MFM. 

3   Data Relationships 

The only discernable relationship of note is between an initial write of a “1” on a 
pristine drive that is overwritten with a “0”. This is a function of the drive write head 
and has no correlation to data recovery, so this is a just point of interest and noting to 
aid in data extraction from a forensic perspective. All other combinations of wipes 
displayed comparative distributions of data that where suggestive of random white 
noise. 

3.1   Distributions of Data  

The tables used in this section display the probabilities of recovery for each of the 
drives tested. Although the chances of recovering any single bit from a drive are rela-
tively good, the aim in any forensic engagement is to recover usable data that can be 
presented in court. 

                                                           
6 SEAGATE: ST51080N MEDAL.1080 1080MB 3.5"/SL SCSI2 FAST. 
7 Western Digital WD1200JS. 
8 23.5% of drives where able to be used for an overwrite following an initial MFM scan.  
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These tests where run as a series of 4 tests on each of 17 types of drives. The re-
ported (Table 1) recovery rate of 92% this was the optimal rate (which was itself 
stochastically distributed). The results were in distributed over a wide range of values 
with the use of the drive impacting on the capacity to recover data. 

This clearly shows that any data recovery is minimal and that no forensically sound 
recovery is possible. The recovery of a single 32 bit value (such as an IP address) is 
highly unlikely. It has been stated9, that the smallest fragment of usable digital foren-
sic evidence is a 32 bit field (the IP address). To be used in a Civil court case, the 
evidence needs to be subjected to the balance of probability (usually 51%). In a 
criminal matter, the preponderance is set at between 95% and 99% to account for all 
reasonable doubt. The rate at which evidence may be recovered using this technique 
is too low to be useful. In fact, with the optimal recovery under 7% for a single IP 
address on an older drive. This is an event that cannot occur outside the lab. 

The bit-by-bit chance of recovery lies between 0.92 (+/- 0.15)10 and 0.54 (+/- 
0.16)11. We have used the higher probability in the calculations to add an additional 
level of confidence in our conclusions. This demonstrates that the chances of recover-
ing a single 8-bit character on the pristine drive are 51.32%. The recovery rate of a 
32-bit word is 0.06937619 (just under 7%). As such, the chances of finding a single 4 
letter word correctly from a Microsoft Word document file is 2.3166E-05 
(0.00002317%) 

Table 2 below is a table that further illustrates the wiping fallacy. We tested this by 
completing a single pass wipe, to simulate minimal use we repeated the process. 

Once again, we can see the data recovery is minimal. 

Table 2. Table of Probability Distributions for the “new” model drives 

Probability of re-
covery 

Pristine drive  
(plus 1 wipe)  

Pristine drive  
(plus 3 wipe) 

1 bit 0.87 0.64 
2 bit 0.7569 0.4096 
4 bit 0.57289761 0.16777216 
8 bits 0.328211672 0.028147498 
16 bits 0.107722901 0.000792282 
32 bits  0.011604223 6.2771E-07 
64 bits 0.000134658 3.9402E-13 
128 bits 1.81328E-08 1.55252E-25 
256 bits 3.28798E-16 2.41031E-50 
512 bits 1.08108E-31 5.8096E-100 
1024 bits 1.16873E-62 3.3752E-199 

The standard daily use of the drive makes recovery even more difficult, without 
even considering a wipe, just prior use. In this case, the 3 former wipes are used to 
simulate use (though minimal and real use is far more intensive). The chances of 

                                                           
 9 Rob Lee, SANS Forensics 508. 
10 For the optimal recovery on an old drive. 
11 On a used “new” drive. 
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recovering a single 8-bit word (a single character) are 0.0281475 (or 2.8%) – which is 
actually lower than randomly selecting the character. 

The calculated probability of recovering data from any used drive that uses a newer 
encoding scheme (EPRML) and high density was indistinguishable from a random 
guess. When recovering data from the 2006 model drive, the best determination of the 
prior write value was 49.18% (+/- 0.11)12 from the “all 0’s” pattern when overwritten 
with the “all 1’s” pattern. The other overwrite patterns actually produced results as 
low as 36.08% (+/- 0.24). Being that the distribution is based on a binomial choice, 
the chance of guessing the prior value is 50%. In many instances, using a MFM to 
determine the prior value written to the hard drive was less successful than a simple 
coin toss. 

3.2   Distribution of Recovered Data 
The following is a retrieval pattern from the drive. Where the 8-bit word is correctly 
read, a “1” is listed. Where the value did not match the correct pattern that was writ-
ten to the drive, a “0” is displayed. 

 [1]   0 0 1 0 1 0 0 1 0 0 1 1 1 0 1 0 1 1 1 1 1 0 0 1 0 0 1 0 1 0 1 1 1 0 1 0 0 0 0 0 0 0 1 0 1 1 1 
[48]  0 1 0 1 0 0 0 1 0 1 1 1 1 1 0 0 0 0 0 0 1 0 0 0 0 1 1 0 1 1 1 0 0 0 1 0 1 0 1 1 1 1 0 1 0 0 0 
[95]  0 1 1 0 0 1 0 0 1 1 0 1 0 0 1 0 1 0 0 0 1 0 1 1 1 0 0 1 0 0 1 1 0 0 0 0 1 0 1 0 1 0 1 0 0 1 1 
[142] 1 1 1 1 1 1 1 1 0 0 1 1 1 1 0 0 0 0 0 1 0 0 1 0 0 0 1 0 0 1 0 1 1 0 1 1 1 0 0 1 1 0 0 0 1 0 0 
[189] 1 0 1 1 0 1 0 1 0 0 1 1 1 0 1 0 1 1 0 1 0 1 1 1 1 0 1 1 0 0 1 0 0 1 0 1 0 0 1 1 0 0 0 0 1 0 1 
[236] 0 0 1 0 1 1 1 0 1 1 0 0 1 1 1 1 1 1 1 0 0 1 1 1 0 0 1 0 1 0 1 0 0 1 0 0 0 0 0 0 0 0 1 0 1 0 1 
[283] 0 1 0 1 0 1 1 0 0 0 1 1 0 0 0 1 0 0 1 0 0 1 1 1 0 0 1 1 1 1 1 1 0 0 1 1 0 0 1 1 1 1 1 0 0 0 0 
[330] 0 0 0 0 0 0 1 1 0 1 0 1 1 1 0 1 0 1 1 0 0 0 1 1 0 0 0 1 1 0 1 0 1 0 1 0 0 0 0 1 1 0 0 1 0 1 0 
[377] 1 1 1 0 1 0 1 0 0 1 0 0 0 0 0 0 0 1 0 0 0 1 0 0 1 1 1 1 1 0 1 1 0 1 1 0 1 0 1 1 1 0 1 0 0 0 1 
[424] 1 1 0 0 1 1 1 0 0 0 0 1 1 1 0 1 0 0 0 0 1 0 0 1 0 0 0 1 1 0 0 0 1 0 0 1 1 1 1 0 1 1 1 0 0 0 1 
[471] 1 1 1 1 0 1 1 1 1 0 0 0 0 1 0 0 0 0 0 0 1 0 0 0 1 0 1 1 0 0 1 0 1 1 1 1 1 1 1 0 1 0 1 0 0 0 0 
[518] 1 0 0 1 0 1 1 1 1 1 0 0 1 0 1 1 0 1 0 1 1 1 1 1 0 0 1 0 0 0 1 0 0 0 0 1 1 0 0 0 0 1 1 0 0 0 0 
[565] 1 1 1 0 0 0 0 0 0 1 0 0 1 0 0 1 0 0 1 1 1 1 0 0 0 0 0 1 0 1 1 1 1 1 1 1 0 1 1 1 1 0 0 1 0 0 0 
[612] 1 1 0 1 1 1 1 0 1 1 1 1 0 0 0 1 1 0 0 0 1 1 0 0 1 0 1 1 0 0 1 0 0 0 0 1 0 1 0 1 0 0 0 0 1 0 0 
[659] 1 1 0 1 0 1 0 1 1 0 0 0 0 0 0 1 1 0 1 0 0 1 1 1 0 0 0 1 1 1 0 1 1 0 0 0 0 0 1 1 1 1 1 0 0 1 1 
[706] 1 0 0 1 1 1 0 1 0 1 0 1 1 0 1 0 0 0 0 0 1 1 0 1 1 1 0 1 0 0 1 0 1 0 1 0 0 1 1 0 0 0 0 0 0 0 1 
[753] 1 0 0 1 1 1 0 0 1 0 1 1 0 0 0 0 1 1 1 1 1 0 0 0 1 0 0 1 1 1 0 0 0 0 1 0 1 0 0 0 1 0 1 1 0 0 0 
[800] 0 0 1 0 0 0 1 0 0 0 0 0 0 1 0 1 1 1 1 0 1 0 1 0 0 0 0 1 0 1 1 1 1 1 0 0 1 0 0 1 0 0 0 0 0 0 0 
[847] 0 0 0 0 1 0 1 0 0 0 0 0 0 1 0 1 1 0 1 1 1 0 1 1 0 0 0 1 1 1 1 1 1 0 0 1 0 0 0 0 1 1 1 0 0 1 0 
[894] 1 1 1 0 1 1 0 0 1 0 0 0 0 1 1 0 1 1 1 1 0 1 1 0 0 1 0 0 1 0 0 1 1 1 0 1 1 0 0 1 0 0 1 0 0 1 1 
[941] 1 0 0 0 1 0 1 0 1 0 1 1 1 1 1 1 0 1 1 0 0 0 1 0 0 1 1 1 1 0 0 1 0 1 1 1 1 1 1 0 0 1 1 1 0 1 0 
[988] 0 0 1 0 1 1 1 0 1 0 0 1 1 1 0 0 1 1 0 0 1 0 0 0 0 1 1 1 1 1 0 1 0 0 1 1 0 
 

As an example, the following is the start of the paper by Peter Gutmann [12], first 
displayed accurately, and next at an optimal retrieval level. 

3.2.1   Correct Display 
Secure deletion of data - Peter Gutmann - 1996 
Abstract  
With the use of increasingly sophisticated encryption systems, an attacker 
wishing to gain access to sensitive data is forced to look elsewhere for in-
formation. One avenue of attack is the recovery of supposedly erased data 
from magnetic media or random-access memory.  

3.2.2   Display from Recovery (Optimal) 
‰ 
‘cKræ}d8Œeti²n•of0daÊI0Ptr0G§tWÇíï_¼Á1u960eb8tÈñutW00000Dç•Ã#Ì0 
Hf$00¦000%£z0\0ã0000á0áä«it|tþÛ0u³e•Ffºi™%|eàsinqTyøîopÚ”Ë:i†aze0

                                                           
12 This is reported at a 99% confidence level. 
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®Mcryption0sîÙtems?DKtA""cÐÏ0+¢sinŒ0toK–ai2z÷c(ns~0tü0;e 
½iti)e""daÆa>s0foôce¸ÑtÒÍl2o–
ìelI¶˜$eöe›Ÿr""inf¬rm‰ion.0OnRïavem>egoN0-¨tRÁ"1i
 läßh±0"eÛoie=y0Cz-
su•¨s/`lÜ{era’Jd0dataF¨ro>•magne³;&£õãÈáã%or*r‰ndoª-Qcc«ÇŸ0mà 
@ryl00000000000000000 

Although on the perfect drive some words could be recovered, there is little of foren-
sic value. 

3.2.3   Display from Recovery (Expected) 
¡ÄuÜtÞdM@ª""îFnFã:à•ÅÒÌ¾‘¨L‘¿ôPÙ!#¯ -×LˆÙÆ!mC 
2´³„‡·}NŽýñêZØ^›l©þì®·äÖŒv¿^œº0TÏ[ªHÝBš¸ð 
7zô|»òëÖ/""º[ýÀ†,kR¿xt¸÷\Í2$Iå""•ÑU%TóÁ’ØoxÈ$i 
Wï^™oËS²Œ,Ê%ñ ÖeS» eüB®Èk‹|YrÍÈ¶=ÏÌSÃ¡öp¥D 
ôÈŽ"|ûÚA6¸œ÷U•$µM¢;Òæe•ÏÏMÀùœç]#•Q

                                                          Á¹Ù""—OX“h 
ÍýïÉûË Ã""W$5Ä=rB+5•ö–GßÜä9ïõNë-ß¨Ya“–ì%×Ó¿Ô[Mãü 
·†Î‚ƒ‚…[Ä‚KDnFJˆ·×ÅŒ¿êäd¬sPÖí8'v0æ#!)YÐúÆ© 
k-‹HÃˆø$°•Ø°Ïm/Wîc@Û»Ì"„zbíþ00000000000000000 

On the drive that had been wiped 3 times (prior) to the data being written and then 
added, the results are worse. What needs to be noted is that small errors in the calcula-
tions lead to wide discrepancies in the data that is recovered. Further, it needs to be 
noted that any drive recovered is not likely to be in a pristine state. The daily use of a 
drive reduces the chances of recovery to a level that is truly insignificant. 

4   Conclusion 

The purpose of this paper was a categorical settlement to the controversy surrounding 
the misconceptions involving the belief that data can be recovered following a wipe 
procedure. This study has demonstrated that correctly wiped data cannot reasonably 
be retrieved even if it is of a small size or found only over small parts of the hard 
drive. Not even with the use of a MFM or other known methods. The belief that a tool 
can be developed to retrieve gigabytes or terabytes of information from a wiped drive 
is in error.  

Although there is a good chance of recovery for any individual bit from a drive, the 
chances of recovery of any amount of data from a drive using an electron microscope 
are negligible. Even speculating on the possible recovery of an old drive, there is no 
likelihood that any data would be recoverable from the drive. The forensic recovery 
of data using electron microscopy is infeasible. This was true both on old drives and 
has become more difficult over time. Further, there is a need for the data to have been 
written and then wiped on a raw unused drive for there to be any hope of any level of 
recovery even at the bit level, which does not reflect real situations. It is unlikely that 
a recovered drive will have not been used for a period of time and the interaction of 
defragmentation, file copies and general use that overwrites data areas negates any 
chance of data recovery. The fallacy that data can be forensically recovered using an 
electron microscope or related means needs to be put to rest. 
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Abstract. Due to the resource constrained environments under which the Wire-
less Sensor Networks (WSNs) operate, the security protocols and algorithms 
should be so designed to be used in WSNs, as to yield the optimum perform-
ance. The efficiency of the block cipher and the mode under which it operates 
are vital factors in leveraging the performance of any security protocol. In this 
paper, therefore, we focus on the issue of optimizing the security vs. perform-
ance tradeoff at the link layer framework in WSNs. We evaluate the resource 
requirements of the block ciphers characteristically distinct from each other, in 
conventional modes and the Authenticated Encryption (AE) modes. We use the 
Skipjack cipher in CBC mode, as the basis for comparison.  To the best of our 
knowledge, ours is the first experimental evaluation of the AES cipher, the 
XXTEA cipher, the OCB mode and the CCM mode at the link layer security ar-
chitecture for WSNs.  

Keywords: Wireless Sensor Networks, Link Layer Security, Block Ciphers, 
Authentication, Encryption.  

1   Introduction 

The security protocols in typical wireless sensor networks have to be so designed, as to 
yield the optimum performance, while ensuring the essential communications security. 
In the recent years, there has been considerable improvement in the available resources 
viz. computational, memory, bandwidth and the energy availability of the wireless 
sensor nodes [1]. This technological boost is compounded with the availability of the 
IEEE 802.15.4 complaint radio transceiver chips with the security support built-in e.g. 
CC2420 [2][3].  But, in spite of the increase in the availability of the resources (a) the 
overhead due to the use of the security protocols in WSNs, is still substantial and (b) 
the use of security-enabled transceiver chips does not allow transparent enablement of 
the security support for the existing WSN applications (i.e. the application programs 
are to be re-written using the appropriate API). Hence, the security issues in (one-time-
deployed) pervasive WSN applications require careful investigation.  
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The WSNs follow the data-centric multi-hop communication, to support the proc-
essing of the data on-the-fly, while being transmitted to the base station. The advan-
tage is the reduced overall overhead in communication [4]. As a result, in the WSN 
applications based on such dynamic in-network processing of the data, the conven-
tional end-to-end security mechanisms become non-feasible [5]. Hence, the applica-
bility of the standard end-to-end security protocols like SSH, SSL [6] or IPSec [7] is 
questionable. Therefore, the security support in WSNs should be devised at the link 
layer, while assuring reasonable resource overhead.  

There are a number of research attempts that aim to do so. The notable ones are Ti-
nySec [5], SenSec[8] and MiniSec[9]. These link layer security protocols have an 
open-ended design, so as to enable the use of any block cipher with appropriate mode 
of operation.  

On the other hand, the range of applications for which the WSNs can be used, is 
very wide. Hence, it is necessary to optimize the security-levels-desired vs. the re-
source-consumption trade-off. One way to do so is to ensure that the link layer secu-
rity protocol employed is configurable, with respect to (a) the actual cipher and the 
mode of operation employed and, (b) the security attributes desired i.e. encryption, 
message authentication or replay protection. As for example, with the combined Au-
thenticated-Encryption technique that the Output Codebook Mode (OCB) [10] and the 
Counter with Cipher Block Chaining MAC (CCM) Mode [11] follow, the applica-
tions demanding both the message confidentiality as well as data integrity will be 
more efficient to implement as compared to the conventional modes. The conven-
tional modes like CBC [12] do not support message integrity check, at all. The mes-
sage integrity check mechanism like CBC-MAC [13] is required to be employed 
separately, that use one more block cipher call. At the same time, it is to be empha-
sized that for the applications demanding only message integrity, the same latter mode 
can be feasibly employed to an advantage; because the additional CPU cycles in en-
cryption (that are not required for such applications) will not be used in conventional 
modes. 

We believe that the efficiency of the block cipher is one of the important factors in 
leveraging the performance of a link layer protocol, when aiming the desired degree 
of security. Therefore, even though the Skipjack [14] (80-bit cipher key with 64-bit 
block-size) is the default block cipher used by TinySec, Sensec and MiniSec; we have 
attempted to carefully investigate the feasibility of applying the  

• Advanced Encryption Standard (AES) block cipher Rijndael (128-bit cipher key 
with 128-bit block-size) [15] and  

• light-weight cipher Corrected Block Tiny Encryption Algorithm (XXTEA) (128-
bit cipher key with 64-bit block-size) [16] 

• OCB and CCM modes as against the CBC mode as the desired block cipher mode. 

In this paper, therefore, we present our experimental results in the evaluation of the 
block ciphers, as well as the authenticated encryption modes of operation. We use the 
Skipjack in CBC mode (the default configuration employed by all the existing link 
layer security frameworks) as the baseline, for comparing our evaluation. 

To the best of our knowledge, ours is the first attempt in implementing and bench-
marking the storage requirements of the XXTEA and the AES ciphers in the CBC, 
OCB and CCM modes, in the link layer security framework in WSNs.  
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We emphasize that that the actual cipher to use and the specific mode of operation 
to be employed, must be arrived at only after looking at the specific security demands 
of the application under consideration – rather than by following any ad-hoc demands.  

Therefore, for the resource constrained WSN environments, we believe our imple-
mentation and evaluation exercise will be useful, in proposing and justifying config-
urable link layer security architecture. Such architecture implemented in software, 
will have the advantage of enabling transparent & seamless integration of security 
support for the existing WSN applications.  

The rest of the paper is organized as follows: in section 2, we present the necessary 
background on link layer protocols and an overview of the related work in the area. In 
section 3, we briefly describe the characteristics of the ciphers and the modes of op-
eration used by us. In section 4, we describe our methodology and the experimental 
setup. In section 5, we present the significance of the results obtained, whereas we 
conclude in section 6 with the future work aimed. 

2   Background and the Related Work 

In this section, we first discuss the existing link layer security architectures. Then, we 
elaborate on the related work in the area and justify that our attempt here, is indeed 
unique and significant.  

2.1   Existing Link Layer Security Architectures 

TinySec proposed in [5] is designed for the Berkeley Mica Motes. TinySec employs 
link layer encryption with Skipjack and RC5 [17] as the default ciphers in CBC mode 
and CBC-MAC as the authentication mechanism.  

TinySec realizes the goals of ensuring (a) security at reasonable performance over-
head (b) providing minimally configurable security in terms of selection of desired 
security attributes (c) seamless integration of security support for the existing WSN 
applications.  

Tieyan Li et al [6] propose an alternate link layer security architecture viz. SenSec 
that draws upon its basic design from TinySec, but offers encryption as well as au-
thentication by default.  

Luk Mark et al [7] propose another alternate architecture viz. MiniSec that is  
designed for the Telos motes [18]. MiniSec offers all the basic desired link layer secu-
rity properties viz. data encryption, message integrity and replay protection. MiniSec 
employs the OCB mode of operation, but the authors do not attempt at any sort of 
evaluation of this mode against conventional modes. Neither do the authors attempt at 
evaluating the XXTEA and AES ciphers, as we do here. 

The IEEE 802.15.4 specification specifies a new class of wireless radios and proto-
cols targeted at low power devices and sensor nodes [2]. ZigBee protocol confirms to 
the IEEE 802.15.4 standard [19]. ZigBee is a specification, targeted at RF applica-
tions that require a low data rate, long battery life. As per the IEEE 802.15.4 specifi-
cation, the block cipher employed is the 128-bit key-sized AES Rijndael in the CCM 
mode. But we argue (and indeed our performance results testify) that XXTEA (a 
lightweight cipher with minimal key setup operations) can indeed be a better choice. 
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This is so especially for those environments where the available storage is limited, but 
still the demand is for high security (with the support for 128-bit key). 

2.2   Existing Evaluations of the Block Ciphers and Modes   

In this section, we discuss other attempts at evaluating the block ciphers and their 
modes of operation and emphasize the distinction of our work, here.  

In general, the block ciphers used for evaluation in WSN environments are viz. 
RC5 [16], Skipjack [14], Rijndael [15], Twofish [20], KASUMI [21], Camellia [22], 
TEA [23].  

There have been many benchmarks and evaluation of the block ciphers for the 
WSNs as surveyed here. But none of them focus specifically on the security at the 
link layer framework. 

Law et al in [24], present a detailed evaluation of the block ciphers viz. Skipjack, 
RC5, RC6, MISTY1, Rijndael, Twofish, KASUMI, and Camellia. The evaluation is 
based on security properties, storage and energy efficiency of the ciphers. The results 
prescribe Skipjack (low security at low memory), MISTY1 (higher security at low 
memory) and Rijndael (highest speed but higher memory) as the most suitable ci-
phers. However, (a) this work does not consider the OCB & the CCM block cipher 
modes of operations (b) as against the recommendation of these results, RC5 has been 
reported to be having higher speed than AES in [25] (c) the evaluation of the ciphers 
in [24], is not done within any link layer architecture (d) no attempt has been made to 
optimize the cipher code, employing only the openSSL [26] versions of the ciphers. 

In [27], Großshädl et al attempt at energy evaluation of the software implementa-
tions of the block ciphers. The authors have considered the ciphers RC6 [28], 
Rijndael, Serpent [29], Twofish [20] and XTEA [30]. The evaluation is done by simu-
lation on the StrongARM SA-1100 processor that is used principally in embedded 
systems like cell phones and PDAs. However, this evaluation does not consider (a) 
the overhead due to the operating system support or due to the link layer security 
protocol (b) the actual deployment of the code on the sensor nodes or any typical 
WSN platform [31].   

In [32], Guimarães Germano et al discuss another attempt at evaluating the secu-
rity mechanisms in WSNs. The authors carry out a number of measurements like the 
impact of cipher on - the packet overhead, the energy consumption, the CPU and 
memory usage, the network throughput and the network latency. The authors evaluate 
the ciphers viz. TEA, Skipjack and RC5 but do not consider XXTEA and AES. 

In [33], Luo Xiaohua et al evaluate the performance of ciphers viz. SEAL [34], 
RC4 [35], RC5, TEA by implementation on the Mica2 motes. The evaluation makes a 
surprising claim that RC5 is not suited for the WSNs. 

In [36], Ganesan Prasanth et al attempt on analyzing and modeling the encryption 
overhead by estimating the execution time and memory occupancy for the encryption 
as well as message digest algorithms viz. RC4, IDEA[37], RC5, MD5[38], and 
SHA1[39] on various hardware platforms. Thus, the algorithms like the AES 
Rijndael, XXTEA, Skipjack are not considered, which we do here.  

Thus, none of these evaluations consider the evaluation of (a) Authenticated En-
cryption (AE) modes of operations (b) the corrected Block TEA (XXTEA) cipher and 
(c) the AES Rijndael cipher on link layer architecture, as we attempt to do, here. 



262 D. Jinwala, D. Patel, and K. Dasgupta 

3   The Block Ciphers and the Modes Examined 

We have selected the Rijndael and XXTEA ciphers for evaluating their performance 
against the TinySec default cipher Skipjack operating in the CBC mode of execution.  

Skipjack cipher uses 80-bit key and 64-bit block-size in 32 rounds of an unbal-
anced Feistel network. The best cryptanalytic attack on Skipjack is reported on 31 of 
the 32 rounds of the cipher, employing differential cryptanalysis [40].   

We believe that the size of the cipher key is an indicative measure of the strength 
of the computational security of the cipher. At the minimum, the cipher key size must 
be enough, so as to prevent the brute force attack against the cipher. With the rapid 
advancement in technology, the conventional key size of 80-bits is no longer suffi-
cient. As per the claims of RSA Security Labs, 80-bit keys would become crackable 
by 2010 [41]. Hence, it is essential to move towards ciphers with 128-bit cipher key 
sizes.  

Our selection of the XXTEA cipher is based on it being a 128-bit key size cipher. 
It is a simple lightweight cipher, proposed by David Wheeler and Roger Needham in 
1998 [16]. The cipher was proposed to improve upon its predecessor XTEA [30]. 
XXTEA is an unbalanced Feistel network cipher with at least 64-bit block-size, em-
ploying 32 cycles. Because of its simplicity in design, we believe XXTEA is appro-
priate cipher for the resource constrained WSN environments.  

Rijndael is a block cipher with variable 128/192/256-bit key-size, the variable 
128/192/256-bit block-size and variable 10/12/14 rounds. We have selected Rijndael 
in the configuration of 128/128/10. 

Finally, we have selected the OCB and the CCM modes because these are the AE 
modes of operation. The OCB mode was first proposed by P. Rogaway et al in [10] 
whereas the CCM mode was first proposed by R. Housley et al in [11].  

The principal advantage of AE schemes is the overall lower computational costs, 
because of the integration of the computation of the MAC into the block cipher call. 
Thus, the AE schemes avoid the need to use two different block cipher calls viz. a 
computation of MAC for authentication and a block cipher encryption for confidenti-
ality. The CCM mode requires only two block cipher calls per each block of 
encrypted and authenticated message and one call per each block of associated 
authenticated data. Similarly OCB mode requires only four block cipher calls.  

Albeit for this gain in performance, it is emphasized that the AE modes are useful 
only when an application demands confidentiality as well as message integrity both. 
The applications requiring only integrity of the message, the AE modes are not useful. 

4   Experimental Setup and Methodology of Evaluation 

In this section we present the tools and the platform used by us for the experiments 
conducted as well as the methodology adopted and the test application used to do so.  

4.1   Platforms and Tools Used  

We have used the TinySec in the TinyOS 1.1x operating environment [42] with the 
nesC [43] as the language of implementation. We have also employed TOSSIM simu-
lator [44] for simulation and then deploy the code on the Mica2 sensor nodes.  
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We have used Avrora simulator [45] to carry out the evaluation of the CPU cycles, 
throughput and energy consumed by the cipher. Avrora is an emulator implemented in 
Java that runs the runs actual Mica code, while emulating each WSN node as its own 
thread. Avrora runs code in an instruction-by-instruction fashion. 

Thus our evaluation is based on a three-step approach: (a) first, we simulated the 
performance of the ciphers and modes implemented in nesC. The nesC compiler itself 
gives as output, the RAM and ROM requirements of the application under considera-
tion (b) next, we determine the throughput in bits/sec and the energy consumed using 
the Avrora simulator (c) third, we deploy the application under consideration on the 
Mica2 motes Atmega128L processor at 7.3728 MHz with 128 KB Flash and 4 KB of 
Data memory and Chipcon CC1000 radio.  

One question which arises here is: why did, we employ Mica2 motes, when re-
source enriched next generation motes like Intel iMote [46] and Crossbow Iris motes 
[47] are available, today. We believe that (a) our evaluation that is carried out on 
more stringent environment of Mica2 motes, can always be true in more    resource-
rich environments (b) the deployment of the type of motes to be used for various 
applications, varies with the level at which it is deployed. Hence, for mass deploy-
ment in unattended environments, the cheaper Mica2 motes can indeed prove to be 
more economical as compared to the expensive next generation motes. 

4.2   The Test Application 

We employ a simple application which comes bundled with the TinyOS for the 
evaluation. The pseudocode of the application is as shown below whereas the call-
graph of the application generated with the compiler is shown in Fig. 1.  

Algorithm: TestTinySec 
1. initialize counter to 0 
2. while (Timer fires){ 
    increment the counter;  
    if (Send(Data Packet)) then LED = green; 
    else  
    if(Receive(Data Packet)) then LED = red;  
} 

As can be observed, the application under consideration, implements a counter 
(which is part of the data packet sent/received over the radio) that is incremented on 
firing of a timer.  

The counter value is periodically modified by the component Counter. It is further 
passed by TestTinySecM (the main module of the application) through the SendMsg 
interface of TinyOS, for onward transmission over the radio, to the component Se-
cureGenericComm of TinyOS. Also, when the message is sent, the Leds interface is 
used to toggle the LED on the mote. When the message is transmitted by a mote, the 
LED is turned green whereas, when the message is received by a mote, the LED is 
turned red. The entire communication takes place with the security attributes enabled. 
In Fig. 2, we show the partial call-graph depicting the security components of the 
TinySec that come into play, during the execution.  
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Fig. 1. The Call-graph of the Test Application 

TinySec has been designed to be modular with respect to the selection of the 
block cipher and the modes of operation. But, as shown in Fig. 2, the component 
SkipJackM that implements the Skipjack cipher and the component CBCModeM 
that wires Skipjack cipher in CBC mode; are the default cipher and mode of  
operation.  

The authentication support is implemented in the component CBCMAC. 
Thus, SkipJackM, CBCMAC and CBCModeM components are not implemented 
by us. 

We implement our nesC components of the ciphers RC6, XXTEA (Fig. 3) and 
AES. We implement AES in two versions viz. speed-optimized (AESSPO) and the 
size-optimized (AESSIO) ones. We also implement the block ciphers modes nesC 
components viz. CCMM and OCBM. 

For implementation, we have used the size-optimized C-versions of AES in [48] 
and the XXTEA version in [16] and converted these versions into the nesC. We have 
also used the speed-optimized version of AES from [41], to implement two different 
versions to suit different environmental constraints.  

 

Fig. 2. Partial Call-graph of the application with Skipjack cipher in CBC Mode 
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Fig. 3. Partial Callgraph of the application with XXTEA in OCB Mode 

We then modified the configuration files of TinySec to use the ciphers Rijndael, 
RC6 and XXTEA and the OCB and the CCM as the modes of operation in various 
combinations viz. Skipjack-CBC, Skipjack-OCB, XXTEA-CBC, XXTEA-OCB and 
AES-CBC.  In Fig. 3, we show the sample partial snapshots of the TestTinySec call-
graph with XXTEA cipher in OCB mode.  

We compared the openSSL version of AES with the version described in [48]. The 
openSSL version uses one 8-bit 256-entries S-box and four 32-bit 256-entries forward 
and reverse tables each, thus consuming a total static storage of 8.448 KB. Due to the 
lack of the need for generating the F-table and the S-table dynamically during the 
execution, this version is expected to offer higher speed at the cost of requirement of 
higher storage. We call this version of AES, as the AESSpeedOptimized (AESSPO).  

As compared to openSSL version, the size-optimized nesC version of AES that is 
based on the one in [48], uses dynamic computation of tables using only one 8-bit 256 
entries S-box and one 32-bit 256 entries forward and reverse tables each. Thus it con-
sumes a total static storage of 2.304 KB. The reduction in storage is 72%, over the 
openSSL version. We call this version of AES as the AESSize/StorageOptimized 
(AESSIO). Also, since the AES and RC6 are 128-bit ciphers as compared to the 64-
bit Skipjack and XXTEA, we made appropriate logical changes in the TinySec files, 
for obtaining this support.  For XXTEA, RC6 and AES, we also changed the default 
tinyos-keyfile to enable the support for 128-bit cipher keys. 

5   Performance Results and Analysis  

We now present the results of evaluations of the storage requirements, throughput 
(bits/sec) and the energy requirements for various modes. In Fig. 4 we show the per-
centage increase in memory when using the AES cipher.  

From Fig 4, we can see that for the MICA2 motes with only 4KB of RAM, an 
overhead of only 13.46% and 12.98% results, when using the OCB or CCM mode 
with the AESSPO and AESSIO implementation. The significant advantage is the 
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increased security strength due to the standard 128-bit cipher, wired in OCB/CCM 
modes of operations. 

 

Fig. 4. Increase (%) in RAM/ROM over the Skipjack in the CBC mode 

 

Fig. 5. Increase (%) in CPU cycles over the Skipjack in CBC mode 

As per our results shown in Fig 5, we can see that the CPU cycles in the CBC, 
OCB and CCM modes (with AESSPO) are 129.08%, 48.09% and 131.31% higher 
respectively, over the same with Skipjack cipher in CBC mode. 

The corresponding figures for the AESIO version are similar. Thus, when employ-
ing OCB mode, the penalty in terms of increased CPU resources, is much lesser than 
the same when employing CBC/CCM modes. 
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Fig. 6. (%) Penalty in throughput with OCB/CCM (AES)  over CBC (Skipjack) 

In Fig. 6 we show the penalty in the form of lesser throughput when employing the 
AES cipher. As can be observed, when employing our version of the AESSpeedOp-
timized in OCB, the percentage reduction in throughput is minimal, as compared to 
the CBC mode.  

 

Fig. 7. (%) Penalty in Energy consumption with OCB/CCM (AES) over CBC (Skipjack) 

This is a significant observation pointing to the fact that security strength due to 
128-bit key-size with a stronger mode like OCB, is obtained at much lesser overhead. 
Hence, the OCB mode must be the preferred mode of operation.  

As can be seen from Fig. 7, the penalty in energy consumption in Mica2 motes for 
the OCB/CCM modes employed in 128-bit key-size cipher is much less as compared 
to the Skipjack cipher in CBC mode. Even in the next generation motes, the energy 
availability has almost remained the same. So our results indicating lesser penalty in 
energy consumption for OCB/CCM modes are even more significant and vital. 
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Fig. 8. RAM & ROM requirements for ciphers 

In Fig. 8, we show the storage requirements for the ciphers under consideration. 
We observe the RAM requirement of the cipher XXTEA to be minimal - again which 
is a significant advantage because the size of RAM has not grown as significantly 
even in the next generation motes as ROM. Next, in Fig. 9, we show the throughput 
for encryption and decryption operations for the ciphers, under consideration.  

 

Fig. 9. Throughput in Encryption/Decryption for ciphers 

The throughput of Skipjack as such is the highest. But when considering the keys-
setup operation also,  the throughput of Skipjack is expected to be lower than the 
XXTEA cipher – since XXTEA cipher almost has minimal keys-setup.  

From the observed energy requirements of the ciphers, in Fig. 10,  it is clear that 
(a) as compared to Skipjack (80-bit keysize), the energy requirement of the 128-bit 
key-sized lightweight cipher XXTEA is only slightly higher (b) the energy demands 
of the speed-optimized version of AES is quite low, but it requires higher memory (c) 
since energy constraints in motes are always severer, XXTEA cipher gives the best of  
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both the worlds – it requires lower memory, provides the security strength due to 128-
bit keysize and demands lower energy resources as compared to other 128-bit key-
sized ciphers like RC6 and AES. 

But as mentioned before, the throughput of XXTEA is the least. This is due to the 
large number of rounds (32) involving combinations of rotations and exclusive OR 
operation.Note that XXTEA cipher does not have any substitution operation – it 
achieves the required non-linearity through only the combinations of additions 
modulo 232, rotations and Ex-OR operations. While the designers of XXTEA pro-
claim having considered substitution also as one of the options, it is worthwhile (with 
increasing storage availability in motes) to investigate a combination of substitution 
and rotation based operations in XXTEA with lesser number of rounds, than present. 
The energy consumption of the XXTEA cipher is higher than the speed-optimized 
version of AES, but obviously this gain is at the cost of the increased storage con-
sumption. Hence, depending upon the availability of the resources either of the 
XXTEA or the AES versions can be employed to attain the higher security strength. 

 

Fig. 10. Energy in Encryption/Decryption for ciphers 

6   Conclusion and Future Work 

Our experimental observations lead to vital significance and conclusions. (a) First, the 
experimentation clearly proclaims the possibility of employing 128-bit key-sized 
ciphers even in the software implementations of link layer security framework (b) the 
simplicity of XXTEA is worth exploited in the resource constrained WSN environ-
ments (c) other 128-bit ciphers like RC6 are not suitable for the resource starved sen-
sor nodes  (d) since the OCB mode proves to be highly efficient in reducing the over-
all overhead, it must be the natural block cipher mode of operation for WSNs. 
However, being an AE mode, OCB is suitable only for those applications demanding 
both the confidentiality of data as well as message integrity.  

Therefore, we believe that the link layer security should be implemented in soft-
ware with a configurable design:  so that the application programmers can tune the 
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underlying security architecture to suit the demands of the applications with minimum 
overhead. That is, when the applications under consideration demand only the mes-
sage integrity and not confidentiality, the security architecture should be configured to 
employ the CBC block cipher mode, while OCB otherwise. Such configurable archi-
tecture can then be suitably used employed in further research involving investiga-
tions into the link layer security in the WSNs.  

Our current work is focused in the implementation of such configurable link layer 
security framework.  
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Abstract. As more people adopt the Internet as a medium of commu-
nication, the Internet has developed into a virtual world and this has
resulted in many online social networks (SN). MySpace and Facebook,
two leading online SN sites, have a combined user base of 170 million as
of 2008. SN sites started to offer developers open platforms that provide
users’ profile information to the developers. Unfortunately, the applica-
tions can also be used to invade privacy and to harvest the users’ profile
information without their acknowledgement. To address this vulnerabil-
ity, we propose a privacy-management system that protects the accessi-
bility of users’ profile. The system uses probabilistic approach based on
information revelation of users. Our experimental result shows that the
system can achieve high accuracy rate of 75%.

Keywords: Privacy, Privacy management, Social network, Facebook.

1 Introduction

Communication among friends, colleagues, and family members has been chang-
ing from strictly face-to-face interaction to increasingly include cyberspace or on-
line social networking (SN) where individuals can receive/send messages, share
photos, join groups, read gossips, and meet with strangers. The number of people
with Internet access has fostered an environment where real-life social activities
transform into online social activities [1]. As with real-life social networks, we
can cluster this online social networking into sub-networks with common values.
Among such values may be family bonds, common interests, regions, political
preferences, activities, ideas, and religions. Anyone can join a particular sub-
network, which makes online SNs quite diverse.

Since they do not require face-to-face interaction, online SN sites make it easy
to find and meet people. To ensure online interaction takes place, users tend to
post personal information such as their actual names, birthdays, political prefer-
ences, religions, relationship status, interests, activities, favorite music, listings
of movies, and other information they believe will attract others. This posting
provides credibility (through identifying credentials) and suggests areas of com-
patibility between parties. In addition, the online SN allows users distribute their
information through the network efficiently and quickly. For example, users hav-
ing parties can send event invitations to their networks. Users may learn more
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about friends on the social network site than they would in face-to-face meet-
ings. Thus, sharing common interests and ideas with friends makes online SNs
attractive cyber-places to hang out [2].

In this study, we will study architecture of Facebook platform and its privacy
hole. Using the privacy hole of Facebook, we will show a way to harvest users’
profile information. Finally, we will purpose a possible solution to protect privacy
of Facebook users.

2 Background

Privacy is an inevitably issue for online SN. It has become much easier these
days to find almost any person’s personal information through highly sophisti-
cated online technologies with search engines such as Google, Yahoo, and Ask.
Social Networking Sites (SNS) provide the next big step toward invading users’
privacy because users willingly post personal information either without consid-
ering the consequences or believing that their information is somehow protected.
However, practically this is not always the case and privacy on social networking
sites has received more attention from individuals in many fields of study, par-
ticularly, computer science, information science, and sociology. In 2007, Acquisti
and Gross of Carnegie Mellon University [3] reported some privacy issue on Face-
book. Their survey of 40 questions relating to Facebook privacy was taken by 506
respondents. Acquisti and Gross analyzed survey-takers behavior on Facebook
based on before and after learning information revealed on Facebook. They also
pointed out misconceptions of members’ profile visibility in their network based
on the survey.

Social networking has become increasingly popular among teenagers who can
easily become victims of privacy invasion because of lack of awareness of privacy
issues[4] [1] [5]. Consequently, members of this group reveal more information
on their profile sites than older users. This lack of awereness can lead to unex-
pected consequences. To address this issue, Susan B. Barnes [6] proposes three
approaches to solve this problem: social, technical, and legal. Social networking
is one of the technologies that changes our everyday life-style. Danah Boyd’s
study [4] showed four properties: persistence, search-ability, exact copy-ability,
and invisible audiences that SN sites had, but conventional face-to-face inter-
action did not. These properties had been changing the way people interact,
especially for young people.

3 Facebook

Facebook is the Internet’s fastest growing SNS. Facebook, founded by Mark
Zuckerberg and launched on February 4, 2004, was initially restricted to Harvard
University. However, because of its rapid success, Zuckerberg expanded it to users
at Ivy League schools. Facebook was quickly spreading throughout institutions
around the world. Any user with a valid university email address could join in.
From September 2006 to September 2007, Facebook’s Internet traffic ranking
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jumped from 60th to 7th [7]. From September 2006, Facebook became accessible
to any user 13 or older [8]. As of November 2007, Facebook had more than
55 million active users and 60 million users by the end of 2007. Facebook’s
average new user registration per day since January 2007 was 250,000 [8]. Open
platform, one of Facebook’s main features, attracts a large audience to Facebook
from a variety of fields including multi-million dollar corporations, entrepreneurs,
and student developers [8]. Facebook made its platform available to application
developers in April 2007. As of May 2008, the number of applications available
to users had grown to 24,800 [7].

3.1 Facebook Platform

Introducing open platform on a social networking site makes a breakthrough
that gives both developers and companies creative freedom. As of June 2007.
On the Facebook social network, there were 40,000 Facebook application devel-
opers, and it attracted 1,000 developers daily [9]. Three reasons may account
for this. Firstly, using the open platform, advertising firms can exploit social
graph of users to have a clearer understanding demographic of the users, so it
is shown to be effectively way to distribute information to potencial customers
using the social graphs [8]. Secondly, developers can develop applications quickly
on the Facebook platform, making it attractive from a profit measure. Thirdly,
the platform is available in many programming environments, such as PHP,
ASP, ColdFusion, Java, C, C++, and Python, so the developers can select their
comfortable environments [8].

Fig. 1. Data transaction mechanism between Facebook platform and Facebook API
REST servers

The Facebook platform is based on a representational state transfer (REST)-
like interface. Figure 1 depicts a high-level architecture of the Facebook plat-
form. Information resource is located at Facebook API REST server, and this
information is retrieved by method calls in the Facebook API located on the de-
veloper’s server. Data transaction between the REST server and the application
uses either HTTP GET or POST request methods [8]. Using the Facebook API,
applications can access a database of information as given in Table 1, can be
considered as sensative information for some users. A complete list can be found
at [8] 1.
1 http://developers.facebook.com
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Table 1. Using Facebook platform, application developers can access users’ personal
and social information

Tables Description

user User profile information first name,
last name, birthday, sex, hometown
location, current location, political
preference, religion, work history,
education history, interests,
activities, etc.

friend All friends of a user. Facebook
API method returns list of user
IDs (uid).

group Groups a user belongs to along with
group IDs (gid), names, group types,
and descriptions.

group member Member list of a specific
group

event Upcoming event organized by group
or friend along with that event’s
unique ID (eid).

event member Invited members’ status of
an event.

3.2 Facebook Privacy Policy

Facebook believes in openness of information on the its network. Its privacy
setting is based on an opt-in policy, in which Facebook users’ information is ac-
cessible to all of Facebook’s SNS users and to platform applications by default.
This means that Facebook considers its members to be legitimate users will not
violate Facebook rules and policy. In reality, not everyone is legitimate user and
obeys its policy. Therefore, Facebook does not enforce its privacy policy rigor-
ously enough to protect its legitimate users from invasions of privacy and even
criminal activity. As shown in Table 1, the amount of information available to
strangers is high on Facebook. In default setting, miscreants can easily identify
a user’s first name, last name, birthday, email address, physical address, phone
number, relationship status, political reference, religion, hometown, favorite mu-
sic, TV shows, books, groups that user belongs to, and a variety of other personal
information.

Facebook clearly publishes the following statements on its new users’ term.
First, Facebook does not review and approve any application before it is pub-
lished on the network:

“. . .Platform Applications have not been approved, endorsed, or reviewed in
any manner by Facebook, and we are not responsible for your use of or inability to
use any Platform Applications, including the content, accuracy, or reliability of
such Application and the privacy practices or other policies of Developers. YOU
USE SUCH PLATFORM APPLICATIONS AT YOUR OWN RISK . . . ” [8].
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Second, any application that is installed on user’s friend’s site can access all user’s
information that is allowed by the user: ”. . . If you, your friends or members of
your network use any Platform Applications, such Platform Applications may
access and share certain information about you with others in accordance with
your privacy . . . ” [8].

Facebook’s privacy statement suggests that users who are agree to its terms,
know that they are agreeing to make any of their information placed on the
site accessible by any users on a same network and platform application. In
our study, we find that most Facebook users are unaware of the default privacy
setting they are agreeing to. In section 4, we discuss how this information can be
exploited and how this exploitation can be implemented by the Facebook API.

4 Facebook Privacy Issue

Demographic factors, such as age, education level, and wealth, influence level of
privacy concerns [5]. In this section we explore about how much information is
revealed by different demographics. Having an open platform that makes it easy
to access social and personal information means maintaining users’ privacy must
be in a careful consideration. In the case of Facebook, open platform creates a
privacy hole. Many users post personal information without knowing that mali-
cious users (hackers) can harvest and exploit their information. In addition, the
application privacy setting by default is configured to allow all platform appli-
cations to access users’ profile information. This, again, makes that information
available to potentially dishonest hackers and other criminals. To find out how
much information Facebook users reveal on their profile, we analyze sample of
4,919 Facebook users on the University of North Texas network. (The online
SN has 34,790 registered members.) Gender ratio is 35% female and 65% male.
Our research shows that 75% of the users reveal their education history after
high school (Fig. 2); 70% disclosed their high school’s name; more than 60%
posted their favorite movies, music preferences, interests, relationship status,

Fig. 2. Example of how much personal information is revealed on UNT social network
site, and result is based on 4,919 users
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Fig. 3. Once a user installs an application, his social network is accessible by the
application, which creates privacy hole in the social graph

and age; 57% listed books they like; between 45-51% revealed their hometown,
their favorite TV shows, activities, and political preference which can be one of
libertarian, apathetic, very conservative, conservative, moderate, liberal, or very
liberal; and, 21% disclosed the city where they currently resided.

Facebook’s policy of neither approving nor reviewing platform applications
developed by third parties and high number of users uninformed about their
privacy settings make Facebook users’ personal and social information easily
harvestable using Facebook API. An unscrupulous developer can exploit this
vulnerability. Figure 3 shows the harvesting process. Each user’s site carries
information of profile, group, and friend. Information can be harvested based on
this information.

Figure 3 shows a user’s social graph. Exploiting Facebook’s privacy hole, a
malicious application harvests the user’s personal and social information. In
addition, the user’s social information can be used for further information har-
vesting. The following is an example of a pseudocode to harvest a user’s social
graph: after UserA installs an application, the application harvests profile infor-
mation of UserA’s social network. G and F denotes groups and friends, respec-
tively. A function Get() returns profile information, group information, friend
information, or group member information depending on one of the arguments:
profile, group, friend, or member, respectively.

A malicious program installed by User A

1: A = Get (profile (User A)) // Input: User A’s profile information
2: G = Get (group (A)) // Extract groups where A belongs
3: F = Get (friend (A)) // Extract A’s friends
4: StoreData // Variable or database to store profile information
5: for f ∈ F do
6: G += Get (group (f))
7: end for
8: Delete duplicating groups in G
9: for g ∈ G do

10: V += Get (member (g))
11: end for
12: Delete duplicating data in V
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13: for v ∈ V do
14: StoreData += Get (profile (v))
15: end for

Once the user installs an application, the open platform’s API gives the appli-
cation access to the user’s profile, friend, and group information. On Facebook,
each user and group has unique ID (uid and gid). Once their harvesting program
recovers these IDs, its developers can easily collect and use these information.
As this example demonstrates, by writing a simple PHP code on top of the Face-
book platform, developers can find harvesting information that users believe is
private and personal to be a trivial task. In this section we demonstrated how
much information can potentially be revealed by Facebook users using an SNS.

5 Analysis on Information Revelation

In Sect. 4 we demonstrated that Facebook users’ information can be harvested
because of the default privacy setting by platform applications. In this section, we
report our analysis of data from four categories: gender, age group, relationship
status, and political preference. In fact, we further investigated to build privacy
protection system based on these results in Sect. 6. Each category exposes inter-
esting results. The analysis is based on 4,919 Facebook users in the UNT social
network. Although Facebook did not require that users reveal the information,

Table 2. Demographic of data revelation by gender, age, relationship, and politic
preference

Category Group Revelation (%)

Sex Male 35
Female 65

Age 15-19 4
20-24 82
25-29 14
30-up 0.5

Relationship Singe 47
Status In Relationship 35

Engaged 6
Married 12
Complicated 0
Open Relationship 0.4

Political Very Liberal 6
Preference Liberal 28

Moderate 34
Conservative 24
Very Conservative 2
Apathetic 4
Libertarian 3
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(a) Information revealed by different genders

(b) Information revealed by different age groups

(c) Information revealed by users in different relationship status

(d) Information revealed by users in different political references

Fig. 4. Informtion revelation based on gender, age, relationship status, political
preference
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62% (3,045) revealed their age; 64% (3,143) exposed their relationship status;
and 48% (2,358) showed their political preference.

In Table 2, we further analyze the data by gender, age, relationship sta-
tus, and political preference. From 4,919 users profiles examined, 65% revealed
the user as female and 35% male. We find that 82% of 3,045 are between 20
and 24 years old and 18.5% of 3,045 are in age group of 15-19, 25-29, or 30-
Up. Table 2 (Relationship Status) shows that majority of the users who reveal
their relationship are singles. However, no one was in complicated relationship.
Table 2 (Political Preference) shows that 84% of 2,358 reveal their political pref-
erence are conservative, moderate, or liberal.

From Fig. 4(a), we find that female users are less likely to reveal their personal
and social information than male users. Figure 4(b) shows that on average age
group between 20 and 29 reveals more personal and social information than
any other age groups. In addition, Fig. 4(c) illustrates on average that users are
engaged or married reveal more information than any other status. Apathetic and
libertarian users disclose more information than any other political references as
shown in Fig. 4(d).

6 Privacy Protection Mechanism

In this research, we attempt to mathematically formalize users’ data revelation
behavior on social network sites. The preliminary model is developed to facilitate
privacy protection mechanism. Facebook users can configure what information
to be available to platform applications. However, Facebook privacy setting is
configured after opt-out. In other words, all of a user’s profile information is
accessible unless the user knows that specific information must configure as in-
accessible. As we can see from Sec. 4 and 5, an opt-out model does not provide
sufficient protection against data harvesting. In this section, we address this issue
and develop a privacy-protection system (PPS) that automatically configures a
user’s privacy settings based on the user’s profile information. Figure 5 shows the
model of our privacy-management system. The system uses three components:
profile information (PI), privacy manager (PM), and profile zoning (PZ).

Profile Information (PI) contains two types of information: personal and social
information. The personal information contains age, relationship status, and
political views. On the other hand, social information consists of hometown,
current residency, activities, interests, music, TV shows, movies, books, high
school information, education history, profile note, and wall postings. We select
personal information as our main features that can characterize users’ personality
and can be easily obtained from profile information.

In profile zone (PZ),PPS divides the user’s profile information into two zones.
One zone carries informationwhich is accessible byplatformapplication.The other
zone carries information, which can not be accessed by plateform application.

Privacy configuration takes place in the privacy manager (PM). PM performs
its task in two phases. Phase 1 is sampling the network to discover information
—revelation behavior. Sampling should not take place every time a new user
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Fig. 5. Privacy management system for configuring users’ privacy setting for
applications

joins the network, but it only after a significant change in network population or
substantial number of users changing their personal information. In this study,
we randomly selecte 4,919 users in the University of North Texas (UNT) network.
In phase 2, PM configures the user’s privacy setting using revelation matrix and
threshold matrix. With this system, users would have to opt-out of privacy rather
than opt-in to making all their information public.

6.1 Building Revealation Matrix

Revelation matrix is built using statistical analysis on personal information of
4,919 UNT users. Personal information is categorized as follows: gender with two
subgroups of male and female; age with four subgroups of ages range 15 to 19, 20
to 24, 25 to 29, and 30 and up; relationship status with five subgroups of single
(S), in relationship (IR), engaged (E), married (M), and open relationship (OR);
and political preference with seven subgroups with very liberal (VL), liberal (Li),
moderate (M), conservative (Con), very conservative (VC), apathetic (A), and
libertarian (Ln). On each subgroup, the same statistical analysis is applied. Let’s
take an example of male subgroup. First step is finding all male users from the
sample of 4,919 users, and than calculate percentage of the users who reveal age,
hometown, current residence, etc. Equation 1 is applied for each subgroup. Ri,j

is percentage of users who are in j subgroup reveal their feature i, where i =
{Age, Hometown, Cur.resident..., Wall}, j = {Male, Female, 15− 19, ..., Ln},
ni and Nj are total number of users corresponding to i and j, respectively.

Ri,j =
ni

Nj
. (1)

An element of the revelation matrix can also be interpreted as a probability of
users revealing profile features based on their personal information.

6.2 Building Threshold Matrix

The second step in sampling network phase is building threshold matrix. Thresh-
old matrix shows what is average feature revelation for each subgroup. Using
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Table 3. Demographic of features revelation by gender, age, relationship, and politic
preference

Gender Age Relationship status Political preference

Male Female 15-19 20-24 25-29 30-Up S IR E M OR VL Li Mo Con VC A Ln
Age 0.83 0.51 x x x x 0.84 0.84 0.83 0.86 0.92 0.85 0.82 0.84 0.86 0.76 0.84 0.87
Hometown 0.64 0.39 0.68 0.64 0.54 0.48 0.63 0.64 0.72 0.67 0.67 0.65 0.65 0.66 0.64 0.66 0.64 0.81
Cur. resident 0.29 0.16 0.28 0.28 0.28 0.17 0.27 0.28 0.31 0.36 0.25 0.31 0.32 0.31 0.27 0.26 0.39 0.24
Gender x x x x x x x x x x x x x x x x x x
Relationship 0.85 0.53 0.85 0.86 0.87 0.87 x x x x x 0.90 0.83 0.88 0.89 0.88 0.92 0.90
Political view 0.66 0.38 0.48 0.65 0.66 0.83 0.65 0.64 0.70 0.70 0.50 x x x x x x x
Activities 0.68 0.40 0.68 0.66 0.65 0.70 0.68 0.67 0.67 0.67 0.50 0.62 0.71 0.70 0.68 0.74 0.69 0.79
Interests 0.84 0.52 0.78 0.85 0.83 0.70 0.85 0.84 0.83 0.84 0.75 0.88 0.86 0.88 0.84 0.88 0.91 0.87
Music 0.88 0.55 0.87 0.88 0.87 0.78 0.90 0.89 0.86 0.85 0.75 0.91 0.92 0.91 0.88 0.96 0.96 0.90
TV shows 0.64 0.43 0.79 0.67 0.59 0.61 0.68 0.66 0.72 0.69 0.75 0.66 0.72 0.73 0.66 0.72 0.74 0.73
Movies 0.85 0.54 0.83 0.86 0.85 0.83 0.87 0.86 0.89 0.83 0.92 0.88 0.89 0.90 0.86 0.88 0.89 0.91
Books 0.75 0.47 0.65 0.77 0.73 0.78 0.78 0.75 0.78 0.77 0.58 0.85 0.82 0.80 0.76 0.86 0.88 0.93
High school 0.92 0.59 0.92 0.95 0.92 0.87 0.93 0.93 0.92 0.95 0.92 0.96 0.94 0.94 0.95 0.84 0.91 0.89
Education 0.98 0.62 1.00 0.99 0.99 1.00 0.99 0.99 0.99 0.99 1.00 1.00 1.00 0.99 0.98 1.00 0.96 1.00
Note 0.21 0.14 0.44 0.21 0.15 0.22 0.25 0.21 0.15 0.17 0.42 0.31 0.29 0.22 0.14 0.20 0.21 0.26
Wall 0.96 0.60 0.93 0.96 0.98 0.87 0.96 0.96 0.94 0.98 1.00 0.91 0.94 0.97 0.96 0.98 0.96 0.97

revelation matrix, threshold is calculated as Eq. (2), where Tj is average profile
—feature revelation for subgroup j and |i| is size of the feature set.

Tj =
1
|i|

∑

i

Ri,j . (2)

Threshold matrix shows that what is average probability for each subgroup.

6.3 Configuring Privacy Setting

To find a suitable privacy setting for profile features, we use joint probability
technique on the four —main features: age, gender, relationship status, and po-
litical prefernce. Because the statistical analysis is done on main features with
replacement (independent variables), the probability that users reveal their pro-
file features is the product of the main features.

After completing phase 1: building revelation and threshold matrices, config-
uration of privacy settings can take place. Unlike phase 1, phase 2 takes place
every time a new user joins a network. Probability of revealing a feature is cal-
culated by joint probability of four main features of personal information, and
it is compared against joint probability of threshold value of given subgroups. If
the value is greater then threshold’s value, the feature is set to be accessible by
platform applications (3), otherwise the feature is not accessible (4), where Up

is a set of person p’s personal information e.g., U1 = {Male, 24, S, Mo}.

if

⎛

⎝
∏

k∈Up

Ri,k

⎞

⎠ >

⎛

⎝
∏

k∈Up

Tk

⎞

⎠ , accessible. (3)

Table 4. Threshold matrix is built for categories of gender, age, relationship status,
and political preference

Gender Age Relationship status Political preference

Male Female 15-19 20-24 25-29 30-Up S IR E M OR VL Li Mo Con VC A Ln
Threshold 0.73 0.46 0.73 0.73 0.71 0.69 0.73 0.73 0.74 0.74 0.71 0.76 0.77 0.77 0.74 0.76 0.78 0.79
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Fig. 6. Comparing accuracy of privacy management system using filtered dataset of
1,746 users with unfiltered dataset of 4,919 users. The system shows notable high error
tolerance.

if

⎛

⎝
∏

k∈Up

Ri,k

⎞

⎠ ≤
⎛

⎝
∏

k∈Up

Tk

⎞

⎠ , not accessible. (4)

Let’s take an example to show how automatic configuration of privacy setting
works. A new user who is male, 24 years old, single, and moderate-political
preference joins the UNT network. By default, all features are inaccessible. Based
on Tab. 3, we observe that probability of the user’s revealing age is comparing
joint probability (revelation matrix) of 83% (Male), 84% (S), and 84% (Mo)
against joint probability (threshold matrix) of 73% (Male), 73% (20-24), 73%
(S), and 77% (Mo). Result is 59% (revelation matrix) > 30% (threshold matrix),
so the user’s age is accessible by the applications.

7 Performance

To evaluate the performance of PPS, we test PPS with two sets of data. Based on
our dataset, we find that 3,173 (65%) of 4,919 users do not provide one or more of
the main features (age, relationship status, or political views). One dataset has
all 4,919 members without any alteration, and the other one is filtered such that
there are only users who have all four main features provided. The performance
of PPS in terms of accuracy rate is shown in Fig. 6 where the accuracy rate
is measured by correctly configured privacy settings of randomly selected users
from the dataset. After the system configures the users’ privacy settings for each
feature based on the their personal information, we compare the configuration
with the user’s actual setting. Without filtering the data, the accuracy converges
to 70%. On the other hand, with filtered the data, the accuracy of privacy
configuration converges to 75%. Even though 65% of 4,919 users lack one or
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more of the personal information, PPS still able to perform 70% accuracy. In
other words, only five percent less than 75% indicates that system has high error
tolerance.

8 Conclusion

Social networking boundaries appear to have been pushed in every way possi-
ble to allure new users and to keep current users. Open platform gives great
flexibility to application developers to be creative and innovative as possible.
Even though it gives benefit to both Social Network Sites and to application
developers, customers’ private information can be unawarely accessed. Not all
developers are legitimate. Without careful consideration of privacy management,
open platforms result in information harvesting for illegal or unethical purposes.
We purpose a privacy management system as a solution to the privacy problems
on SN sites. The system uses probabilistic approach based on information rev-
elation of users to recommend a more appropriate privacy setting for the user.
The system restricts access to users’ personal information unless they wish to
make the information available. Our experiment shows that our approach can
achieve 75% accuracy. In addition its high error tolerance makes it a suitable
technique for user content management environment.

It is arguable to apply opt-out privacy model, where all profile information are
inaccessible as default. However, from business point of view, the users’ profile
information are asset. This could be a reason that Facebook uses opt-in privacy
model. Disadvantages of using opt-in model are that new users trust the system
and platform applications, that all profile information are accessible as default,
and that inexperienced users are unaware of their personal information are being
harvested. Thus, we believe that the PPS can facilitate new user’s profile settings
by not having to reveal all personal information which are not intended to share
with unknown users.
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Abstract. Defining valid enterprise-wide roles needs to be carried out on the 
basis of a predefined Role Development Methodology. Hybrid role develop-
ment combining elements from Role Engineering and Role Mining is the most 
promising way to define enterprise-wide roles, however no such model has 
been published yet. We close this gap by analysing existing approaches and 
proposing HyDRo, a tool-supported methodology that facilitates existing iden-
tity information and access rights without neglecting the importance of informa-
tion like managers’ knowledge about their employees. 

Keywords: Role Development Methodology, Role Engineering, Role Mining, 
Identity Management, Information security.  

1   Introduction and Motivation 

As a result of ineffectual account management within organisations, users accumulate 
a number of excessive rights over time, violating the principle of the least privilege 
[1]. Major security problems arise because of employees gaining unauthorised access 
to resources as a result of manually handling user accounts ([2], [3]). This situation 
results in the so called identity chaos. In-house Identity Management (IdM) has be-
come a means to solve the aforementioned identity chaos. It deals with the storage, 
administration, and usage of digital identities during their lifecycle. Roles acting as 
intermediary between employees and their access rights are an essential element of 
IdM. They allow companies to ease and secure provisioning processes, i.e. the alloca-
tion of digital and non-digital assets to employees, and access to resources in their 
IdM Infrastructure (IdMI) [4]. However, the most expensive challenge before achiev-
ing the benefits of role usage is the preliminary definition of valid roles [5]. Some 
companies deal with this issue by installing resource-intensive procedures based on 
organisational and operational structures. These approaches are known as Role Engi-
neering Methodologies. In contrast, Role Mining Methodologies create roles using 
data mining tools that analyse and cluster existing user permissions providing a high 
degree of automation. This paper underlines the need for hybrid role development 
combining Role Engineering and Role Mining as the most promising approach for 
defining enterprise-wide roles. Up to now, to the best of our knowledge, no such 
model has been published. Hence, the main goal of this work is to close this gap by 
proposing HyDRo, a hybrid Role Development Methodology (RDM) that integrates 
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Role Engineering and Role Mining elements into a comprehensive framework for role 
creation. Central modelling requirements of HyDRo are the shortcomings of existing 
models, literature analysis, practical experiences, and requirements from industry 
partners.  

This paper is structured as follows. In section 2 we present and compare existing 
Role Development Methodologies in order to show their shortcomings. Subsequently, 
section 3 introduces HyDRo, a methodology for hybrid development of roles. In  
section 4 we provide an overview over contROLE, a role development tool that  
supports HyDRo. Conclusions and future work is given in section 5.  

2   Existing Role Development Methodologies 

Role Development Methodologies can in general be categorised according to the 
input information they are based on (see figure 1): Role Engineering is considered as 
the theoretical way of developing roles where roles are derived Top-Down based on 
information from the OOS (Organisational and Operational Structures) layer within 
an enterprise. This includes knowledge about hierarchical structures, process- or 
workflow definitions, or employees’ task bundles. Role Engineering following an 
aggregation or decomposition approach offers the chance to define a role catalogue 
that is closely aligned to the business perspective within a company. Decomposition 
approaches define roles and break them down into permissions needed while aggrega-
tion works the opposite way [6]. Role Mining on the contrary is the tool-based Bot-
tom-Up approach discovering roles using existing identity information and access 
rights from the Directory layer. It in general investigates users and their existing ac-
cess rights and is usually based on clustering algorithms which can be divided into 
statistical clustering or usage of neuronal networks.  

 

Fig. 1. Role Development Methodologies 

We define role development as the umbrella term for Role Engineering and Role 
Mining. Role development can be carried out hybrid or non-hybrid. Several publica-
tions explicitly mention that a hybrid combination of Role Engineering and Role 
Mining is necessary to define a good collection of roles ([7], [8], [9], [10], [11], and 
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[12]). However, although considered to be the most promising way for developing 
roles on a company-wide level, no such hybrid RDM has been published up to now.  

2.1   Role Engineering (Top-Down) 

The importance of Role Engineering was first mentioned by Edward Coyne [13] after 
the upcoming of the original RBAC (Role-Based Access Control) model [14] in 1996. 
Role Engineering following the decomposition approach involves an in-depth analy-
sis of business processes and functional structures in order to break down these ele-
ments to system-specific features needed to fulfil certain tasks. Crook et al. [9] 
showed that using organisational structure to define roles has significant advantages 
by providing a clear focus for analysts and users eliciting requirements. Roeckle et 
al.’s approach [8] on the contrary integrates business processes into the Role Engi-
neering duties. They aim at finding the complete IT supported set of job functions 
performed in an organisation. While decomposition is used mainly for defining sys-
tem-independent roles, aggregation approaches are adopted in the process of devel-
oping application-specific roles. They are based on use case- or scenario descriptions 
(scenarios can be regarded a specific representation of a use case [15]), goals, or other 
input information. In general, aggregation approaches define the way of interaction 
with an application and the bundles of permissions needed to fulfil certain tasks 
within this application. In order to streamline the mainly manual aggregation process, 
Strembeck presented a tool-based technique for defining scenarios ([16], [17]) and 
extract RBAC-models from BPEL4WS processes [18]. 

Shortcomings 
Role Engineering significantly depends on human factors and the amount and quality 
of input information available. Above all in settings where the quality of organisa-
tional charts and job descriptions is high, Role Engineering is a promising approach to 
find role candidates. However, on the other hand it is primarily a manual task involv-
ing extensive communication between stakeholders [19]. A comparison of existing 
Role Engineering methods showed that only decomposition approaches are feasible 
for developing system-independent roles. Aggregating single elements like tasks 
comprehensively into roles is not applicable in an enterprise-wide project as most 
approaches are lacking any tool support. With dozens of business processes, thou-
sands of users, and millions of authorisations in big organisations, this is seemingly a 
difficult task. Besides the high complexity and costs the collection and preparation of 
input information are the main drawbacks ([8], [19]). Practical experience has more-
over shown that Role Engineering neglects existing access rights and thus the actual 
situation within a company. Hence, relying solely on Role Engineering for defining 
company-wide roles is not feasible. 

2.2   Role Mining (Bottom-Up) 

As a result of the presented shortcomings of Role Engineering, Role Mining has over 
the last years evolved as the pragmatic approach to rapidly define adequate roles. It 
specifically focuses on the usage of data mining technology for definition of system-
independent roles that can, amongst others, be used in IdMIs for user management. 
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Role Mining automates the development process by using tools to identify potential 
roles. In contrast to Role Engineering, Role Mining is based on the assumption that 
the actual roles already exist within the IT infrastructure. Existing permission assign-
ments are aggregated to define role candidates using statistical clustering algorithms 
or neuronal networks. Statistical clustering can be carried out hierarchically or parti-
tioning whereas neuronal networks use unsupervised learning methods for role devel-
opment. In [7] Vaidya et al. surveyed existing Role Mining approaches that mostly 
present heuristic ways to find a set of role candidates. Kuhlmann et al. ([20], [21]), 
ORCA [19], and Vaidya et al. [22] are identified as the most important publications in 
that area. Kuhlmann et al. propose a clustering technique closely related to the k-
means algorithm. In [19], Schlegelmilch et al. facilitate an agglomerative hierarchical 
clustering based algorithm, which discovers roles by merging permissions appropri-
ately. Additionally, Vaidya et al. [22] propose RoleMiner, an approach based on  
subset enumeration. Recently [10], [23], [24], and [25] have presented specific im-
provements, integrating cost and performance decisions as well as semantics into 
Role Mining. 

Shortcomings 
Even though providing a high degree of automation, Role Mining has several serious 
unaddressed drawbacks: If the input quality is erroneous the role candidates discov-
ered are also incorrect. Existing approaches assume that cleansing already took place 
before the role definition. We argue that this issue needs to be addressed by introduc-
ing a mandatory customisable data cleansing and -preparation phase as shown in [11] 
in order to ensure an appropriate quality level of the input information. Investigating 
existing literature has moreover shown that most publications only present algorithms 
for finding the optimal role set without taking into consideration that business needs 
have to be involved in a role development project. As it is not their main focus, none 
of them adheres to existing methodological requirements.  

3   HyDRo – A Methodology for Hybrid Development of Roles  

As aforementioned, neither pure Role Engineering nor pure Role Mining leads to an 
optimal role catalogue. Our analysis and practical experiences with existing RDMs 
underline these findings stating that a hybrid approach is the most promising basis for 
role creation. On the one hand the automation capabilities of Role Mining are needed 
while consideration of business functions and organisational structure is a mandatory 
element of a RDM on the other hand. None of the existing approaches shows how 
Role Engineering and Role Mining can be combined and how the information flows 
can be structured. Based on shortcomings of existing models, literature analysis, and 
practical experiences we are now going to introduce HyDRo, a new hybrid methodol-
ogy for developing roles. The goal of HyDRo is the definition of system-independent 
roles usable within IdMIs. HyDRo considers existing user information and access 
right structures without neglecting the importance of organisational structures and 
information like managers’ knowledge about their employees. It can be easily inte-
grated into the proROLE framework [11] representing a role system lifecycle. The 
underlying philosophy is perform a joint Role Mining/Engineering approach and 
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integrate OOS layer representatives (managers, executives, CIO) as frequently as 
necessary but as infrequently as possible.  

Methodological Background 
In complex environments role development projects need to be carried out on basis of 
a predefined methodology in order to derive a consistent role catalogue and reducing 
failure risks. However, existing Role Engineering and Role Mining approaches lack a 
clear definition of mandatory method elements. HyDRo overcomes these significant 
shortcomings by being modelled based on method elements following well-defined 
Method Engineering principles ([26], [27]) (see figure 2, adapting the notation used 
by Brinkkemper [28]). We propose the Procedure Model as the central element of 
our methodology. Grey colouring marks elements directly integrated in the HyDRo 
procedure model: Necessary Activities and Techniques structured in six Phases, 
involved Roles (i.e. stakeholders), the documentation of Results, and the Tool used 
throughout the entire process. HyDRo is fully supported by the contROLE role devel-
opment software which will be presented in section 4. HyDRo furthermore uses busi-
ROLE [29] as Meta-Model.  

 

Fig. 2. Method Elements of HyDRo 

3.1   Overview and Characteristics 

In this section we analyse the different phases of HyDRo on basis of the aforemen-
tioned method elements. The methodology consists of six consecutive main phases 
and the respective interfaces in form of Quality Measurement (QM) and Execution 
Decision (ED) activities. Organisations applying HyDRo need to complete one phase 
to a predefined extent to be able to move on to the next phase. However, HyDRo is 
designed to provide maximum flexibility during role development; hence, users of the 
methodology can move back to previous phases or within phases in an incremental 
and iterative fashion. Companies applying HyDRo can re-run a single phase if the 
resulted quality is insufficient or new input is provided changing existing results. 
Figure 3 provides a high level overview of the main phases: The HyDRo process 
starts with the import of necessary input data (Data Gathering) and consecutive Data 
Cleansing. In order to define suitable roles, the input data is then classified and  
selected in a separate phase (Data Preparation and Selection). The role develop-
ment process itself is split into three phases, namely the definition of Basic-,  
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Organisational-, and Functional Roles. We will discuss each of the phases in more 
detail in the following sub-section 3.2. 

Quality Measurement and Execution Decision 
One central business requirement for a hybrid RDM is the definition and measure-
ment of partial results during the methodology execution. Business- as well as IT 
representatives desire milestones during the role development project that form the 
basis for further execution decisions. Figure 3 indicates the partial result measurement 
and -decisions at each transition between two phases. Every HyDRo phase ends with 
a QM and ED process step. Depending on the phase, different indicators provide 
information about the result quality. Data cleansing output quality can e.g. be meas-
ured by analysing the percentage of corrected input data. In contrast to the QM task, 
where the result quality of one phase is measured, ED activities take general project 
drivers into account. Even if the result quality of one phase is sufficient, companies 
applying HyDRo still might want to abort the role development as result of e.g. lack-
ing funding, other prioritised projects, or time schedule issues.   

 

Fig. 3. Phases of HyDRo 

3.2   HyDRo Phases 

In the following we are going to introduce HyDRo on basis of its Procedural 
Model split into the six main Phases shown in figure 3. In order to highlight the 
interdependencies and information flows between the OOS- and Directory layer we 
use a visualisation schema integrating the Phases and Activities, the included 
stakeholders (Roles), the used Tool, as well as the derived Results (figure 4, 5, and 
6). This allows for a clear distinction of Role Mining and Role Engineering elements. 
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3.2.1   Data Gathering 
Within the data gathering phase input information from Role Engineering and Role 
Mining sources needed for hybrid role development is imported. The goal of this 
phase is the compilation of a consistent raw input information repository representing 
the basis for further data cleansing-, data preparation-, and role development activi-
ties. Thus, after the kick-off of the role development project using HyDRo the various 
available input sources are identified. Information needs to be imported and checked 
for consistency. HyDRo considers existing user rights in form of a LDAP-repository 
or a .csv-file as mandatory raw data from the Directory layer. If this information is not 
available, HyDRo is not applicable or, if exclusively input information from the OOS 
layer is available many Role Mining activities are not executable. Besides the manda-
tory identity information, input from the OOS layer is optional but highly desired. It 
might be available in forms of defined job positions, task bundles, processes, or al-
ready existing local role definitions from certain departments. Existing Top-Down 
knowledge is imported in order to compose the raw input information repository con-
sisting of all available OOS- and Directory layer input information. After a basic 
quality measurement which checks if enough input information is available for con-
secutive HyDRo phases, business representatives like the manager of an organisa-
tional unit, need to review the information available for his department. This way he 
can alter basic information about his employees and identify employees with active 
user accounts but who are no longer working for the company. 

3.2.2   Data Cleansing 
If a certain minimum of input information is available, HyDRo continues with the 
data cleansing phase (see figure 4). The overall goal of this phase is to improve the 
data quality of the input information and thereby overcome the deficits of most exist-
ing approaches which do not include any data cleansing mechanisms. Data Cleansing 
in HyDRo is split into syntactic- and semantic cleansing. While syntactic checks 
might be fully automatable, semantic checks cannot be processed without human 
intervention. Consider an employee in a multinational organisation. One can imagine 
that misspelled user attributes like his location attribute within the global identity 
repository can easily be identified. However, if a user has a wrong assignment of a 
valid location, it is not possible to resolve this inconsistency without any information 
from the OOS layer. During this phase Role Engineering- and Role Mining activities 
need to be combined to achieve the best results. HyDRo provides tool support by 
facilitating various syntactic checks, including duplicate checks or attribute checks 
against valid values. Even more important, it also provides various functions for se-
mantic analysis of the underlying input information. For instance Self-organising 
maps (SOM) [30] are used to identify users which have untypical attribute values 
assigned. Again, consider our previously mentioned example of an employee working 
for a multinational organisation. After he changed his location and has been assigned 
to new privileges he might still be assigned to a number of his former access rights. 
SOMs can be used to identify and highlight such a user because some of his assigned 
privileges are typical for a different location than the one he is assigned to.  
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Fig. 4. The Data Cleansing Phase of HyDRo 

3.2.3    Data Preparation and Selection 
After input data has been cleansed the role development process moves on to the Data 
Preparation and Selection phase which exclusively comprises activities at the Direc-
tory layer (figure 5). Its goal is to generate additional knowledge about the underlying 
input information. We argue it is mandatory to allow companies to choose the appro-
priate part of the raw input data to be included in the role development. HyDRo starts 
by analysing the underlying input information on a global level. One aspect is the 
exclusion of further manually administered rights. Our experience has shown that a 
high number of rights are only held by a small number of users making them not 
feasible for role-based allocation. After the global classification and selection process, 
single hierarchical elements are classified locally. A hierarchical element is a unit in 
the organisational structure of an enterprise, for example a business unit, a depart-
ment, or a unit within a department. Techniques like statistical analysis, clustering 
algorithms, or results from previous RDM phases can be used. The generated infor-
mation might be of high relevance for business representatives as well as role devel-
opers: In contROLE, for example, a green traffic light in front of an organisational 
unit represents simple user- and access rights structures or a high amount of cleansed 
input information. In this case the respective organisational unit is a candidate for 
rapid role development. On the contrary, a red traffic light classifies organisational 
units as improper for easy role development as a result from e.g. a lack of cleansed 
input information. However, automatically classifying input information needs to be 
carefully parameterised. Fundamentals are the predefined classes of users and access 
rights, the amount of cleansed input information, or, even more complex, the grade of 
interdependencies between hierarchical elements.  
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Fig. 5. The Data Preparation and Selection Phase of HyDRo 

3.2.4   Role Development 
After the input information has been cleansed and prepared, phases 4, 5, and 6 repre-
sent the actual role development phases of HyDRo. The outcome of each of those 
phases is a set of defined roles of a certain type: Basic Roles (phase 4) bundle com-
mon access rights. Organisational Roles (phase 5) represent job positions while Func-
tional Roles (phase 6) correspond to the task bundles of employees. By allowing for 
the definition of business role types [29], HyDRo supports incremental role develop-
ment. Phases 4, 5, and 6 from figure 3 are modelled similar, even though the underly-
ing algorithms, the extent of hybrid communication, and the importance of OOS layer 
input information are varying. The amount of required Top-Down input is constantly 
increasing while the usage of Role Mining algorithms is decreasing as a result of 
growing complexity of role definition. However, companies can decide whether they 
want to define Functional Roles or whether they abort HyDRo after the definition of 
Basic- and Organisational Roles. In some cases a large part of the access rights might 
be already administered using those types of roles in which case the additional flexi-
bility gained by the usage of Functional Roles is outweighed by the large amount of 
time and money spent for their definition. 

Basic Roles 
HyDRo starts with defining Basic Roles that are assigned on basis of organisational 
membership of users in different hierarchies. In general, they represent the bundle of 
access rights that are granted to every employee in a certain hierarchical element 
independent from his job position. They can be inherited, depending on the hierarchy 
type. Basic Roles could include rather common rights like “Internet Access” and are 
derived using Role Mining algorithms. The permissions assigned to a certain percent-
age of the employees within an element, e.g. more than 90%, are bundled and marked 
as a possible Basic Role. The manager of this hierarchical element is then informed 
via email that he needs to approve or alter the found role candidates. 
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Fig. 6. Role Development in HyDRo (example: Phase 5 “Organisational Roles”) 

Organisational Roles 
In phase 5 Organisational Roles, i.e. job positions of employees within the organisa-
tional structure are derived (see Fehler! Verweisquelle konnte nicht gefu 
nden werden.6). It is likely that in some hierarchical elements positions are already 
defined. In other situations this might not be the case and Role Mining technologies 
are needed to cluster employees with the same access rights. These clusters need to be 
visualised appropriately and presented to the OOS representatives. Quality criteria for 
this phase might be the number of employees which are assigned to a certain Organ-
isational Role, the quality of feedback derived from the OOS representatives, or the 
percentage of permissions that is administered by the usage of the defined Organisa-
tional Roles.  

Functional Roles 
Functional Roles represent task bundles of employees and are amongst others used for 
delegation purposes. They might be specific for a hierarchical element or valid 
throughout the whole enterprise. On the one hand, the employees’ job positions have 
to be split up into various task bundles. On the other hand the task bundles might 
represent special duties of a number of employees, independent from any organisa-
tional hierarchy. The development of Functional Roles needs to be heavily supported 
by human interaction. Finding task bundles purely based on Role Mining algorithms 
is hardly possible. Automatically analysing employees with different job positions 
whose permissions overlap is one possible approach.  

4   The contROLE Role Development Tool 

HyDRo is fully supported by contROLE, a role development tool which currently is 
being implemented at our department. ContROLE is not designed as a Role Mining 
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tool according to section 2.2. It is rather an infrastructural tool that fosters the hybrid 
integration of Role Engineering by providing a maximum of process- and communi-
cation automation. Figure 7 shows the main interface of contROLE during Data 
Cleansing with the single phases of HyDRo seen in the upper window. Using client-
server architecture, OOS representatives as well as Role Developers can use con-
tROLE during the hybrid role development loops. Due to the limited space we only 
present selected features of contROLE and give a short quality analysis of imple-
mented Role Mining algorithms using various predefined input data sets.  

 

Fig. 7. ContROLE Role Developer Interface 

As stated beforehand, contROLE offers a wide variety of data cleansing and data 
preparation functionalities that have to the best of our knowledge not been integrated 
in any other RDM. Syntactic- and semantic data checks can be used for cleansing the 
input information. This includes checks against valid permissions, users, and organ-
isational hierarchy elements. Moreover contROLE is able to detect outliers and suspi-
cious user-permission assignments. The role developer can design and parameterise a 
data cleansing process according to the available input information. For detecting and 
visualising outliers contROLE amongst others implements a connection to the SOM 
Toolbox, an already existing implementation of SOMs developed in the GHSOM 
Project [31]. We facilitate the capabilities of SOMs to find suspicious users in terms 
of wrong attributes or erroneous rights allocation. Figure 8 shows the visualisation of 
Directory layer information of one of our industry partners. One can see various sus-
picious data elements (arrows). These elements are automatically marked by con-
tROLE and sent to the respective managers for approval together with a proposed 
attribute value.  
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Fig. 8. SOM Representation of Access Rights 

As mentioned beforehand many access rights might still be administered manually 
because they represent special permissions held by only a very small number of em-
ployees. Figure 9 represents the examination of access rights structures of one repre-
sentative line organisation department of a large industrial company consisting of 103 
users and 223 different access rights. The visualisation used orders the different ac-
cess rights on the horizontal axis according to the number of users being granted this 
right (ascending). It can be seen that a very large number of rights are only held by 
one user (108 rights). This underlines the need for a careful data selection in order to 
ensure the definition of usable roles. ContROLE can automatically pick rights that 
should be further manually administered while the role developer can additionally 
disable rights for the consecutive role development phases. A further analysis of fig-
ure 9 points out that a relatively small number of rights are held by all users of this 
department, representing possible Basic Roles.  

 

Fig. 9. Access Right Structures within a Hierarchical Element 
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ContROLE Role Mining Performance Analysis 
Regarding the definition of role candidates, contROLE implements the Role Mining 
algorithms ORCA [19], FastMiner, and CompleteMiner (both presented in [22]). The 
quality of the clustering results presented in this section led to the development of our 
own Role Mining algorithm which is currently being implemented and tested. In order 
to validate the result quality of the already existing algorithms we carried out a per-
formance and clustering analysis on basis of evaluation principles shown by Pries-
Heje et al [32]. We decided to conduct an ex-post evaluation using artificial and  
naturalistic input datasets (see table 1). 

Table 1. Input datasets for the Role Mining quality analysis 

Dataset Users Permissions 
Artificial Set 1 (AS1)  6  4  
Artificial Set 2 (AS2)  13 4 
ContROLE Artificial Set (AS3) 168 29 
Small Naturalistic Set (NS1) 362 366 
Big Naturalistic Set (NS2) 1211 805 

AS1 and AS2 were included in the corresponding Role Mining publications [19] and 
[22] representing simple illustrative examples of user and permission structures. They 
include only a small number of user permission assignments. AS3 has been designed 
for contROLE functionality tests and represents a middle sized company with 168 
employees. In contrast to the artificial sets AS1 and AS2 it includes organisational 
structures and hierarchies. NS1 and NS2 are both naturalistic datasets provided by our 
user partners, gathered from their global Identity Management System in place. They 
each represent user permission assignments of one department within the line organi-
sation including a large number of sub-departments and hence complex hierarchical 
structures. A performance analysis revealed that most Role Mining algorithms were 
able to finish the computation process in a reasonable time (up to 360 seconds de-
pending on the dataset size). Due to its complexity the CompleteMiner was the only 
exception not able to finish the role candidate discovery on basis of the big naturalis-
tic set NS2. The hardware used for the computation was a machine with an Intel 
Core2Duo CPU and 3GB RAM. Our in-depth analysis moreover revealed that the 
result quality of the implemented algorithms strongly varies. Table 2 gives an over-
view over the number of derived role candidates (RC) using the given datasets from 
table 1 as input information for the Role Mining Algorithms implemented in con-
tROLE. Note that the number of clusters using ORCA varies as a result of a random 
component within the algorithm. Hence we display an average value computed during 
various test loops. The reduced role candidate number computed using a minimum 
role membership (RM) limit is also given if that feature was provided by the corre-
sponding algorithm. 
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Table 2. Found role candidates 

Dataset ORCA FastMiner CompleteMiner 
AS1 
AS2 

4 Cluster 
2 Cluster 

3 RC 
4 RC 

2 RC 
4 RC 

AS3 18 Cluster 27 RC 
14 RC (min=10 RM) 

27 RC  
14 RC (min=10 RM) 

NS1 
 

~295 Cluster 1648 RC  
108 RC (min=20 RM) 

2121 RC  
301 RC (min= 20 RM) 

NS2 ~621 Cluster 14386 RC  
647 RC (min=20 RM) 

 

Especially the analysis of the naturalistic datasets revealed that Role Mining algo-
rithms tend to discover a large number of candidate roles which is not feasible in 
practical scenarios. Using NS2 as input information the FastMiner, e.g., discovered 
14386 role candidates for 1211 users. Even though FastMiner and CompleteMiner 
both support the parameterisation with a minimum number of role members RM, the 
found role candidates still only can be seen as preliminary results. The biggest draw-
back of existing Role Mining algorithms is the missing integration of additional input 
information in the role discovery process. They exclusively facilitate user-permission 
assignments as input information, neglecting existing hierarchical and operational 
structures within a company. During the further development of contROLE we hence 
focus on the integration of OOS layer information into the role definition process. 

5   Conclusions and Future Work 

In this paper we have argued the need for a hybrid Role Development Methodology 
integrating Role Engineering and Role Mining functionalities. A literature analysis 
has investigated the existing models and shown that none of them sufficiently meets 
the requirements of a RDM. In order to close this gap we proposed HyDRo, to the 
best of our knowledge the first hybrid Role Development Methodology. HyDRo con-
siders existing user information and access right structures without neglecting the 
importance of information like managers’ knowledge about their employees. It over-
comes the shortcomings of existing RDMs by being based on a well-defined method 
engineering basis and providing a comprehensive set of role development phases. 
Above all the Data Cleansing and Data Preparation and Selection phase have not been 
included in existing approaches. HyDRo moreover considers various business re-
quirements in order to ensure applicability within real-life scenarios. One big advan-
tage is the seamless tool-support. The contROLE software ensures the hybrid integra-
tion, cleansing, and selection of input information from various sources throughout an 
iterative and incremental role development process. 

For future work we are focussing on the extension of the functionality of con-
tROLE, especially the extension of classification- and Role Mining algorithms as well 
as the improvement of the user-interface. We furthermore are going to deal with per-
formance issues arising when working with large datasets. This task affects above all 
the usage semantic Data Cleansing algorithms and the training of neuronal networks 
which can be a longsome process.  
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1   Introduction 

The more money and resources we seem to throw at security, the more the bad guys 
seem to catch up. With every new technology innovation, comes a new – and some-
times worse – threat to your business. It simply comes in a different form. 

Loud, large scale virus attacks launched for glory have been replaced with stealth, 
financially-motivated attacks seeking confidential information. Spam is no longer just 
touting free Viagra. It’s a delivery mechanism for phishing attacks, identity theft and 
malicious code. And malicious code propagates not just in email, but through web 
plug-ins, IM, smartphones and USB drives (just to name a few). 

The biggest threat to a company’s brand and bottom line these days isn’t from 
hackers, it’s from internal threats. It’s the absent-minded contractor who leaves their 
laptop on a plane with unencrypted sensitive information.  It’s the disgruntled em-
ployee who steals thousands of customer credit card numbers from backend databases 
to sell on the black market. 

While the range of risks can be mind numbing, they aren’t unmanageable. Security 
just needs to be managed differently than it is today. To address internal and external 
threats in a way that doesn’t inhibit collaboration or break the bank requires a funda-
mentally different approach to how we look at security.  

First, security shouldn’t be about eliminating risk altogether. Without risk, there is 
no opportunity. Instead businesses, and the IT and security professionals they rely on, 
should focus more on understanding the risks that will have the biggest impact and 
then determine the best way to eliminate those risks. 

There is no longer an impenetrable wall around organizations. People are the new 
perimeter. Employees are everywhere, partners are faceless, and your brand isn’t only 
in your hands. Companies are being forced to trust their data to third-parties and se-
cure data that is not always in their control. In this environment, security can’t only be 
about locking things down. Security should help guide organizations, enabling them 
to thrive and have confidence that their infrastructure, information and interactions 
are protected. 

This is Security 2.0. Just as Web 2.0 offers new ways to boost productivity, in-
crease revenue and costs, so will this next generation of security. 

Security 2.0 isn’t nirvana. It’s an evolution. Security 1.0, which focused on making 
systems safe and keeping the bad guys out, is necessary but it’s no longer good 
enough. Security 2.0 builds on 1.0 but expands protection to the information and 
interactions themselves. This requires a more dynamic view of security with  
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technologies and processes that adapt to the reputation or behavior of devices, people 
and applications.  Security 2.0 is driven first by policy, then by technology, and it will 
be operationalized to speed progress and lower costs.  

2    Protecting Information, Not Just Devices 

The devices and systems we use are simply a suitcase for the real asset we’re trying to 
protect. The information. Since the perimeter can't be shut down, security needs to 
focus on protecting the information itself. This requires knowing where your informa-
tion is, what is sensitive or confidential, who has access to it, who needs access to it 
and how you make sure it’s protected and available when you need it. Answering 
these questions requires security, operations and the business to work together. 

According to a recent IT Policy Compliance Group report, 68 percent of organiza-
tions are experiencing six losses of sensitive data annually. With data breaches cost-
ing companies millions in lost revenue, share price declines, fines or customer loyalty, 
it’s no surprise that companies are investing in new solutions to contain data leakage. 

A variety of new solutions are coming to light to prevent data loss – solutions that 
enable companies to discover where information is in their organization, to set poli-
cies around entitlement or access, to filter confidential information from emails and 
IM, or to monitor security incidents and database patterns that could indicate mali-
cious activity. But there’s no silver bullet. Data loss prevention can’t be addressed 
with a single piece of technology, and there is no substitute for understanding  
potential process weaknesses and training your people.  

3   No More One-Size-Fits-All Security 

Security should scale to the situation. The peanut butter approach to security doesn’t 
work in today’s threat landscape and changing business environment. 

Take information controls for example. You wouldn’t spend thousands of dollars 
protecting pictures from the company picnic, but you would in order to protect design 
documents, source code or credit card numbers. Your competitive position and brand 
reputation depend on it. 

In Security 2.0, security adapts to the level of risk, what needs to be protected, and 
the reputation of those entities trying to access your systems and information. Security 
parameters should automatically change depending on whether a user is connecting to 
a network from inside the firewall or from an airport kiosk. Decisions should be made 
based on the behavior of users, historical information and the policies that are in 
place. 

We see this happening already with anti-spam solutions, which analyze the behav-
ior and reputation of IP addresses to determine what messages get blocked. Technolo-
gies like whitelisting and proactive threat protection in products like Symantec End-
point Protection are another example of reputation-based security. These technologies 
consider both good and bad behavior to determine which applications and executables 
are permitted. 
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4   Operationalizing Security 

Probably the biggest shift in Security 2.0 is how it’s driven within an organization. 
Today most organizations are addressing security and risk in silos, with groups im-
plementing distinct and often disconnected processes and technologies to mitigate the 
risks. These risks are often interconnected, but unfortunately the processes and tech-
nologies are not. 

In order to lower operational costs and make security more effective, proactive and 
measurable, security needs to be embedded throughout business processes from the 
very start. Policies have to be consistently defined and socialized before controls can 
be put in place. The most successful companies look at policy first, and then imple-
ment the technology to automate it. Not the other way around. 

By operationalizing security – standardizing, automating and driving down the cost 
of day-to-day security activities – companies and IT can be much more proactive 
when it comes to protection. 

Security is an essential element to organizational health. We need to start looking 
at security the way we look at our own health – focusing on preventative care not 
simply seeing the doctor once you have a heart attack. Consider how much lower the 
medical bills are when you take your vitamins, eat right and exercise. The same could 
be said for security. 
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